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Phan loai luéng dir 11€u dua trén hoc
chuyén giao da nguon trong hé thong mang
SDN phan tan
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Tém tit— Ngay nay, phan loai ludng dir liéu
mang dong mot vai trd quan trong trong nhiéu
linh vec nhw quan tri mang, bao mat, an toan
thong tin. Dir liéu mang mi hoa dang din phd
bién, don cir nhu cac dir li¢u ciia cic nha cung
cAp dich vu 16n nhw Google, Facebook. Véi cic
dit liéu mang bi ma hoa thi cic phwong phap
truyén thong nhw phén loai theo cong (Port), theo
kiém tra g6i sau (DPI — Deep Packet Inspection)
da khong con hi¢u qud, thay vao dé ciac phuong
phap dwa vao hoc may sé hiéu qua hon. Gan day
cac nghién ciru vé mang dinh nghia bing phan
mém SDN (Software Defined Networking) phan
tan da gitp giai quyét vin dé nhit quan dir liéu
giira cac mién SDN. Tir d6 vin dé phan loai ludng
dir liéu trong mang SDN phin tin c6 thé quy vé
viéc phan loai nhw trén mgt mién, tuy nhién trong
truong hop cé6 mot mién mang SDN méi két noi
vao mang SDN phén tan véi sé lwong it cac dir
liéu c6 thé din téi két qua phan loai khong dwoc
tot. Véi Iy do dé6 nhém tac gia da dé xuit giai
thuat MMSTrAdaBoost, mt gidi thuit chuyén
giao tri thirc tir cAc mién mang di cé nhiéu dir
liéu sang mién mang méi thanh 1ap duwa trén giai
thuidt MSTradaBoost (TrAdaBoost da ngudn).
Két qua phan loai dir liéu mi héa khi sir dung
giai phap dé xuit dé phan loai 3 loai dich vu E-
commerce, Interactive data, Video on-demand
trén mién mang méi xuit hién véi chi s6 macro-
F1 déu dat trén 88%.

Abstract— Network traffic classification
(TC) is a critical task in network management,
security and information security. As network
encryption becomes more popular, TC-based
machine learning methods have shown great
performance, compared to other TC
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approaches such as port-based or payload
inspection. Besides, recent studies on Software-
defined networking (SDN) architecture have
addressed the data consistency problem in
distributed SDN. This means that the TC
problem in distributed SDN with multiple
domains can now be considered as one domain.
Nevertheless, when a new SDN domain is added
to the distributed system, the lack of network
data on this domain is inevitable. This can
make it difficult to train a good TC model for
the new domain due to the absence of a training
dataset. To address the problem of insufficient
training data in a new SDN domain, this paper
proposes a algorithm, called MMSTrAdaBoost
(modified multiple source TrAdaBoost), a
transfer learning method that utilizes
knowledge already learned from exsisting SDN
domains to improve the performance of the TC
model in a new domain. Specifically, our
proposal is based on a multisource TradaBoost
algorithm that takes advantage of useful data
from various source domains. The experimental
results show that the TC model in a new
domain based on our proposal achieves about
88% macro-F1, when detecting three popular
network services: E-commerce, Interactive
data, and Video on-demand.

Tir khoa— phan loai lm;ng dit ligu mang; mang dinh
nghia bing phin mém; hoc chuyén tiép; TrAdaBoost;
TrAdaBoost da nguén.

Keywords— traffic classification; SDN;
learning; TrAdaBoost; multisource TrAdaBoost.

transfer

I. DPAT VAN BE

Phan loai luéng dir liéu mang 1a mot chu dé
quan trong, dugc quan tdm trong h¢ thong mang
hién dai ngay nay [1], c¢6 thé gitp nha quan tri
mang theo doi va kiém soat luu luong mang,
dam bdo sy uu tién cho céc dich vu quan trong.
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Ngoai ra, phan loai ludng ciing c6 thé hd tro
trong viéc phat hién va ngan chan cac hoat dong
doc hai nhu tin cong mang. Trong sO cac
phuong phéap tiép cin bai toan phan loai ludng
dir liéu mang, k¥ thuét phan loai dua theo céng,
phan loai dua theo ndi dung cua goéi tin va phan
loai dya trén thong ké 1a cac phuong phap phd
bién nhat [2].

Phuong phép phan loai dua theo cong s& xac
dinh cac tmg dung thong qua cac cong da dugc
mac dinh trudce. Tuy nhién, phuong phép nay co
mit han ché 1a d6 chinh xéc khong cao khi ma
cac tmg dung ngdy nay di st dung cic cong
dong hodc che gidu gia tri nay boi cac ki thuat
ma hoéa hodc dong goi. Trong khi d6, phuong
phap phan loai dya theo ndi dung cta goi tin tap
trung vao vi¢c tim kiém cac mau nhan dang cua
cac img dung mang trong tung goi tin. Phuong
phép nay co thé nhan dang dugc cac ing dung su
dung cac s cong dong hodc bi che gidu. Tuy
nhién, n6 c¢6 nhuoc diém 1a phirc tap, tén thoi
gian va khong hiéu qua khi céc gdi tin bi ma hoa
hodc nén [3]. DPbi véi phuong phap phan loai
theo théng ké, k¥ thuat nay xac dinh cac ludng
dir liéu thudc cac ting dung khéac nhau sé c6 dac
trung riéng biét nhu: do tré gitra cac goi tin trong
mot ludng, thoi gian sdng cia ludng dir lidu. Sau
do, cac dac trung nay s€ dugc dua vao cac thuat
toan hoc may (ML) dé huin luyén va du doan
nhén cua cac 1u6ng dir liéu. Voi dir liéu dugc ma
hoa, nhiéu nghién ctru di cho thiy phuong phép
hoc sau (DL) c6 két qua phan loai luéng vuot troi
so v6i cac phuong phap truyén thong trén [2-8].

SDN duoc xuat hién trong thoi gian gan
day, la mét kién trac mang sang tao, dai dién
cho xu huéng phat trién clia mang trong twong
lai [9]. Trong nhiéu nghién ctru mang vé SDN,
nhiéu nhom nghién ctru di quan tim dén hé
thong mang SDN phan tan, v6i mbi mién mang
duoc quan ly bdi mot hodac nhiéu bo diéu khién
SDN [10-12]. Phan loai luéng dir liéu mang
trong mang SDN phén tan c6 thé quy vé viéc
xem xét nhu mot mién mang khi st dung két
qua nghién ctru [13] cia nhom tac gia, tuy nhién
trong tinh hudng cac mién mang méi xuat hién
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v6i thach thire vé thiéu hut dit ligu c6 thé dan toi
két qua huin luyén mé hinh trén mién méi nay
s& khong dugce tot.

bé giai quyét mit han ché trén, bai bao nay
tap trung vao vi¢c dé xuét phuong phép st dung
tri thirc cua cac md hinh d3 hoc duoc tur cac
mién mang trude d6, dé cai tién mo hinh phan
loai luéng dit liéu trén mién mang maoi chua co
day du dir liéu. Giai phap ctia nhom tac gia
duoc dua trén thuat toan MMSTrAdaBoost, la
mot phuwong phap hoc chuyén giao dwa trén
trong s6, nham khai thac nhiéu ngudn dir liéu
khéc nhau dé cai thién hi¢u qua ciia mo hinh
phan loai trén tap dir li€u muc tiéu [14]. O trong
pham vi cia bai bao nay, tap dir liéu muc tiéu la
tap dir liéu cua mat mién mang SDN moéi xuét
hién, tuy nhién dang gip van dé thiéu hut dir
liéu dé huan luyén mo hinh phan loai ludng.
Giai thuat cai tién cling 4p dung mot co ché
chon loc dé loai bo nhitng nguén dir liéu khong
lién quan hodc gy nhiéu cho viéc chuyén giao
tri thirc tir cic mién mang trudc do sang mot
mién mang mai.

Phén con lai cta bai bao dugce to chic nhu
sau. Chuong II khao sat cac nghién ctru ap dung
k¥ thuat DL va hoc chuyén giao trong phan loai
ludng. Chuong III d& cap co so ly thuyét vé
thuat toan TrAdaBoost cho cac bai toan hoc
chuyén giao. Chuong IV dé cép toi phuong
phép d& xuit cia nhom tac gia, Chuong V thyc
nghiém va phan tich hi¢u nang ctia phuong phap
dé xuét. Chuong VI tom gon két qua dat dugc
trong bai bao.

IT . CAC NGHIEN CUU LIEN QUAN

Trong phén nay, nhom tac gia tién hanh
khao sat mot s6 nghién ctru di tng dung ky
thuat DL cho bai toan phan loai luéng mang bi
ma hoa. Phan 16n cac nghién ctru déu cho thay
cac k¥ thuat DL co6 két qua phan loai vugt troi
s0 v6i cac phuong phap truyén thong.

Mahdi [2] d&& xuét co ché “Deep Packet” dé
phan loai ludng bi md hoa dua trén thuat toan
DL. Kién tric cua Deep Packet dugc dua trén
su két hop cua ca hai mang 1a mang no-ron tai



tao (autoencoder) va mang no-ron tich chéap.
Deep Packet c6 hai muc ti€u chinh. Th nhét, c6
thé phan loai dugc luu lugng dua theo nhoém
dich vu cua chung nhu: truyén File, Chat, gui
Email. Thit hai, c6 thé phan loai dugc luu lugng
dya theo kiéu tng dung cua chung nhu:
Youtube, Netflix, Skype. Diém ndi bat cua
phuong phép niy 1a c¢6 thé nhan dang dugc luu
luong ké ca khi bi ma hoa VPN hoic luu luong
khong bi ma hoa. Két qua thuc nghiém cho théy
Deep Packet dat 97,3% cta marco-F1 ddi véi
phan loai kiéu tmg dung, va dat 99,5% cua
marco-F1 ddi véi phan loai nhom dich vu.

Wang [5] dé xuit dé& xuét co ché “Datanet”
dé phan loai ludng bi mad hoa trén hé thong
mang cua nha thong minh. Piém ndi bat cua
nhom tac gia 1a phat trién co ché Datanet trén
nén tang SDN, sau d6 tich hop SDN vao thiét bi
cam bién trung gian nham quan 1i va phan bé tai
nguyén mang hiéu qua, dam bao chéat luong
dich vu cho cac thiét bi nha thong minh. Kién
triic cua “Datanet” dugc dya trén mang no-ron
tich chap va mang no-ron da tang truyén thang
va dugc hudn luyén voi bo dir liéu hon 200.000
ludng dir liéu duge ma hoa tir 15 tng dung khéac
nhau voi da dang giao thuc nhu HTTPS, SSH
va SSL. Phuong phéap d& xuit clia nhom tac gia
cling dat ty 1& x4p xi 98% cho céc chi sé danh
gia phan loai nhu do chuin xic, d6 phu va
marco-F1.

Mot sb nhom ciing dé sir dung phuong phap
chuyén giao tri thirc tir mién ngudn sang mién
muc tiéu, dé phan loai lué)ng dir liéu mang.
Guanglu Sun va cac cong su [15] da dung dir
liéu cua dai hoc Cambridge thu thap véi 12 16p
ung dung nhu Mail, Game. Nhom tac gia da su
dung thuat toan TrAdaBoost dé huén luyén mo
hinh véi viée str dung mé hinh phan 16p yéu 1a
Maximum Entropy va phan loai cho nhiéu 16p.
Két qua phan loai dat d§ chinh xac 98,7%.
Ngoai ra, Zahra Taghiyarrenani va cong su [16]
da dé& xuit mot giai thuat cai tién ctia Domain
Adaptation dé phan loai ludng mang véi dit liéu
tir Brasil. Két qua phén loai chinh xac trén 90%.
Bén canh sy thanh cong trong cac cong bd trén,
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viéc ap dung giai thuat TrAdaBoost cho bai toan
phan loai ludng dit liéu ma hoa vao cac hé théng
SDN phan tan - ¢da mién van con rat han ché.

III. CO SO LY THUYET

Trong phan nay, bai bao s& trinh bay vé y
tuong cot 16i cua thudt toan TrAdaBoost don
ngudn va da ngudn cho bai toan phan loai nhi
phan, ciing nhu cai tién cia TrAdaBoost don
ngudn cho bai toan phén loai da 16p.

TrAdaBoost 1a mot ky thuat dé giai quyét
céc bai toan hoc chuyén giao [17]. Muyc tiéu cia
TrAdaBoost 1a cai thién kha nang hoc cia mot
mo hinh trén mot bai toan dich bang cach giam
thiéu d6 léch phan phdi cua dit liéu gitta bai
toan ngudn va bai toan muc tiéu. TrAdaBoost
giai quyét van dé nay bang cach st dung mot co
ché chon loc va danh dd anh hudng cao cho
nhitng mau dif liéu co ich tir bai todn ngudn.

A. TrAdaBoost don nguon va da nguon

Theo [17], thuat todn TrAdaBoost gid dinh
rang khong gian chira cac véc-to dic trung ctia
mién nguén va muc ti€u la nhu nhau, tioc la
X5 = Xy, nhung c6 su khac nhau vé phan phdi
cia dit lidu, tic 1a P(Xg) # P(X1). Mau chét
ctia thuat toan TradaBoost 1a ndm & co ché cap
nhat trong s6. TrAdaBoost s& giam trong s6, hay
giam dd anh hudéng cta nhitng mau dir liéu
thudc mién ngudn ma bi phan loai sai. Qua trinh
ndy con goi 1a loc nhiéu (do cac mau dit liéu nay
thuong khong c6 ich cho hudn luyén mé hinh).
Tuy nhién, dbi voi nhimg mau bi phan loai sai
ma thudc mién muc tiéu, TrAdaBoost s& tang
gia tri trong s cua chung. Pay con goi 1a qua
trinh ting cudng, tic 1a khuyén khich mé hinh
¢b gang hoc lai nhitng mau nay trong tuong lai.

Theo [14], mét trong nhitng vin d& trong
viéc chuyén giao tri thirc tir mot mién ngudn
sang mdt mién muc tiéu 1a d6 twong dong cua
dir liéu giita hai mién. Néu hai mién hoan toan
khong c6 d6 twong dong voi nhau, hay phan
phéi dir liéu cua hai mién qua 1énh, diéu nay c6
thé dan t&i hién tuong chuyén giao tri thirc kém
hiéu qua, va giam kha nang hoc ctia md hinh
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trén mién muc tiéu. Thuat toan TrAdaBoost da
nguén giai quyét van dé nay bﬁng cach tan dung
tri thirc tir nhidu ngudn khac nhau, véi hy vong
khai thac dugc tri thirc ¢6 ich tir nhitng mién
ngudn c6 d6 trong ddng cao voi mién muc tidu.
TrAdaBoost da ngudn van giit nguyén co ché
cap nhat trong s6 cho cac mau dit liéu tuong tu
nhu thuat toan TrAdaBoost don ngudn & phin
III-A. Tuy nhién, & mdi vong lip, TrAdaBoost
da ngudn can tinh toan thém ba thanh phan sau
day. Thu nhét, cho N mién nguén khac nhau, bo
phan loai thir i, tai mién ngudn Dg, dugc huin
luy€n ri€ng biét trén b dit liéu Xg, U X7, voi X7
12 bd dit liéu ctia mién muc tiéu Dy, val <i <
N. Th hai, tinh do 16i cua timg bd phan loai
thtr i trén X7, va lga chon chon bd phan loai cé
d6 15i tdi thiéu. Cudi cung, cap nhat trong sb
cho cac miu thudc mién ngudén ma co bd phan
loai véi @6 131 tdi thiéu, va cac miu thudc mién
muc ti€u la Xy . Khi N=1, thudt toan
TrAdaBoost da ngudn tuong ty voi TrAdaBoost
don ngudn.

B. Phdn logi da 16p véi TrAdaBoost don nguon

6] phén III-A d3 1am 1o vé thut thudt toan
TrAdaBoost don ngudn va cai tién cua no la
TrAdaBoost da ngudn. Tuy nhién thi hai bién
thé trén ciia TrAdaBoost méi chi dugc thiét ké
cho m6 hinh phén 16p nhi phan. Theo [18],
nhém tac gia da cai tién thuat toan TrAdaBoost
don ngudn cho van d¢ phéan loai da 16p. Ban
dau, ta c6 co ché cap nhat trong s6 cua
TrAdaBoost don ngudn nhu sau.

Wit+1

wt - plreGd#y(x) 1 < { <m

Wit . L(ht(xi)iﬂxi))

(1)

m+1<i<m+n

Trong do, /(.) 1a ham chi nhén hai gia tri 1a
0 hodc 1, i € [1,m] 1a chi cac mau dir liéu
thudc mién ngudn va i € [m + 1,m + n] 1a chi
cic miu dir lidu thuoc mién muc tidu. wf la
véc-to trong sd ctia mau thir i tai vong lap thir
t, h;(x;) 1a ham du doan va y(x;) 1a nhan thuc
té ctia mau x;. Ta nhan thiy rang, véi mdi vong
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lap, cac mau thudc mién ngudn s& dugc nhin
thém véi hang s6 c¢6 dinh f=1/(1+
\/W), trong do N 1a sé vong lap tdi da.
Tuy nhién, ddi voi cac mau thudc mién muc
ti€u, chung s€ dugc nhan thém véi héng sb
thay ddi B, = (1 — &) /&, voi & 1a do 13i cua
mo hinh khi phan loai trén tap dir li€u ctia mién
muc tiéu.

Nghién ctru [15] d& xuat mot co ché cap
nhat trong s6 moi duge thiét ké cho bai toan
phén loai da 16p.

(Wlt . K(l — at) . ea'l(ht(xi)iy(xi))’

41 _ 1<i<m
i l Wit . ea-l(hf(xi)iy(xi))’

m+1<i<n+m

w

(1)

Trong d6, K 1a tong sd cac 10p, a; 1a do tin
cdy phan loai cia mé hinh trén tap dir liéu mién
muc tiéu, voi a; = log(1—¢;) /log(K —1).
Ngoai ra, a = log(1/(1 + m) phan anh
d6 tin cay phan loai cia mo hinh trén tap dir liu
mién nguc‘Sn.

IV. PHUONG PHAP DE XUAT

Trong phan nay, nhom tac gia s& lam rd
phuong phap dé xudt dé giai quyét van dé
chuyén giao tri thirc giita cac mién mang SDN,
nham cai thién bd phan loai luéng trén mién
mang SDN méi gap van dé thiéu hut dir lidu.
Phuong phap dé xuit nay tan dung tri thic tir
nhidu ngudn khac nhau va c6 kha niang phan
loai luéng cho nhiéu dich vu mang. Bai toan cé
thé thé dugc mé hinh hoé nhu sau:

Piu vao:

- Tap S ={S,,...,Sy} 1 tap chira N mién
mang SDN ngudn, véi 1 < k < N.

- Mdi mién nguén Sk s€ c6 mot bo dir licu
Dg, cung véi mot md hinh phan loai ludng H,
twong Ung.

- Tap C = {Cy, ... Cy_}, v6i G, 1a dich vu thtr

v tai mdi mién mang SDN, 1 < v < N,.



- Gid st mot mién mang SDN mdi (mien
muc tiéu) tham gia vao hé thong phan tan, goi la
mién thit T, c6 b dir li¢u Dr.

Pau ra:

- M6 hinh phan loai luéng trén mién mang
muc tiéu: Hp(x,) =C, . Trong do, {xu €
DID = Dg U ..UDs UDz}, vaC,€C. O
day, x, dugc coi 1a ma tran ludng u cé kich
thuge RV»*Ve_ va D 1a tip chira tit ca cac ban
ghi trén toan b mién mang SDN.

Rang budc:

- B6 Dy ciia mién mang muc tiéu thir T gip
van dé thiéu hut dit liéu.

- Huén luyén mé hinh H; dua trén bo dit

liéu tr N mién mang nguon S, ..., Sy.

Ta ky hi¢u cgp (w;", x,*) lan lugt 1a trong
s6 va ma tran dic trung cua 1u6ng thtr u, tai
mién mang ngudn Sy, v6i 1 < u < |D5k| val<
k < N. Trong dé, |Ds,| 1 s6 lugng ban ghi
thuoc mién S, va ma tran dic trung x, €
RV»*Nz | véi N, 1a sé lugng ban ghi duoc st
dung trong mét ludng dit liéu va Ny 13 s6 luong
bytes trong mot ban ghi ma nhom tac gia thu
thap. Mot giai thuat MMSTrAdaBoost dugc dé
xuit c6 Ma gia 1. O dong thtr 9 trong M gia 1,
theo [14] ban dau céc tac gia dé xuat cong thirc
tinh do 16i duoc thiét ké cho van d& phan 16p
nhi phan.

Nhom tac gia thuc hién thay d6i ham 13i nay
dé phu hop cho vin d& phan loai v6i da 10p.
Trong d6 ¢ cong thire (5), cap (w/, x) lan luot
1a trong s6 va ma tran dic trung cta ludng thu j,
tai mién muc tidu tha T, voi 1 <j < |Dy|.
Ngoai ra, ij 1a kiéu dich vu (nhén thyc té) cua
ludng thtr j, va H,(.) 1a kiéu dich vu duoc du
doan béi md hinh. Ham y] - log(.) thyc € 1a
cong thirc cross-entropy, duoc dung dé danh gia
d0 sai 1éch giira nhan thuc té va két qua du doan
ctia mo hinh phén 16p [19]. O dong thi 13 trong
1, a, 1a d6 tin cay cua H! khi phan loai trén bo
dir liéu mién muc tiéu Dy tai vong lap thi t va
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m 14 téng s6 mau trén toan bd mién ngudn. O
cong thic (3), (4) sé& duoc hiéu chinh lai dé phu
hop cho viéc phan loai da 16p dich vu véi ham
mil 1a cong thuc cross-entropy. Cong thirc (3)
cap nhat trong s6 cho céc ban ghi thugc N mién
ngudn, voi |C| 14 sb luong dich vu can phan
loai. Cong thtrc (4) cap nhat trong sb6 cho céc
mau thudc mién muc tiéu.

Sk
Wu

e e, ea.(ygk_log(H;(xgk)»

1<u<|Dg [ 1<k<N

E)

WZ; — WE eat-(yz;-]()g (H:(Xg)))' 1<v

< |Dr| (4)

Thuat toan 1. Giai thuat MMSTrAdaBoost

Piu vao: Tap cac dit liéu ngudn D = Dg U
...U Dg,, b dir liu Dy cua mién muc tiéu.

- M: S6 luong vong lap.

PAu ra: M6 hinh phan loai luu lugng trén
mién mang muc tieu: Hr.

- Khéi tao (wS1,...
wsk = (wyk,..

wSv, wT) | trong d6
.,Wlf)"s ) 1a véc-to trong sé cua
k

mién mang nguon thad k , va wl =
wi,..., Wﬁ)ﬂ) la véc-to trong sO cia mién
mang muc tiéu.

- Khoitao @ =log (1/(1 + /2Inm/M)).
Fort =1to M do
Fork = 1to N do

- Huén luyén mé hinh phan loai H,, dwa
trén bo dit lieu Ds, U Dr.

- Tinh toan d¢ 16i ctia tirng mo hinh H,, trén

bo dir liéu ciia mién muc ti€u l1a D;:

B ZJ. W]T(Y]T-log (Hk(XT))) )

.
Z] W;j

el =

end for
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- Chon cgp (Hf, €f)sao cho c6 €} 1a nho
nhat, va gan 1a (H{, €?).

-Tinh @, =822 1 jog(|C| - 1)
- Tién hanh cdp nhat cac véc-to trong s6
theo cong thic (3), (4).

end for
M

Hp(x) = argmaxz a, - I(H;(x) = C, € V)(6)
CyeC
v t=1

Cong thirc (6) két hop két qua tir cac bd
phan loai Hf va d¢ tin cay cua nd duogc lua
chon tai mdi vong lap, dé tao thanh mot bod
phan loai ludng mang Hy t6i wu tai mién muc
tiéu. Trong do, 7 (.) 1a ham chi, nhéan gia tri 1
néu mé hinh du doan vao kiéu dich vu C, € C
va 0 néu nguoc lai. Cudi cing, voi mdi ludng
dir liéu, nhm tac gia st dung ma tran dir li¢u
dac trung va phan loai dich vu cho chung theo
cong thuc (6).

V. DANH GIA THUC NGHIEM

Trong phan nay, nhom tac gia s& tién hanh
danh gia cac giai thuat MMSTrAdaBoost voi
cac giai thuat phan loai Iuvu lugng mang dua trén
cac DL khac nhau.

A. Mo ta bo dir liéu

B dit liéu ban dau bao gdm céc gia tri byte
dugc ma héa trong goi tin, dugc bat thong qua
cong cu Selenium WebDriver trén trinh duyét
Google Chrome. D@ li¢u nay duogc luu dudi
dang pcap (packet capture) la mét dinh dang tap
tin dung dé luu trix dir liéu goi tin duoc bat trong
cac mang may tinh. Céac goi tin nay duoc bat va
lwu trit boi cic phian mém bat goi tin nhu
Wireshark. Do by dir li¢u nay dugc bat & téng
lién két dir liéu, no s& bao gém ca header cua
tang lién két dir lidu. Header chira mot s6 thong
tin lién quan dén 16p vat 1y va dong vai tro quan
trong trong viéc chuyén tiép cac khung trong
mang. Tuy nhién, thong tin nay khong quan
trong d6i voi viéc phan loai ludng mang [5]. Do
do, trong qua trinh xur 1y, header cta tang lién
két dir liéu duoc loai bo. Sau do, goi dir ligu
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trong bo dit liéu s& dugc chuyén doi tir bit sang
byte dé giam kich thudc dau vao. Dé ting toc do
hudn luyén, tit ca cac byte cua géi tin duoc
chuan hoa bang cach chia cho 255 (gia tri t6i da
cho mot byte). Sau khi loc thanh cong, nhom tac
gia da thu thap dugc bd dir liéu nhu Bang 1.

BANG 1. THONG KE BO DU LIEU CAC DICH VU SU DUNG

So
Mién Tén ing So l:rqng llr({ng T 6ng
SDN dung luong ban
ghi
Thegioididong | E-commerce | 509
Tiki E-commerce | 1.205
Mien 8.915
YouTube Videoon- |y o4
demand
GG Chat Interactive 7556
data
Amazon E-commerce 834
-2 Ebay E-commerce | 1.836
M;en - 6.247
Facebook Video on- 1.379
demand
GG VoIP Interactive 2198
data
Alibaba E-commerce | 1.401
Shopee E-commerce | 2.581
Mién
. Video on-
3 Tiktok demand 288 7839
File Transfer Interactive 3.569
data

B. Cdu hinh thuc nghiém
1. Phén bé dir liéu trén cdc mién mang
Tap dir liéu sau khi dugc thu thap dugc gom
nhém thanh 3 16p dich vu: Interactive data, E-
commerce va Video on-demand trong Bang 1.
Hé théng mang SDN phéan tan dugc xem
x6t ¢6 3 mién trong d6 2 mién muc ngudn
Dg, va Dg voi twong ung 8.915 va 6.247 ban



ghi. Bai bao quy udc ban ghi dai dién cho mot
ludng dit liéu, twong duong véi mot ludng cac
go6i tin lién tiép. Mién muc tiéu Dy dugc ciu
hinh giam déan kich thudc cua tip dit liéu huin
luyén (véi mot ty 1& 1a XT%) trong tong sd
7.839 ban ghi trong mién d6, ngoai ra 20% dit
liéu (391 ban ghi) dugc trich ra tir mién D, dé
lam tap kiém thir mo hinh. Viéc giam kich
thuéc dir liéu cia mién muc tiéu trén céc
truong hop thuc nghiém dé danh gia xem thuat
toan dé xuidt MMSTrAdaBoost co thé chuyén
giao tri thirc hiéu qua t6i mién muc tiéu co dit
liéu it & mirc do nao.

2.Cdu hinh bg phén logi

Cac md hinh phan loai ludng duoc huin
luyén trén may tinh voi CPU Intel® Core™ i7
6700HQ Processor, 16GB RAM, véi 2560
nhan CUDA.

Theo M gia 1, mdi vong lap ta can chon
dugc mot md hinh phan loai tdi wu cho bo dit
liéu ngudn va dich. Trong phan nay, mo hinh
mang no-ron da tang (MLP), mang tich chap
(CNN) va md hinh lai gitra mang tich chap va
mang héi quy (CNN-LSTM) duoc sir dung 1am
bd phén loai ludng mang ma héa. Cau hinh cac

1.1
1.0
0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

0

XT=80 XT=20
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siéu tham sd ctia mang MLP gom 2 16p an véi
s6 no-ron 1an luot 1a 64, 32; mdi 16p nay déu su
dung ham phi tuyén ReLU. Lép cudi cing bao
gdm 3 no-ron dai dién cho 3 kiéu loai dich vu,
va sir dung ham kich hoat Softmax.

CAu hinh céc siéu tham sb cia mang CNN
nhu sau: Phan ddu cia mang CNN bao gdm 3
tang tich chap dung dé trich xuit dic trung.
Tﬁng tich chép thu nhét sir dung 16 bd loc voi
kich ¢& 32x32, tang thi hai sir dung 32 bo loc
kich c& 16 x 16 va tﬁng cudi sir dung 64 bo loc
v6i kich ¢& 8 x 8. Sau mdi tang tich chap s&
duogc sir dung thém tang giam s6 chiéu co kich
cd 2x2. Mang CNN duoc thiét ké sao cho néu
kich thuéc ctua dau ra cia mdi tﬁng hién tai bi
giam mot nira, s6 bo loc cua tang tiép theo s&
gdp d6i. Phan cudi cia mang CNN s& sir dung
thém mot mang no-ron truyén thang don gian dé
1am nhiém vu du doan kiéu déu ra. Mang no-ron
truyén thiang bao gébm 1 16p an v6i 256 no-ron
va 1 16p dau ra v6i 3 no-ron.

Céu hinh cac siéu tham sé cia mang CNN-
LSTM nhu sau: Mang nay sir dung 2 tang tich
chap voi kich ¢& lan lugt 1a 32x32x16 va
16x16x32. Sau mdi tang tich chap ciing s& duoc

X=1

XT=5

® MLP (Target data) ® CNN (Target data) ® CNN-LSTM (Target data) ® MLP (Full data)
® CNN (Full data) @ CNN-LSTM (Full data) e MMS TrAda + CNN ¢ MMS TrAda + CNN-LSTM

Hinh 1. Danh gia chi s0 F1-score cta cac thuat toan, vdi ting mién dit liéu khac nhau
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sir dung tang giam s6 chiéu, véi kich ¢& 2 x 2.
Dau ra cia tang tich chap cudi cing s& duoc dua
vao mang LSTM dé hoc mbi quan hé giira cac
chudi ban ghi lién tiép cua 1 ludng dir lidu.
Mang LSTM s& duoc ciu hinh vé6i 16 6 don vi
an (duoc goi 1a LSTM unit). Tang cudi cing
chinh 14 mang no-ron truyén thiang véi lan lugt
32 no-ron va 3 no-ron ¢ dau ra.

Dir liéu duoc chia thanh 3 tap con: 70% tap
hudn luyén (training set) dé huan luyén mé
hinh, 15% tap kiém soat (validation set) dé giam
sat sy qua khép (overfitting) cia mo hinh va
15% tap danh gia (test set) dung dé danh gia két
qua mo hinh sau khi huan luyén.

C. Két qua va phan tich thire nghiém

Két qua danh gia trong nghén ciru duoc
danh gia tir hai quan diém khac nhau. Pau tién,
xem xét sy danh d6i giita d6 phuc tap va do
chinh xac ctia mo hinh khi thay déi kich thuéc
cua ma tran dac trung PBM. Thu hai, danh gia
chat lugng cua cac bd phan loai khi dir li¢u
huén luyén giam dan.

Hinh 1 so sanh giai thudt MMSTrAdaBoost
voi cac giai thuat DL véi kich thudce dir licu
khac nhau dua trén chi s marco-F1. Tai XT =
80%, cac giai thuat dé xuat va mé hinh DL nhu
CNN, MLP va CNNLSTM véi dir liéu trén
mién DT déu cho chat lugng kha tdt 1an luot 1a
0.98, 0.85 va 0.88. Trong khi do, viéc st dung
thém cac mau dir liéu trong cic mién ngudn
lam gidm gia tri marco-F1 cua cdc mo hinh nay
xudng thap (dudi 0.50). Khi XT = 20%, luong
dit liéu hudn luyén bi giam manh, cac giai thuat
DL chimg kién sy giam manh vé gia tri cta
marco-F1, dac bié¢t CNN giam tu 0.98 Xuéng
0.79 tai XT = 20%. Cac giai thuat
MMSTrAdaBoost str dung cac tri thirc cua céc
mién nguén, do d6 giai thuat dé& xuit bi anh
huong khong dang ké khi lugng dir liéu huan
luyén giam. Tai XT = 5% va 1%, cac mo6 hinh
DL khong con hi¢u qua, vdi gid tri cua marco-
F1 < 0.67 va 0.5. Tuy nhién, giai thuat dé xuat
van chiing kién chi sb marco-F1 16n hon 0,85,
dac biét MMSTrAdaBoost + CNN c6 gia tri
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marco-F1 13 0.88 khi dit liéu huin luyén trong
mién muc tiéu chi khoang 71 mau.

VI. KET LUAN

Bai bao nay dd dé xudt phuong phap phan
loai lu6ng dr liéu mang tai mién mang moi hinh
thanh trong mang SDN phan tan. Phuong phap
dé xuat duwoc cai tién tr giai thuat
MMSTrAdaBoost. Thuc nghiém trén bo dir li¢u
mang ma hoa dugc thu thap tr 12 ung dung
mang va dugc chia thanh 3 nhom E-commerce,
Interactive data va Video on-demand. Két qua
dat dugc trong tinh hudng it dir liéu cua mién
muc tiéu nhat ciing da dat hon 88% trong khi
véi giai thuat khac chi 1a dudi 67%. Tuy nhién
diém yéu giai thuat dé xuit ctia nhom tac gia 1a
diéu kién hoi tu va thoi gian xu 1y viéc lya chon
tri thic trong mién phu hop. Trong tuong lai,
nhom tac gida s€ su dung moé hinh hoc ting
cudng véi viée xac dinh phan thudng cua viée
chon tri thic trong timg mién tai thoi diém
truée dé dua ra quyét dinh chon tri thuc trong
cac mién c6 sin 1an hoc tiép theo. Diéu nay gitp
cai thién qua trinh lya chon tri thac va t6i uu
hoa hiéu suét ciia phuong phap.
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