Khoa hoc va Céng nghé trong linh vuC An toan thdng tin

S6 nguyén to an toan
trong cac giao thac DH-KE

Tém tdt—Viéc sinh cac s6 nguyén té “an toan”
p, Ma & do tit ca cac wéc nguyén to khac 2 caa p —
1 déu 1a wéc nguyén té lom, 1a hét sirc can thiét dé
tranh céc tin céng nhom con nhé dwec chi ra béi
hai tac gia Chao Hoom Lim va Pil Joong Lee. M{t
thuat toan hién c6 dé sinh cac s6 nguyén to6 nhu vay
ciing da dwgc trinh bay béi hai tac gia nay. Tuy
nhién, han ché ciia phwong phap do 1a thuit toan
khong phdi khi nao ciing tra vé dwgc mot )
nguyén td an toan. Mét phan Iy do cho van dé nay
la vi thuit toan khong (va khé c6 thé) dwoc phan
tich va danh gia ky ludng vé mit toan hoc. Do dé,
muc dich chinh cia bai b4o 1a d& xuit mét thuat
toan méi dé sinh cac sé nguyén t6 an toan va kém
theo cac danh gia chi tiét vé mit toan hoc.

Abstract—The generate of “safe” primes p,
where all prime divisors of p — 1 are large prime
divisors, is essential to avoid small subgroup
attacks which are point out by two authors Chao
Hoom Lim and Pil Joong Lee. An existing
algorithm for generating such primes has also
been presented by these two authors. However, the
drawback of that method is that the algorithm
does not always return safe prime numbers. Part
of the reason for this is that the algorithm is not
(and hardly) be thoroughly analyzed and
evaluated mathematically. Therefore, the main
purpose of this paper is to propose a new
algorithm for generating safe prime numbers,
including detailed mathematical evaluations.

Tir kh6a—Thudt toan sinh sé nguyén té an toan; giao
thizc DH-KE.

Keywords—Safe prime generation algorithm; DH-KE protocol.
|. DAT VAN BE

Déi véi cac ng dung mat ma nhu hé mat khoa
cong khai va luoc dd chir ky s6 c6 do an toan dua
trén d¢ kho cua bai toan logarit trén GF (p) thi bo
tham s (p.q,9) (véipla s6 nguyén td, q 1a wdc
nguyén t6 cua p - 1 va ord(g) = q) duoc lya
chon dé str dung chi can chdng dugc cac tin cong

Bai bao dugc nhan ngay 12/7/2020. Bai bao dugc nhan xét boi
phan bién thir nhit ngay 27/7/2020 va dwoc chip nhin ding
ngay 27/7/2020. Bai bao dugc nhan xét boi phan bién thir hai
ngay 03/8/2020 va dugc chip nhéan ding ngay 03/8/2020.

Nguyén Thanh Son

theo cac phuong phap giai bai toan logarit nhu
Pollard Lambda, Pollard Rho [3], Pollig
Hellman [1].... Cu thé, cac tham s p,q duoc
khuyen céo dé su dung trong cac chuan mat ma
déu phai 1a cac sd nguyén té 16n. Chang han,
trong chuan FIPS PUB 186-3 [4] quy dinh p ¢6
kich thuéc toi thieu 1a 1024-bit va d6 dai bit ctia
q tuong ng 1a 160-bit.

Khi tmg dung trong thuc té cac lugc do chir
ky sb trong cac giao thirc thoa thuan khoa kiéu
Diffie-Hellman (DH-KE) da nay sinh mot kiéu
tan cong cta chinh nguoi tham gia hé thong
nham tim khoéa mat cua nguoi con lai. Loai tan
cbng nay dugc Chao Hoom Lim va Pil Joong Lee
(Lim-Lee) cong bd nam 1997 [2] va dugc cac tac
gia cua [11] nghién ciru, xem xét dé dé xuét tiéu
Chuan cho tham s6 modulo p. Ciing dé chong lai
tan cong trén, nam 2006, T4 chtre Tiéu chudn hoa
quéc t& (ISO) di ban hanh chuin ISO/IEC
11770-4:2006 (xem ISO/IEC 11770-4:2006,
Clause 5) dugc phat biéu nhu sau:

Tiéu chuan. (Tiéu chuan vé sy phanrdp - 1)

S6 nguyén té p ding trong cdc giao thirc
théa thudn khéa DH-KE véi phan tir sinh g €
GF(p) ¢6 cdp bang q, phdi théa man cac diéu
kién sau:

a) P =2qq:1q; - qx + 1 Vi q; la cac S0 nguyén
16 (khong nhdt thiét khéc nhau).
b) q; > q (1 <i <k).

1)
Trong Phan II, tac gia chi ra ré}ng: Pé chéng
dugc tan cong cua Lim-Lee thi dicu kién (b) chi
can la:
;=2q(A<i<k). 2
Trén co s d6 dua ra dinh nghia vé bo tham sb
(p, q, g) an toan cho DH-KE nhu sau.

Pinh nghia 1. B¢ tham s (p, q, g) ngoai viéc
thoa man viéc giai bai toan logarit roi rac theo
co so g la kho con thoa man thém cac diéu kién
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(1) va (2) dwoc goi 1a bé tham sé an toan cho
giao thizc DH-KE trén GF (p).

Ciing trong cong trinh ctia minh [2], Lim-Lee
da dua ra mot thuat toan mang tinh thuc nghi¢m
dé sinh cac s6 nguyén té an toan nhu vay. Thuat
toan nay sau d6 cling di duoc st dung dé sinh
cac sb nguyén td an toan trong cac thu vién mat
ma nhu Miracl [9], PGP [6], GNU PG [8] va
Gutmann’s cryptlib [7]. Tuy nhién nhu da dé cép,
thuat toan dugc dé xuit bsi Lim-Lee méi chi
mang ¥ nghia vé thuc nghiém. Piéu nay 1a do
thudt toan cua hai tac gia trén khong phai khi nao
cling tra vé két qua va ciing khong dugc phan tich
chi tiét vé mat toan hoc. Do vay, muc ti€u cua bai
bao nay la dé xuat mot thudt toan sinh s6 nguyén
td “an toan” moi va kém theo dam bao toan hoc
cho né. Cu thé, thuat toan duogc dé xuit s& duoc
trinh bay trong Phan 111 va cac phan tich vé tinh
ding dén, do phurc tap cua thudt todn nay s€ dugc
danh gi4 trong Phan V.

I11. SO NGUYEN TO AN TOAN TRONG CAC GIAO
THUC DH-KE

A. D phirc tap cua tan cong tim khéa mdt trong
giao thirc DH-KE cua Lim-Lee

Dé hiéu rd hon v& viéc can su dung bd tham
s6 an toan trong cac giao thire DH-KE, trong muc
nay s& trinh bay lai tan cong cua hai tac gia trén,
dwa ra nhitng phan tich dé 1y giai cho chuan nay.

Trong bai viét cua minh, Lim-Lee di thuc
hién viéc tan cong® 1én ho giao thirc trao d6i khoa
MTI [5] voi két qua thu dugc 1a:

B6 dé 1. (Po phirc tap cua tin cong tim
xg mod u)

Véi u la wée bat ky ciia p — 1 thi chi sau
xg mod u (hodc kg mod u) budc tinh toan thi A
sé tim duoc xg mod u (hodc ky mod u) voi xg
la khéa ky ciia B (hodc kg la khéa ngdn han theo
phién do B thyc hién trong giao thirc).

N6i mét cach khde, @ phire tap cia tan cong
Lim-Lee bang O(u).

! Hon thé nita, tin cong cta Lim-Lee c6 thé 4p dung 1én
giao thirc trao doi khéa HMQV, giao thiic trao doi khoa
KEA+ trong truong hop s6 nguyén t6 p khong phai 14 sb
nguyén t6 an toan.
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Nhu vy viée tim xp (hodc kg), chi can tim
not xg div u (hoac kg div u). Viéc nay chinh la
thyuc hién giai bai toan sau.

Bai toan 1.
Cho g € GF(p) véiord(g) = qvau > 1

la mét so nguyén bat ky sao cho ged(u, q) =
Xét phuong trinh: b = g* mod p. (3)

Hay tim x khi da biét x, = x mod u.
Cach gidi bai toan 1
Ky hiéu B = b.g ™ mod p, G = g* mod p va
X1 = x div u thi (3) trd thanh
B = G** mod p.

Do tir x < g nén x; < q/u nén néu lay
m = [\/m] thi x;, =x'; +x",.mv6i 0 < x4,
x"; <m. Vi viéc st dung phuong phap cua
Daniel Shank, s€ tim dugc x; vdi khéng qua m
phép nhan trong GF(p) va luu trit m phan tu
cua GF(p).

Cung v6i Bb dé 1, ta thu duoc két qua sau.
Két qua 2. (Do phirc tap cua tin cong tim xg)

Pé phitc tap cua tin céng tim xp la
max{u, [\/q/ul}.

Cha y 1. Trong cdc giao thirc DH-KE ¢ xac
thuee thi khi biét khéa ngan han theo phién kg, tir
lige do chir ky dwge sik dung trong giao thirc nén
luon tinh duoc khoa bi mat xg.

B. Vai tro ciia b tham sé an todn trong giao
thire DH-KE

Trong muc nay chi ra két luan sau:

Két luan 3. Néu (p, q, g) la b tham s6 an toan
theo Pinh nghia 1, thi tdn céng Lim-Lee dé tim
khéa mdt xg & khong thé (theo nghia nguwoi tan
cong khong thé thuwc hién dwoc trong thoi gian
thuee).
Chirng minh

Biét réng trong cac ung dung mat ma c6 do an
toan dua trén tinh kho giai cua bai toan logarit
trén GF (p) thi tham sé g can dugc chon sao cho
viéc giai bai toan logarit roi rac trén GF(p) la
khong thé. Trong d6 viéc thyc hién [\/ﬂ dbi voi
ngudi giai 1a khong thé.



Céc tham s6 khoa mat x5 va khoa ngin han
theo phién kg ludn duge chon du 16n, it nhat la
khong thé tim dugc theo phuong phap vét can
(viéc thyc hién xp phep toan co ban 1a khong thé
doi voi nguoi giai).

Véi (p, g, g) 1a an toan thi chi xay ra hai kha
nang doi vai u do la:

e u=2. Khi do, theo (4) thi tan cong Lim-Lee
c6 chi phi thuc hién tinh toan la [,/q/Z] ~
[\/E] nén sé& khong thé.

e u # 2. Theo diéu kién (2) thi u>q nén
xgp mod u = xg, vi vdy tan cong Lim-Lee
cling khong the.

Nhu vay, Két luan 3 da duoc ching minh.m

I11. THUAT TOAN SINH CAC SO NGUYEN TO
AN TOAN

Trong phan ndy dura ra mot thuat todn sinh céc
cap s6 nguyén to p,q co cac do dai twong tng
len(p) = L,len(q) = N _sao0 cho
g | (p- 1) vap thoa man yéu cau vé s6 nguyén
to an toan da dua ra trong Pinh nghia 1.

A. Mét s6 ky hiéu

Cho S - {aj}j=1,...,m la mot tdp hiru han.
Khi do:

e Viéc ldy ngau nhién mét phan tir a trong S ky

hié¢ua = Random(S) (hoac a € S).

e Ham Next: S - S duoc xac dinh nhu sau

Airq néu j<m
Nexts(aj) =" A
a, néu j=m

Cho S 1a tap céac sb tu nhién. Khi dé:

e Tap cac s6 nguyén a théa man A <a <B ky
hiéu 12 [4, B,

e Tap cac sé nguyén t trong S ky hiéu la
Prime(S), dac biét neu S = [A, B] thi tap
Prime([A,B]) duoc viét gon lai la
Prime(A, B).

e Ham Nexts: S - S dugc xac dinh nhu sau:

a+1 néu a<B
A néu a=B
e Ham Random(Prime(A, B)) dugc thyuc hién
theo thuit toan sau:

Ham Next, g)(a) =
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Thuét toan 1.

Input: [4, B].

Output: p € Prime(A4,B).

1. p €g [A B]

2. while (p is not prime)
p < Nexty,p(p).

3. returnp

e Ham Nextprime(ap)() dugc thuc hién theo
thuét toan sau:

Thuat toan 2.
Input: p € Prime(4, B).

Output: g € Prime(4, B) théa man dinh nghia
cua ham Next vai viéc danh so cac so nguyén to
trong Prime (A, B) theo thur ty tang dan.

1. q « Nextp, p1(p)

2. while (q is not prime)

q < Nextyyp(q)

3. return g

Chuy 2.

a) Do phai duyét toan bo cac hop ’S(A')‘giﬁ'a s,(A')
nguyén t6 dau vao dén s nguyén t6 dau ra doi
voi Thgat todn 2, trong kbi doi V(:)’i Tl}uét toan
1 chi can duyét tor mot s6 cho dén s6 nguyén
to dau ra cho nén chi phi trung binh dé thuc
hi¢n ham Nextprime(ap)(-) 12 gap ddi chi phi
trung binh d& thuc  hién  ham
Random(Prime(A, B)). Nhu vay néu Ky

#[A,B N N \ .
ARy goi la khoang céach
#Prime(A,B)

trung binh gitra hai s6 nguyén t trong [A, B]
thi Viéc thuc hién ham
Random(Prime(4, B)) chi cin trung binh g
phép kiém tra tinh nguyén t6, con ham
Nextprimecan) (-) cantrung binh p phép kiém
tra tinh nguyén to.

b) Ddi véi Thuat toan 1, néu Prime(4,B) = @
thi s& khdng dimg. Dé tranh I3 trén ta ¢ thé
kiém tra viéc da duyét toan bo cac s6 nguyén
trong [A, B] hay chua, ching han c6 thé sta
Thuat toan 1 thanh Thudt toan 1a nhu sau.

hieu: p =
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Thuat toan 1a.

Input: [A, B].

Output: p € Prime(4,B) néu Prime(A,B) #
@. Nguoc lai dua ra thong bao "Prime(A,B) =
o".

1. p €g [A, B]; stop « p; ok < 0

2. ok « (pis prime).

3. if (ok) then return p

4. else then:

4.1 p < Nextjyp(p)

4.2 ok « (pis prime)

4.3 while (ok = 0) and (stop # p)

4.3.1 p < Next,p(p)

4.3.2 ok « (pis prime)

5. if (ok = 0) then return "Prime(A4,B) = @"
6. else returnp

K§ thut trén ciing c6 thé ap dung khi st dung
ham Nextp,imea,gy NhicU lan véi thém vao dau
ra thong bao “Pa duyét hét cac phan ti trong
Prime (4, B)” trong truong hop dau ra cua ham
Nextprime(a,py 0 1an thuc hign thir j nao d6 ding
bang dau vao ctia ham nay trong lan thyuc hién
dau tién.

B. Thugt todn sinh C&c s6 nguyén té an toan
Thuét toan 3.

Input: L, N 1a hai sé nguyén N > 1va L >2(N +
1).

Output: p,q 12 hai so nguyén to, théa man
len(p) = L, len(q) = N va p la so0 nguyén t0 an
toan theo Pinh nghia 1.

[Sinh s6 nguyén t4 q]
1. ¢ « Random(Prime(2V~1,2N — 1)).
2. fo < 2%q, My < len(fy).
[Xdc dinh s6 wéc q;]
L-My—1
3. ke [1,[22].

HTuL>2(N+1)vaMy=N+1nénL — M, —
1=N.

[Sinh k - 1 56 nguyén t6 q; véi i = 1,...,
k- 1]
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4.1« 1.
5. while (i < k) do
51 N; €4 [N,L —M;_; — (k —i)* N —1]
5.2 if (N; = N) then
q; < Random(Prime(q,2" — 1));
5.3 else
q; < Random(Prime(2Ni=1,2Ni — 1))
54 fi < fi-axqis M; < len(fy)
55 ie<i+1
[Sinh s6 nguyén t6 p]

6.4 [l m 52

7. g < Random(PrimelA, B])
8. P fro1xqr+1
9. while p is not prime do:

9.1 qx < Nextprime[an) (qx)
92 pe fioa*xqe +1
10. return (p, q)

Cha y 3. Theo phan a) ciia Chii ¥ 2 thi budc 9.1
cia thudt todn cé thé dwoc thay bang
qr < Random(Prime[A, B]) sé hiéu qua hon.
Tuy nhién trong trwong hop khéng ton tai so
nguyén té p=fi_1*q,+1 véi moi q €
Primel[A, B] thi ta sé khéng c6 giai phdp nhw da
néu trong phan b) cia Cha y 2 dé quyét dinh
dirng thugt toan véi dau ra la théng bdo “Null”.

IV. PHAN TICH THUAT TOAN 3
A. Mt s6 két qua hé tro
B6 dé 4. Véimoi 1 < i < kthi
L-M;_;—1=>2((k—-i+1)N (5)
Chirng minh
Trudec tién theo bude 2 va bude 5.4 thi:
M, = len(2 *x q)
vaM; =len(2*xq*q, * ...x q;). (6)
Con theo cac budc 5.2 va 5.3 thi
len(q;) = N;. (7)

. Tiép theo s€ chirng minh bét dfmg thuce (5)
bang phuong phép quy nap nhu sau.



Véi i = 1, theo cong thuc tinh k tai budc 3 la
k = Random [1 , lw” tac la k < lL Mo~ 1]
N
hay L —M;_, —1
=L—My,—1>kN
=(k—-i+1)N.
Chung to bat dang thirc (5) da dung véi i = 1.

Gia thiét quy nap 1a (5) da dung dén i véi
1<i<k-1,

Xet L— Mgy 1 —1=L—M —1. @)
Tu (6) va (7) ta co:
M; =len(2*xq*qq *..*xq;)
<len(2+*q*qy *..xqi4) +len(q)
=M;_{+N;. 9)
Mait khac, theo budc 5.1 thi
N,<L-M,_,—1—(k—iN
hay L—M, ,—N,—1> (k—i)N
=(k-=({+1)+1)N. (10)

Thay (9) vao vé phai cua (8) thi vé phai nay
tré thanh vé trai cua (10), nén theo bat ding thirc
nay co:

L—=Mgi41y-1—12L—M;,4
>(k—-({+1)+1)N.
Bat ding thuc trén cho thay (5) da ding véi
i + 1, vay bo dé da dugc chimg minh.m
Nhic lai dinh 1y Gauss va dinh 1y Drichlet
dugc trinh bay tai [10] ve c4c s nguyén to.

—-N;—1

Dinh ly Gauss.
Ky hiéu 7(x) 1a 56 c&c s6 nguyén to <x. Ta co:
m(x) ~ E
theo nghia lim —— =1

X—00 /z(x)lnx

Nhuw vay voi x du lon, ta cé thé viét

w(x) ~ =

Inx
Dinh ly Drichlet.
Cho A va B 14 hai s¢ tw nhién thoa man

gcd(4, B) = 1. Ky hiéu myp(x) la S0 C4C sO
nguyénté p=t.A+B<x(t=0,1,2,..).
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Taco: —

o1 7y p(x)~ (A) ().

Nhue vy, Véi x dii 1om c6 thé viét:
(%) = @ﬂ( X).

Tu B6 dé 4, thu duoc mot sd hé qua sau.

H¢ qué 5. Cac tdp sir dung trong budc 5.1 la
khac rong, tuc la

[NJL—M,_,—(k—i)«N—1] # 0.
Chirng minh
Theo(B)thiL—M;_ —1=>(k—-i+ 1)N
o L-M_,—(k—)N=>=N
Suy ra, co tap
[NNL=M; ,—(k—i)*N—1] # 0.m
Hé qua 6. Moi s6 nguyén t6 q, déu théa man
qx = q-
Chirng minh
Do gy € Prime[A,B] nén chi can ching
minh dugC A =q thi hé qua la hién nhién.
DO fi-1 = fi-2-qx-1 N€N
My._1 < len(fi—2) + len(qr-1) = My, +

Ny_q. (112)
Theo cach xac dinh N,,_, thi
Nee1 <L —My_pyy—(k—(k—1D)N-1
=L—M,_,—N-1.
Hay My_, + N,_; <L—-N-—1. (12)

Tir (11) va (12) thu dugc

2L—1

_ |'2L—1‘| 2
k-1 fk-1
2L-1-(L-N-1) — 9N - q.

> 2L71"M-1 >

bay la dieu can chiing minh.m

Hé qua 7. Voi A va B xac dinh tai buoc 7 cua
Thudt toan 3 thi:

a) B < 2LV

b) B—A+1>2V

(13)
(14)
Chirng minh

L_ r
! nén B nay Ién nhat khi k = 1,
k-1

khi d6 fi_q = f, =2q la s6 (N+1)-bit nén
fr—1 = 2V. Cho nén:
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_ [zL—1J zL—1 2t _ LN
fle—1 fle-1 ZN

Vay (13) da duogc chung minh.

Theo (12) thi len(fk_l) = Mk—l S Mk—Z +
Ny_y <L—N-—1,hay f,_; <2L7N-1 Nén

B—A+1= [ZL‘I] _ [ZH] +1

fk-1 k-1
21 2L-1
> (E2-1)-(=+1)+1
frk-1 fr-1
oL-1 1 oL-1
= — —-1> -2
fr-1 fr-1 2L-N-1
=2N_2,

Nhu vay, H¢ qua 7 da dugc chiing minh.m
B6 dé 8. Véi moi s6 tu nhién N dii Iom hon thi:

a) Khodng céch trung binh giiza 2 s nguyén to

trén t@p cac sé nguyén N-bit, ky hiéu p(N),
duwoc danh gia theo biéu thirc sau:

p(N) < N. (15)

b) Khodng cach trung binh giita 2 s6 nguyén to

trén tgp cac so nguyén N-bit cung dang
t.f + 1vdiflaso tw nhién Ién hon 1, ky hi¢u
ps(N), dwoc danh gid theo biéu thirc sau

pr(N) < <p(f) N(zN 1+f-1)

2N-1
¢) Hon nita néu fla chéin va nhé hon 2V=1 thi
ps(N) <N. (16)
Chirng minh

S6 cac s6 nguyén t6 N-bit, theo dinh ly
Gauss la:

N oN-1
m@h) = r @ ~ e - N Dz
_ 2N"1(n-2)
T NWN-Dn2’

Con s6 cac s6 nguyén N-bit 1a 2V nén:
2N-1 _ N(N-1)in2

(N-2)

p(N) = TN —m(2N-1)

Do lim =22 — 12 <1 nén véi N du
N—co ’(N—Z
I6n, ta c6 vé phai trén < N hay (15) da dugc

chirng minh.

Trude hét, s cac sé nguyén N-bit c6 dang
t.f + 1, ky hi¢u Ia Df(N) ding bang so cac so
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R N - 2N—1
nguyeén t thoa man [ 7

]—13t§[#]—1

nén c6 udc luwong nhu sau:

o705

2N—1

2N-1 _ 2N+
f f Fo
Theo dinh ly Drichlet thi s6 cac sb nguyén tb
N-bitcoé dang t. f + 1 la:

2N

m(2M) = w2V & o (s -

ZN 1 1 ZN 1
(N—l)lnz) o® N

Df(N)
77 (2N)— 77 (2N 1)

<<2N-1+f—1>_< 1 ZN_1>
B f \e(f)" N

_ () N(N'+r-1)
- f . 2N—1 .

Do do, py(N) =

Nhu véy da ching minh xong bat ding thuc
trong phan b) cua Bo6 dé 8.

T gia thiét £ 1a sb chdn nén 222 < =, con tur

1
f < 2% nen BT < 5 do g6 ki thayvéo

vé phai cua pat‘dang thirc trén c6 ngay bat dang
thirc (16). B6 de 8 da dugc chung minh.m

()
f

B. Cdc danh gid vé Thudt todn 3
Panh gia 1 Thudt todn 3 la ding ddn, hon thé

nita néu > 1 thi thudt todn luén sinh dwoc

(L N)L
bé (p, @) an toan theo Dinh nghia 1.

Chirng minh

Biét rang véi moi sé nguyén duong a thi
Prime(a,2a) #@® nén v6i moi N ta cé
Prime(2"~%, 2N — 1) = Prime(2"~1,2V) #
@, ngoai ra do g la sd nguyén t5 N-bit nén
Prime(q,2" — 1) # @ nén céac budc 1, 5.2 va
5.3 luon thuc hién dugc va cac s nguyén té q;
tim duoc trong cac budc nay déu thoa min g;>q.

T gia thiét L>2(N + 1)va tr M, =
len(2q) = N + 1 nén:

L—My—1 2INHD-(N+1)-1] _
=

Vay budc 3 1a thyc hién duogc.

hay



Hé qua 5 chinh 1a diéu kién dé bude 5.1 thuc
hién duoc.

Muén chiing té bude 7 ciing thuc hién duoc
ta can chi ra Prime(A, B) # .

L L-1
Qua  that, do Z= [2 1] [2 ]
A fr-1d 1fk-1
2b—1 2l A ~ A
7 < 2 nén [A,B] s& chi gom nhiing s6
k-1 k-1

nguyén cung T-bit hodc gém hai loai s6 nguyén
T-bit va (T-1)-bit (¢ day T = len(B)).

_Trong truong hop thir nhét, theo phan a) cua
Bo dé 8 thi:
B—-A+1

# Prime(A,B) > ——

_ Con trong trudng hop thu hal, ciing theo B
de 8 thi:
# Prime(A, B)
= # Prime(4,271 — 1) + # Prime(2771,B)
2T1-a4  B-2T7'4+1 _ B-A+1
T-1 T - T
Mat khac, gia tri B ing voi truong hop k = 1
la Ién nhat, khi nay f = 2g, nén B < 2LV,
Bat dang thirc trén co nghia T = len(B) <
L - N va két hop voi bat dang thire (6) trong He
qua 7, thu dugc bat dang thurc sau:

>

2N
# Prime(A,B) > —.
L—-N

Cubi cung, xét dén bude 9 cua thuit toan.
Trong budc nay cac so dugc duyét 1a co dang
P fr1*qe+1 v q, € Prime(4, B).

. N .
Chiing gom khong du(')ri ™ cac so L-bit va do

freeq 12 8b chan va nho ho‘n 2L, nén theo phan c)
ctia BO dé 8 sb cac s6 nguyén td trong s6 nay la:
Prime(A,B) 2N

Prr @ @-NL

#

T bat dang thuc trén, ta thy rang néu vé phai
cua bat dang thic 16n hon 1 thi thuat toan s& tim
duoc cap (p, q)- Tinhan toan cua (p, q) dugc cho
boi HE qua 6.

Két qua tiép theo sé trinh bay danh gia vé chi
phi tinh toan cua Thuat toan 3. Do trong thuat
toan str dung dén viéc kiém tra tinh nguyén t5 caa
mot s6 nguyén ma viéc lam nay c6 chi phi phu
thudc vao phuong phap kiém tra (chang han chi
phi theo phuong phap nhu Miller va Rabin la
O(N3) con theo AKS la O(N®)) nén tac gia dung

Khoa hoc va Céng nghé trong linh vuC An toan thdng tin
ky hiéu T (N) dé dai dién cho chi phi kiém tra
tinh nguyén to ciia mot s6 nguyén N-bit.

Danh gia 2. Chi phi dé sinh duot 1 cap (p,q) an
toan vdip -1 ¢O k + 2 udc nguyén to ké ca boi,
ky hiéu la Taen(k) dwoc cho boi cong thirc sau.
Tgen(k) <=5
M. TTest (M ))

Voi M =L—kN+k—1.
Chirng minh

= Trese (N) + L(Trege (L) +
(17)

T gia thiét p - 1 ¢6 k + 2 udc nguyén tb ké
ca boi, bo qua hai wéc nguyén to la 2 va g thi con
thém dang k uwdc nguyén to nira (dwong nhién
theothuattoan3thi1 < k < [L Mo~ 1J) Ngoai ra

Trese(N) ludn c6 bac cao nhit trong cac phép
tinh s6 hoc diing trong thuat toan nén ta chi quan
tam dén chi phi trén véi thuc té nd 1a mot dai
luong don di€u tang theo N.

Theo phan a) ciia BO dé 8 thi chi phi trung
binh cho viéc sinh mot s6 nguyén t6 N-bit (thuc
hién ¢ « Random(Prime(2V=1,2" — 1)) theo
Thuat todn 1) s& 1a 2. Treg (N).

Trong Thuét toan 3, can dn viéc sinh s
nguyén t6 N-bit q & budc 1 va k - 1 s6 nguyén
td N;-bit g; (i = 1,..,k — 1) ¢ budc 5. Nhu vay
cho dén hét bude 5 can mot chi phi tinh toan 1a:

=3 (N TTest(N) + Z N TTest(N ))

. Budc 7 va budce 8 thyc hién §1nh 1 s,(”) nguyén
t0 g, va kiém tra tinh nguyén t6 cua so L-bit p.
Tuong tu mdi lan 1ap 6 budce 9, thi 9.1 thyc hién
tim s6 nguyén td tiép theo (thuc hién
qx < Nextprime(ap)(qx) theo Thuat toan 2) va
kiém tra tinh nguyén t6 cua s6 L-bit p (diéu kién
dung cho vong while). Do cac giatrip = fi,_; *
qx + 1 duoc kiém tra trong budc 9 khong phai la
céc s6 lién nhau trong tap cac sé dang p = fi,_q *

t + 1, nén so lan lap trung binh ctia budc nay sé
la pg,_ (L) <L.
Nhu vay, chi phi cho cac bude 7, 8 va 9 trung
binh la:
Ty = L(Trest (L) + Ny Trese (Ni))
voi N, = len(qy).

Do k < L nén Tgpn (k) = Ty + T, s& 10n nhat
khi Nj 16n nhat, tir quan hé:
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2Lt < i ixq+1<2k—1

nén diéu trén xdy ra khi fi_, bé nhét tic 1a
fi-1=2.4".

Khi do:

T, = kTN-TTest(N)-

Do g > 2N~ nén:
foy > 2KWN-D+1 5 g < L=(k(N-1+1) = M
= N, < M. (19)

Thay (19) vao (18) ta dugc:

Toen(k) = Ty + Ty <=5 Trege (N) +
L(Trest(L) + M. Trese(M)).

Va day 14 diéu can chimg minh.m
Panh gia 3. Thudt todn 3 khéng thé sinh toan bé
cdc cap (p, q) an toan.
Chirng minh

Xét Thuat toan 3 vei cip dau vao (L, N) =
(8,2). V6i budc 3 cua Thuat toan 3 thi so cac
udC nguyén to 1€ cua p - 1, khong ké q, toi da la:

L—-My-1 8-3-1
o= l 1\10 J - l 2 J =2
Nhu vay Thuat toan 3 nay khong thé sinh

dugc bd (p,q) = (163,3) do 163 =2.3* +1
tuong tng véi k = 3.

V. MOT SO KET QUA CUA CAI BAT THUAT TOAN

Str dung b cong cu Iap trinh Visual Studio
2013 két hop v6i thu vién mat ma Miracl dé cai
dat Thuat toan 3, két quad thu dugc cac b tham
s6 ding cho cac giao thirc thoa thuan khoa DH-
KE an toan, chdng lai duoc cac tin cong nhu da
chi ra ¢ trén.

Vi du vé bo tham s6 dugc sinh boi chuong trinh:
Bé tham s:
Sé nguyén té p (2048 bit):

8BF76CO050D3DFB10C9FB37D722F986388
DE867CA00499826C96562867844430F74
BBOEO4E141BED83E4930ECDCB268C8852
6E6AL1F2E37D43543D60FS775A0F83F17D
523A8DF64A3A12CBC667E78F9BDOF4019
599D1E186AESAAF6ES6BD93CA053DEOEY
D6066A466DOE60DC96991BO9006DC18EAL
B9C70726EDF99028DAD6E632BOA1B6E4R
070BA1C975250B986E6993EB58853A2AE
CC2BI9F2CBE903338752ED080222192C08
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1D757AED91E30DC6C5ACS04AF07BED723
87335331C279701849D2F652DD0AYEB35
ACD8C3F644B71D20635D34940FF7F9ACS
OE7AT2AAF60A11D53FA8BO8D4A8336749
CE9AT723C5545461E11FDA4B7A9556B768
07F81948652F677A7

Sé nguyén té q (224 bit):

8BF59ECTA4FA0349F4D76BF6D26BBE668
6D07B8B2DAFB3283D397337

Cic s0 nguyén to p; -
Po (692 bit):

DACS8F4EDD3FC57287873DC63AB8B6ADS3
7722E0D211194CA80CEA267C24233FAAS
94E90DD62C89DCFA81663B83477468E8E
8280758A1507E36DF0876C07F498BD6B0O
A54DFT7ES57B7B013DBC651AD019B1494E3
47213581

p1 (1132 bit):

95CT7B7C6166A3ABICC497D086A82E8/CF
32E2153FF491771BE334F45EE678CTB6OF
E062DD86C07232E6BOCF29A53A1ACFC83
C870AD062335ECEB18D2350E6DE107A67
265B6E02923DFA621B19CAF96444D61D1
OEE946A6806342D6E97733683A108C4B0
FO7B62828145C8AF53FAOAB44DAOF3EAS
DDCEA50B2229CBE583EB89570CDB2C8E2
1E3E0892C9A056616C5

VI. KET LUAN

Déi véi viée trién khai cac giao thirc trao dbi
khéa kiéu DH-KE trong cac ting dung bao mat
thong tin, thi viéc sinh duoc cac bd tham sb an
toan 1a rat quan trong, né6 dam bao cho giao thirc
DH-KE chéng lai duge mot sb tan cong dé tim ra
khoa bi mat ctia ngudi dung (cu thé 1a cac tan cong
lién quan dén nhom con nho). Bai bao da dé xuét,
xdy dung dugc mot thudt toan sinh s6 nguyén to
an toan va cac danh gia, phan tich vé tinh dung
dén, do phurc tap cua thuat toan vé mit toan hoc.
Pay 13 wu diém chinh cua thuét toan dé xuit so véi
thuat toan sinh s6 nguyén t6 an toan cua Lim-Lee,
vi thudt toan do chi chu trong vao viéc sinh thuc
nghiém cho nhiing sd nguyén t6 dang nay nhung
khong c6 dam bao chéc chin vé mat toan hoc cho
viéc sinh chiing. Bai bao ciing dua ra két qua cai
dat thuc té cua thuat toan dé minh chimg cho tinh
kha thi cta thuit toan dua ra.
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