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Abstract— To deal with diverse and constantly
changing forms of cyberattacks, machine
learning methods have been researched and
applied extensively in network data processing
for positive results in network attack detection.
However, machine learning models require
extensive computational resources and their
application to handle significant real-time data
flow  monitoring  problems  still  needs
improvement. In this paper, we research and
propose a network attack detection framework
using a 2-stage classification algorithm with an
Autoencoder model, integrating online stream
processing technology based on Apache Kafka
and Spark technology. The results show that the
proposed framework has high efficiency in
detecting network attacks and faster processing
time than traditional data processing technology.

TOm tiat— Dé do6i phé véi cac hinh thire tin cong
mang da dang va thay déi lién tuc, cac phwong
phap hoc may da dwgc nghién ciru va ap dung rong
rii trong xir 1y dir liéu mang dé dat dwoc hiéu qua
cao trong vi¢c phat hién tin cong mang. Tuy nhién,
cac mo hinh hoc may doi héi tai nguyén tinh toan
16m va viéc ap dung ching dé xir Iy cac vin dé giam
sat ludng dir liéu thoi gian thwe vin cin dwoc cai
thién. Trong bai b4ao nay, nhém tic gid nghién ciru
va dé xudt mé hinh phat hién tin cong mang sir
dung thuét toan phén 16p 2 giai doan két hop véi
mang Autoencoder, tich hgp cong nghé xir Iy luong
dir liéu truc tuyén dwa trén Apache Kafka va
Apache Spark. Két qua cho thiy ring mé hinh
dwoe dé xuit cé hiéu suit cao trong viéc phat hién
tAn cong mang va thoi gian xir Iy nhanh hon so véi
cong nghé xir Iy dir liéu truyén théng.
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. INTRODUCTION

To timely detect and respond to increasingly
complex attacks nowadays [1], network
monitoring solutions have been developed and
deployed in recent years. Network monitoring
systems are typically designed to collect logs and
security events from endpoints (servers,
workstations, 10T devices, mobile phones...),
network security devices (switches, routers...) or
security appliances (Firewalls, IDS/IPS, DLP...)
for analysis and centralized storage. Centralized
event monitoring and management systems
allow for analysis and reporting of an
organization's network security events through
correlation rules that help detect attacks not
detected by single solutions (IDS/IPS,
Firewall...).

Cyber attacks are becoming increasingly
sophisticated, with a growing number of new
variants of attacks. Traditional network intrusion
detection algorithms that use signatures and
correlation rules are no longer effective against
new attack techniques. Machine learning
methods have been applied and integrated into
many monitoring systems to overcome this
weakness. Some popular algorithms used in
network intrusion detection include Naive
Bayes, Decision Tree, Support Vector Machine
(SVM), Random Forest, Neural Networks and
Deep Learning [2].

However, using machine learning algorithms
in network attack classification also faces
challenges, including the effectiveness of
traditional machine learning models with
complex network data, insufficient training data,
and the continuous evolution of network attack
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forms. Therefore, developing suitable network
attack detection algorithms and building good
classification models is crucial in network
monitoring systems [3]. The problem is the need
for a solution combining advanced machine
learning methods and big data processing
technology to accelerate the detection of network
attacks and the continuous processing of large
amounts of data from multiple sources.

Current surveillance systems mostly use
centralized data analysis technology. The data
is sent from many sources, stored and
processed at the center. The increasingly large
amount of data leads to higher latency in attack
detection and detection of unusual events.
Network data is collected from many different
distributed sources, comes in different formats,
and has many different log systems, causing
specific difficulties in the analysis process. The
amount of information generated is increasing,
so the amount of data generated is increasing.
Moderately fast networks also generate large
amounts of data. For example, monitoring a 1
Gigabit Ethernet LAN card running at 50%
capacity generated a Tetabyte of data in 2
hours. In particular, with the rapid
development of 10T and mobile devices, the
number of connected devices and the amount
of data generated has exploded. Some experts
estimate that there will be about 80 billion
network sensors worldwide by 2025.
According to Clay [4], centralized network
monitoring systems rely on technology to
collect and traditional data processing — that is,
collecting data, storing it in a database, and
then processing it. Therefore, it is not effective
for networks with the current traffic volume.
About 85% of network intrusions are detected
after they have been active for several weeks.
In addition, a study conducted by IBM [5] with
data collected from 350 companies showed that
the average time to detect a data leak is about
277 days, ranging from 20 to 582 days. A
massive amount of data must be managed,
processed, transformed and stored as soon as
possible. Therefore, processing big data is a
challenge for traditional network monitoring
systems. Our contributions are the following:
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- Developing an efficient two-stage
learning algorithm with the Autoencoder
model to represent network data as
effective feature vectors for classification
models.

- Proposing the architecture of a big data
processing system with real-time stream
processing technologies in network
monitoring systems on the Apache Kafka
and Apache Spark technology platforms.

The next section of the article is presented in
the following structure: Section Il introduces
related research on online data processing
methods and machine learning models for
network intrusion detection. Section Il presents
the two-stage classification algorithm using
Autoencoder and the proposed system
architecture for network monitoring on the online
stream processing platform, which we suggest
building. Section IV presents the evaluation
results of artificial intelligence algorithms for
detecting network attacks with the standard
datasets CIC-IDS2017 and CSE-CIC-IDS-2018
in the extracted data format on the stream. The
results of the real-world data testing will also be
presented in this section. Section V is the
conclusions and directions for future research.

Il. RELATED WORK
A. Data processing method
1. Data processing

Data processing is divided into three main
methods: batch data processing, small batch data
processing, and stream data processing. Big data
analysis in static form is done using batch data
processing methods. In which data is collected at
times before the time of analysis, then indexed
and stored for later querying. An example of a
batch data processing technique is MapReduce,
implemented by the open source tool Hadoop [6].
The limitation of batch data processing is latency
when executing queries or making decisions,
which is unsuitable for applications requiring
real-time processing of constantly updated data
[8]. The response time of a real-time system
requires a response in microseconds. A small
batch processing technique is proposed to
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overcome this weakness. Then the system will
divide the data stream into small bundles and
process them. The third approach is stream data
processing, which ensures the processing of
extensive and continuously updated stream data
with real-time response time [9].

To solve the challenge of big data processing,
in the world, many research groups and
technology companies have proposed solutions.
The research focuses on improving the data
processing model with online data stream
analysis technology (Stream Analytics) to help
the system process and analyze large amounts of
data in real-time. We will analyze stream data
processing  technology's  overview  and
applicability to network security monitoring
systems [17].

2. Stream data processing

Stream data processing is a method that
allows features to be extracted from data streams
in real-time. The difference between the stream
data processing method and the traditional data
processing method (batch data processing) is that
the stream data processing method allows
extracting features from data in dynamic form,

i.e. the data changes continuously over time and
is updated continuously, while the batch data
processing method can only extract the feature of
the data in the static form, i.e. the data does not
change over time. Stream data processing aims to
make real-time decisions by examining and
analyzing the data flow through the processing
system (Figure 1). Some examples of stream data
processing systems are: Financial analysis
system which monitors the flow of stock price
data on stock exchanges; a system that detects the
use of fake credit cards in which monitors the
flow of customer transaction data; a health
monitoring system in healthcare which monitors
and analyzes the data stream sent back from
sensors mounted on the patient such as heart rate
sensors, blood pressure sensors, location; and
many other areas of life use stream data
processing [17].

Stream processing is modelled through a
Directed Acyclic Graph (DAG). The graph
consists of continuous source data nodes giving
patterns and interconnected processing nodes. A
data stream is an unconstrained data set, ® ={Dt|
t > 0} where point Dt is a set of attributes with a
datum. Formally, a data point is Dt = (V, 1t),

Data stream processing system

Data stream

o -

Beal-time decision making

Figure 1. Streamed data processing overview
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Figure 2. Stream processing architecture [17]
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where V is an n-tuple, where each value
corresponds to an attribute, and tt is the datum
for the t-th sample.

Source Nodes issue tuples or messages from
a Processing Element (PE). Each PE receives
data on the input queue, performs
computations using the local state, and
produces a result for its output queue.

The Processor Elements (PE) are connected to
create a directed ac graph. PE sources receive
data streams, which are processed immediately
and aggregated in the output. The output is a
Processing Element that performs a specific
function on the data, such as for data
visualization [18].

Stream processing is widely applied in
network monitoring systems, allowing direct
data analysis from input data sources, such as
logs and information from network devices or
network queries.

Applications of stream data processing in
network monitoring systems include:

(1) Network attack detection, enabling
detection of suspicious behaviour or network
attacks. Network monitoring systems can use
stream data processing to analyze malicious files,
suspicious queries, and unusual activities of
network devices.

(2) Detect network performance problems:
Network monitoring systems can use stream data
processing to detect network performance
problems, such as a slow network connection or
overloading network equipment.

(3) Network data analysis and evaluation:
Stream data processing can be used to analyze
and evaluate network data, which enhances
network security and management.

(4) Monitor and detect problems: Network
monitoring systems can use stream data
processing to monitor and detect network-related
problems, helping to identify and remediate
problems quickly.

Stream data processing is a beneficial
technology in network monitoring systems,
helping to detect network attacks and network
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performance issues and helping to identify and
fix problems quickly.

B. Overview of network attack detection
algorithms

Cyberattack detection algorithms are used in
network monitoring systems to identify and
analyze suspicious behaviour or network attacks.
Here are some standard algorithms used in
network attack detection:

(1) Rule-based Detection: This is the simplest
and most common method in detecting network
attacks. It is based on specific rules set in place
to detect suspicious behaviour. For example, if
there are many requests from the same IP address
in a short time, it can be considered an attack
from that IP.

(2) Anomaly Detection: This method uses
machine learning data to identify unusual
behaviours compared to previously learned data
patterns. It uses statistical models and machine
learning to analyze suspicious behaviour and
detect anomalous behaviour. For example, if a
specific IP address accesses accounts that do not
match its activity, it can be considered
anomalous behaviour.

(3) Signature-based Detection: This method
uses signatures or detailed descriptions of known
attacks to detect suspicious behaviour. It
compares data patterns with known patterns to
look for similar behaviours. For example, if an IP
tries to access an account with the wrong
password repeatedly, it can be seen as a brute-
force attack.

(4) Hybrid Detection: This method combines
the above methods to detect network attacks. It
uses machine learning methods, specific rules,
and attack signatures to detect suspicious
behaviour and network attacks.

Network attack detection algorithms also
need to be integrated into the network monitoring
system to detect and warn network
administrators as soon as suspicious behaviours
or network attacks occur. This procedure allows
administrators to react promptly to resolve
problems and prevent attacks from spreading.
Combining network attack detection algorithms
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and other security methods like firewalls, user
behaviour analysis, and login management can
enhance detection and prevention effectiveness.

Several network attack detection techniques
have been researched and achieved high results
recently. These studies emphasize the
importance of machine learning and deep
learning techniques in detecting network attacks.
In addition, the studies also mentioned the
integration of different security methods to
enhance the effectiveness of detecting and
preventing network attacks.

The authors in [19] present an SVM-based
IDS that uses evolutionary algorithms to
optimize SVM parameters and improve intrusion
detection accuracy.

The authors of [20] provided an AOCD (An
Adaptive Outlier Based Coordinated Scan
Detection Approach) solution for the early
detection of network reconnaissance attacks
with high accuracy when testing with the
KDD99 dataset. The author presented a
solution to convert network traffic data into a
format that filters and classifiers can handle. It
is worth noting that the authors have selected
random samples in the database, thereby
determining the set of attributes for clustering
detection used in the previous network scan
detection technique.

The authors of [21] focuses on detecting
anomalous activities in industrial control systems
using deep learning techniques. The author finds
that logic controllers (PLCs) and end devices
often control industrial systems. Values often
measure the activities in these systems read from
sensors and stored in memory as logs.
Specifically, the author uses the Autoencoder
model - a deep learning model used to learn
efficient data representations - to detect
anomalous activities in the logs of industrial
control systems. The author tested an actual data
set of industrial control systems and showed that
the proposed method could detect abnormal
activities with high accuracy.

C. Autoencoder network

Autoencoder is a deep neural network
designed to encode the input data (Encoder) into

latent representations and then decode (Decoder)
to reconstruct the input using the newly created
encoded data. The idea of the proposal: Instead
of putting all dimensions of the original data into
classical classification algorithms, we will use
the AE network to reduce the data dimensionality
(feature selection) and then put it into
classification algorithms. The purpose is to
improve the performance of classical data
classification models.

The Autoencoder network architecture is
divided into three parts: Encoder, Decoder, and
Latent Space, also known as the “Bottleneck”
node, as shown in Figure 3. The network is
trained using unsupervised (unlabeled) data to
learn data representations. The input data is
transformed (encoded) into a lower dimensional
(latent) space through neural layers. The
representations in this latent space will then be
decoded to reconstruct the input.

Latent
Space

Decoder

M

Encoder

M

1 1

Input Data Encoded Data

Figure 3. Model Autoencoder

Encoder: Consists of a regular feedforward
neural network designed to predict the latent
representation of the input data. In which fy is
the encoder, and X = {x;, x,,..., x,,} is a dataset.
The encoder f, aims to map the input data x; €

X to a hidden representation (latent
representation) [22].
z; = fo(x;) 1)
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Decoder: Consists of a feedforward neural
network, but the size of the layers increases in
reverse order (symmetrical) to the layers of the
Encoder. The decoder g4 aims to map the
latent representation z; back to the input space
[23], therefore, the reconstruction is calculated
by the formula:

X = 9o (z) 2

Latent Space: This represents the input data or
low-dimensional compressed representation of
the model's input. The structure of the Decoder
uses this low-dimensional data to reconstruct the
input (represented by z;).

The encoder and decoder are represented as
activation functions of linear functions related to
weights and biases [23] as follows:

fo(x) =y(Wx +b) ©)
9p(x¥) =W’z +b") (4)

In which 6 = (W, b) and ¢ = (W ', b') are the
(weights and biases) for the encoder and decoder,
respectively trained 1 rand 1, are the activation
functions of the encoder and decoder.

The reconstruction loss on the training
samples can be written as follows [23]:

L0 5%) = =Folxu %) (5)

In which [(x;; X;) is the difference between
the input x; and its reconstruction x;; n is the
number of data samples in the dataset
Autoencoder learns to optimize the objective
function in (5) related to parameters 6 = (W, b)
and ¢ = (W’, b’) using a training algorithm such
as  stochastic  gradient  descent  with
backpropagation.

Autoencoder networks are widely applied in
data science, such as dimensionality reduction,
anomaly detection, image denoising, image
compression, image  generation, feature
extraction, and recommendation systems.

D. Technology

Our research used two leading platforms in
big data collection, storage and processing,
Apache Kafka and Apache Spark.
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Kafka is one of the industry's most popular
data stream processing platforms today, used by
over 80% of Fortune 100 companies. Kafka is
used by thousands of the world's top
organizations  for  high-performance data
pipelines, stream analytics, data integration, and
many other mission-critical applications. Kafka
is an open source distributed publish/subscribe
message system built for real-time streaming
data processing [8].

It is a fully packaged project, highly fault
tolerant and a fast data transmission system.
Because of its reliability, Kafka is gradually
being substituted for the traditional data
transmission system. It is used for standard
data transmission systems in different contexts
due to its horizontal scalability and reliable
data transfer.

Next, Apache Spark is used to process large
volumes of data in the system. It is an open
source large-scale data processing framework.
Spark provides an interface for programming
parallel computing clusters with fault tolerance.
Spark was initially developed at the University
of California Berkeley's AMPLab, then the
source code was donated to the Apache Software
Foundation in 2013, and the organization has
maintained it to this day [9].

Apache Spark's distributed computing
capabilities make it well-suited to big data and
machine learning, which require massive
computing power to work on large data
warehouses. Spark also helps take some of the
programming burdens off developers'
shoulders with an easy-to-use API that takes
care of much of the hard work of distributed
computing and big data processing. Apache
Spark consists of two main components:
drivers and executables. Drivers are used to
converting user code into multiple tasks that
can be distributed across worker nodes. The
executor runs on the processing nodes and
performs the assigned tasks. Spark can also
run in standalone cluster mode requiring only
the Apache Spark framework and JVM on
each machine in the cluster. However, using
cluster management tools as an intermediary
between the two components improves
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resource utilization and allows on-demand
allocation. Apache Spark builds commands
that process user data into a DAG. DAG is
Apache Spark's scheduling layer, it
determines which tasks are executed on which
nodes and in what sequence [8].

With many advantages in real-time data
processing and compatibility with many
programming languages, we have applied
Spark effectively in processing and analyzing
network packets.

The current streaming data application
systems are diverse and are used in many
different fields. Below are some examples of
streaming data application systems:

Log processing: Streaming data is used to
process logs in web and mobile applications,
helping to quickly detect and resolve issues.
Technologies such as Apache Kafka, Apache
Flink, Elasticsearch are commonly used in log
processing.

0T data analysis: Streaming data is used to
analyze loT data in fields such as productivity
measurement, device health monitoring, security
monitoring,... Technologies such as Apache
Kafka, Apache Spark Streaming, AWS Kinesis
are commonly used in loT data analysis.

Real-time processing in social media
platforms: Streaming data is used to process real-
time activities in social media platforms such as
Twitter, Facebook, Instagram,... Technologies
such as Apache Flink, Apache Kafka, Apache
Spark Streaming are commonly used in real-time
processing in social media platforms.

E-commerce data processing: Streaming
data is used to process purchasing activities in
e-commerce sites such as Amazon, eBay,...
Technologies such as Apache Kafka, Apache
Flink, Apache Spark Streaming are commonly
used in streaming data processing in e-
commerce sites.

Financial data processing: Streaming data is
used to process financial data in applications
such as risk management, stock trading, financial
forecasting,... Technologies such as Apache

Flink, Apache Kafka, Apache Spark Streaming
are commonly used in streaming data processing
in financial applications.

We all acknowledge that Apache Spark is
highly regarded and widely used in many
systems across all fields. The role of Apache
Spark in processing streaming data is to provide
a distributed, efficient, and capable system to
process large amounts of data, making it easy
and fast for users to process streaming data. It
provides features such as processing batch and
streaming data in the same system, enabling
simultaneous computation on multiple threads,
providing integrated libraries for data analysis,
and supporting distributed data computation.

Currently, streaming data systems all include
main components such as data sources, data
ingestion, data processing, data storage, and
data visualization. Our system implements a
simulation of a small-scale system with similar
tools as current streaming data systems,
however, the algorithms used to process
network data are more optimized, helping to
increase the speed in terms of time to timely
detect network attacks.

I11. PROPOSAL FOR CLASSIFICATION ALGORITHM
AND FRAMEWORK MODEL FOR NETWORK
ATTACK CLASSIFICATION

We propose to build a model to process
distributed data streams to monitor network
traffic and detect attacks accurately. The model
consists of 3 layers: processing raw data,
distributed processing and data visualization. We
used open source tools Apache Kafka and
Apache Spark to test and optimize the model.

A. Network attack detection algorithm

AE networks such as dimensionality
reduction, anomaly detection, image denoising,
image compression, image generation, feature
extraction, and recommendation systems are
widely applied in data science.

We propose a two-stage model for network
attack detection and classification, which utilizes
AE networks combined with traditional machine
learning algorithms such as AE_Decision Tree,
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Figure 4. System Architecture

AE_RandomForest, AE_KNN,
Bayes, and AE_MLP, in there:

- Stage 1 uses the AE network to train
unsupervised data to extract features.

AE_Naive

- Stage 2 is supervised learning, using data
classification algorithms to detect and
classify network reconnaissance attacks.

B. System Architecture

We designed the system with three main
layers: the data collection layer, the data
processing layer, and the data visualization layer.
In particular, after the packets are collected and
extracted from the network, the system will store,
process, and classify them to give statistics to
evaluate normal or abnormal packet properties.
The data collection layer groups packet into
flows with the same characteristics. Each flow is
a sequence of packets with the same source IP,
destination IP, source port, destination port and
protocol within a timeframe. Flows have 41
features generated by TCP/IP headers data such
as TCP, UDP and ICMP packet rates, source and
destination port numbers, and the number of each
TCP flag. Apache Kafka is important in
converting flows into streams, acting as buffers
or queues, throttling, scaling, and data
receive/push speed.
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The data processing layer uses Apache
Spark. Spark is implemented in a cluster in a
master/slave model, where the slaves are
scalable and share resources, making the system
scalable. In this layer, we use a classification
model trained with standard datasets (CICIDS-
2017 and CSE-CIC-IDS-2018) and traditional
machine learning algorithms to process
information streams. Streams are taken from
Kafka and passed through a previously trained
model to classify normal or abnormal flows in
the network.

The visualization layer uses Elastic Search
and Kibana to visualise the classification results.
The data is stored in a structured manner, which
is convenient for statistics, search, and evaluation
over time.

V. RESULTS AND EVALUATION

As analyzed, artificial intelligence models
have been studied and used to improve the ability
to detect increasingly numerous new attacks. In
this study, we will evaluate machine learning
algorithms before and after combining with
Autoencoder  regarding attack  detection
effectiveness and execution time to select an
appropriate model for application in a monitoring
system on an online stream analysis platform.
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A. Experimental data set

In the experiment, we use two datasets, CIC-
IDS-2017 and CSE-CIC-IDS-2018, which are
data sets provided by the Canadian Institute for
Cybersecurity. This dataset consists of benign
network traffic and network traffic of common
attacks, provided in the form of PCAP containing
network packets during crawling and CSV files
containing statistical information. Both datasets
use CICFlowMeter (version 1 for 2017 and
version 3 for 2018). CITFlowMeter is a network
traffic generator and analyzer. It can be used to
create bidirectional flows, where the first packet
defines the forward direction (source to
destination) and reverse direction (destination to

source), so there are more than 80 statistical
network traffic properties such as Duration,
Number of Packets, Number of Bytes, Length of
packets,... can be calculated separately in the
forward and backward direction. The output of
this tool is a CSV-formatted file with six labelled
columns for each flow (FlowlD, SourcelP,
DestinationlP, SourcePort, DestinationPort, and
Protocol) with more than 80 network traffic
analysis properties.

CIC-IDS-2017 consists of 8 files (Table 1),
with more than 80 features analyzed from
225,745 packets collected in 5 days with
different network attack scenarios and normal
network traffic.

TABLE 1. DESCRIPTION OF THE CIC-IDS-2017 DATASET

Attack Total
Data set Label number of | Normal Attack
Type
records
BENIGN, DoS
slowloris, DoS
Wednesday- Slowhttptest, 5 N g
DOsS workingHours.peap ISCX KQ.csv | DoS Hulk, 692703 440031 232672
DoS
GoldenEye
Friday-WorkingHours-Afternoon- BENIGN, .
J 4 77 21207
DDOS DDos.pcap ISCX KQ.csv DDOS 225745 7718 128027
Tuesday BENIGN,
Bruteforce I - FTP-Patator, 445900 432074 13835
WorkingHours.pcap ISCX KQ.csv SSH.-Patator
Thursday-WorkingHours-
Infiltration Afternoon- ligll\tiﬁ?n 288602 288566 36
Infilteration.pcap ISCX KQ.csv
Friday-WorkingHours-Afternoon- BENIGN, <
- : o 7
Port Scan PortScan.pcap ISCX KQ.csv PortScan 286467 127537 138930
BENIGN,
Web Attack —
. . Brute Force
- _TAT, _ . _ ]
Web Attack T&?;Eﬁfaisrfgg?gg; hé‘”"égf Web Attack— | 170366 | 168186 2180
-peap_ISCX_KQ. XSS, Web
Attack — Sql
Injection
TABLE 2. DESCRIPTION OF DATASET CSE-CIC-1DS-2018
Total
Attack Data set Label number Normal Afttack
Type
of records
Bruteforce |  14-02-2018.csy | ConigFIP-BruteForee, SSH-1 /0575 | 676626 | 371949
Bruteforce
DoS 16-02-2018.csy | DBo0ign, DOS-SIOWHTTPTest, | 1005 | 4467720 | 601803
DoS-Hulk
Bot 02-03-2018.csv Benign, Bot 1048575 762384 286191
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During preprocessing, we remove some
attribute columns that do not affect the training
process (attribute columns contain only one
value). In addition, the attribute columns
belonging to the traffic flow details representing
the system information used to build the dataset
are also removed, namely Flow ID, Source IP,
Source Port, Timestamp, and Protocol. Next, we
remove incomplete records that are rows
containing the value NaN (Not a Number —
undefined). For the attack detection task, during
training, the labels bearing the value BENIGN
will be changed to 0, and the remaining labels
will show the details of the attack type for the
multi-type attack (DDoS, Brute-force,...) will be
changed to 1.

The CSE-CIC-IDS-2018 dataset  was
developed to replace older datasets used for
NIDS (Network-based Intrusion Detection
System). This dataset is an updated CIC-IDS-
2017 dataset with similar primary attributes. The
authors performed seven common types of
attacks, including Brute-force attacks, DoS
attacks, Web attacks, Local network infiltration
attacks, Botnet attacks, and Port Scan. The
simulation environment was built with 50
network nodes, 30 servers, and 420 end devices.
The authors extracted 80 basic features from the
collected network flow data with the help of the
CICFlowMeter-V3 (version 3) tool. We
preprocessed the data similarly to the previous
dataset to ensure that the selected attributes were
the best in the data format extracted from the
flow (including 41 features).

B. Experiment

Experiments are performed to compare the
effectiveness of the proposed model and other
machine learning models in network attack
detection and classification.

1. Data processing

The input datasets will be preprocessed on
both the training and test sets. The data will be
normalized using one of several normalization
methods (Scale), such as StandardScaler and
MaxAbsScaler, provided in the sklearn library.

2. Architecture of Autoencoder
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The Autoencoder network training program is
built in Python with the PyTorch library. The test
was conducted on an Intel Core i7-2.8GHz PC
with 16GB of RAM. The AE network
architecture is built with different layers and
corresponding nodes for each input data set
(depending on the input data vector's values).
The input vector of the network has a size equal
to the number of attributes of the tuple described
above. The final configuration of the AE model
was selected through testing processes, and the
architecture of AE model applied to each dataset,
shown Table 3.

The parameters included in training the
network are: leaning_rate = 0.01, batch_size =
100, display_step = 10, epoch = 200.

The weight of the AE is initialized with the
Xavier initialization method [23]. The
optimization algorithm is Adadelta, and the
activation function is the TANH function.

TABLE 3. AE NETWORK ARCHITECTURE TABLE WITH

DATASETS
Network Architecture AE
(Encoder _Decoder)
Datasets
Hidden | Hidden | Hidden
Input
layer 1 | layer 2 space
CIC-IDS-
2017 41 36 26 12
CIC-IDS-
2018 41 36 26 12

3. Machine learning algorithms

Some algorithms are used to classify network
reconnaissance attack data such as Decision
Tree, Random Forest, Naive Bayes, K-Nearest
Neighbor  (k-NN), Multi-layer  Perceptron
(MLP), Support Vector Machine (SVM) [10-16].

C. Classification results

The classifier's results are usually evaluated
through the Confusion Matrix and some
measurements based on the confusion matrix.
The confusion matrix is described in Table 4,
where Class 0 is normal, and Class 1 is attack.



TABLE 4. CONFUSION MATRIX

Prediction class

Class 0 | Class 1
Class 0 TN FP
Practical
class Class 1 FN TP

The following metrics will be used to evaluate
the performance of the models.

acc = — TN (6)
TP+FP+TN+FN
Precision(r) = TPTfFP (7)
TP
Recall(p) = P (8)
Fl=—"— ©)

precision recall

1. Experiment with the CIC-IDS-2017 dataset

The dataset CIC-1DS-2017 will be tested with
two classifiers: the first is a binary classifier to
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determine whether the received network traffic
record is attack or normal. The second classifier
is trained to classify network attack types (DDoS,
portscan, Bot, web attack).

We use 70% of the data for training and 30%
for model evaluation.

Binary classification: Table 5 and Table 6
describe the experimental results of the models
with the Friday and Tuesday&Wednesday
datasets in CIC-1DS-2017. The results show that
basic machine learning algorithms perform
better regarding classification effectiveness on
the Friday scenarios (Friday-WorkingHours-
Afternoon-DDoS, Friday-WorkingHours-
Afternoon-PortScan,  Friday-WorkingHours-
Morning) and Tuesday&Wednesday (Tuesday-
WorkingHours, Wednesday workingHours)
datasets. The KNN algorithm performs the
highest in most evaluation criteria on the CIC-
IDS-2017 dataset, especially when combined
with Autoencoder.

TABLE 5. ATTACK DETECTION RESULTS WITH FRIDAY DATASET

Method | ML (%) AE_ML (%)

acc T Recall F1 acc T Recall F1
DT 0.99986 | 0.99983 | 0.99986 |0.99985 |99.505 0.998 |0.989 |0.993
RF 0.99989 | 0.99999 |0.99976 |0.99987 |99.24 0.9977 | 0.9837 | 0.9907
Naive 81.4493 |0.7493 | 0825 |0.7855
Bayes 0.60378 | 0.53439 |0.53439 | 0.69468
K_NN 0.98969 | 0.98969 | 0.99196 |0.98869 |99.7833 |0.9966 |0.998 |0.9973
MLP 0.93333 |0.98423 |0.86833 |[0.91923 |98.505 |0.9847 |0.9788 | 0.9817
SVM 09870 |0.9889 [0.9690 |0.9880 |0.9945 |0.9951 |0.9812 |0.9920

TABLE 6. ATTACK DETECTION RESULTS FOR TUESDAY &WEDNESDAY DATASET
Method ML (%) AE_ML (%)
acc T Recall F1 acc T Recall F1

DT 0.9860 | 0.9883 | 0.9896 | 0.9880 | 99.4625 0.9961 | 0.9807 | 0.9884
RF 0.9940 | 0.9990 |0.9975 |0.9987 |99.6431 |0.9983 |0.9863 |0.9923
Naive Bayes 0.6520 | 0.5945 | 0.5840 | 0.7160 | 90.4146 | 0.7948 | 0.7946 | 0.7947
K_NN 0.9969 | 0.9969 | 0.9916 | 0.9889 | 99.8776 0.9971 | 0.9975 | 0.9973
MLP 09535 | 09845 | 09839 |0.9532 | 959210 |0.9759 | 0.8462 | 0.9064
SVM 0.9855 | 0.9899 |0.9430 |0.9654 | 0.9946 | 0.9989 | 0.9625 | 0.9820

No 1.CS (18) 2023 13




Journal of Science and Technology on Information security

TABLE 7. ATTACK DETECTION RESULTS FOR DATASET FRIDAY

) Attack Type
Method (%)
DDoS Portscan | bots
acc 733
T T 0.9007 084 0.92396
recall 0.77473 000747 071735
F1 0.87295 001481 0.80765
acc a7 88
AE DT T 0.90844 0.99075 090476
recall 089567 099841 050084
F1 094426 (.99008 065217
acc 88.473
b first first first
FandomForest
recall 0.97952 0.51477 038104
F1 0.98966 067066 055181
acc 00 56
AE_ T 090068 (.90008 097484
RandomForest
recall 098472 099881 055456
F1 099215 (.99939 070696
acc 474
. T 038162 0.97206 0.00806
MNaive Baves
recall 095312 050252 073703
F1 0.54502 0.66254 001595
acc 8305
. T 070892 0.20683 001007
AFE NaiveBayes
- B recall 0.98571 0.98234 02224
F1 0.82471 0.94308 0.01927
acc 901
T 099714 098234 0.62049
KNI
recall 0.99797 090282 059571
F1 0.90756 098755 061213
acc 00 8
T 0.99803 (.99946 0.85526
AE KNN
- recall 0.90045 0.90048 0.69767
F1 090874 0.90047 076847
acc 0649
T 0.97097 0.97643 0.07533
MLP recall 0901581 094855 046869
F1 008128 0.96220 0.1208
acc 08.65
T 0.99431 0.97772 0
AFE MLP
recall 0.97204 0.90483 0
F1 0.98305 0.9862 0

attack types than conventional machine learning
algorithms, including AE_DT, AE_Naive
The results from Table 9 show that the Bayes, and AE RandomForest  with

proposed model performs better with higher  performance metrics such as acc, F1, recall,
classification efficiency for classifying network  precision mostly higher.

2. Classification of network attacks
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TABLE 8. ATTACK DETECTION RESULTS FOR DATASET TUESDAY &WEDNESDAY

Attack Type
Method (%)
Dos SSH/FTP-Patator Heartbleed
acc 99.93
o o 0.99901 0.9983 0.83333
recall 0.99902 0.99879 1
F1 0.99902 0.99854 0.90909
acc 99.37
AE_DT o 0.99734 0.96945 0.83333
recall 0.97655 0.99393 1
F1 0.98683 0.98153 0.90909
acc 99.88
T 0.9986 1
RandomForest
recall 0.9986 0.99854
F1 0.99864 0.99927
acc 99.58
AE_ T 0.99864 0.9983 1
RandomForest
recall 0.98273 0.99563 0.8
F1 0.99062 0.99696 0.88889
acc 54.34
. T 0.81098 0.02818 1
Naive Bayes
recall 0.67174 0.99757 0.8
F1 0.73482 0.05481 0.8888
acc 81.96
. T 0.89754 0.10745 0.66667
AE_NaiveBayes
recall 0.59893 0.79359 0.8
F1 0.71844 0.18927 0.72727
acc 99.49
T 0.98654 0.97239 1
kNN
recall 0.99245 0.98349 0.8
F1 0.98949 0.97791 0.88889
acc 99.88
T 0.99755 0.9966 1
AE_ kNN
- recall 0.99758 0.99733 0.8
F1 0.99757 0.99697 0.88889
acc 96
L 0.89594 0.94714 0
MLP recall 0.93281 0.6831 0
F1 0.91401 0.79374
acc 96.98
L 0.91399 0.9666 1
AE _MLP
- recall 0.98419 0.50607 0.6
F1 0.94779 0.66433 0.75
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3. Experiments with the CSE-CIC-1DS-2018 dataset

For this dataset, we experimented with binary
classification. The dataset consists of 10
scenarios corresponding to 10 days of data
collection in 2018, with a size of nearly 6.5 GB.
Due to computational limitations, we selected 03
data scenarios with a smaller size (about 300MB

per file) for the experiments. The tables below
describe the experimental results of traditional
classification algorithm models and compare
with the combination of using Autoencoder to
evaluate based on the metrics of the three
selected files.

TABLE 9. TEST RESULTS FOR DATA SET 02-14-2018

Method ML (%) AE_ML(%)
acc T Recall F1 acc T Recall F1
DT 09785 | 09695 |09770 |09760 |0.9820 |09855 |0.9840 |0.9865
RF 00882 | 0.9830 |0.9820 |0.9850 |ggsg |0.9920 |0.9950 | 0.9930
Naive
Bayes 07252 | 07154 |06952 |0.7030 |0.8450 |0.7520 |0.7190 |0.7650
K.NN 109730 |09782 | 09900 |09876 |0.9885 |09825 |0.9620 |0.9890
MLP
09791 |0.9952 | 09989 |09890 |0.9850 |0.9960 |0.9999 |0.9889
SVM 09680 | 09325 |09655 |09570 |0.9845 |09510 |0.9750 |0.9640
TABLE 10. TEST RESULTS FOR DATASET 02-16-2018
Method ML (%) AE_ML (%)
acc T Recall F1 acc T Recall F1
DT 09889 | 09794 | 09982 | 09880 |0.9920 |0.9950 |0.9990 |0.9948
RF 0.99g5 | 09793 | 0.9882 [0.9491 | ggqq | 09895 |0.9996 | 0.9781
Naive
Bayes | 0.8192 | 09657 |0.9450 |0.9739 |0.8960 |0.9850 |0.9890 |0.9867
K.NN" 109920 | 09780 |0.9891 |0.9562 |0.9980 |0.9840 |0.9960 |0.9789
MLP 09991 | 09850 |0.9889 |0.9879 |0.9998 |0.9920 |0.9980 |0.9950
SVM 09889 | 09210 | 09785 | 09474 |0.9920 |09635 |0.9850 |0.9660
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TABLE 11. TEST RESULTS FOR DATASET 03-02-2018

ML (%) AE_ML(%)

Method acc i1 Recall F1 acc T Recall F1
DT 0.9989 0.9994 0.9986 0.9989 99.993 0.9999 0.9999 0.9998
RF 0.9983 0.9992 0.9988 0.9992 99.997 1 0.999 0.9999

Naive

Bayes 0.75804 0.9929 0.9976 0.9953 87.065 0.6822 0.9844 0.8059

K_NN 0.9973 0.9980 0.9988 0.9984 99.995 0.999 0.9999 0.9999
MLP 0.99894 0.99656 0.99899 0.99788 99.91 0.9971 0.9996 0.9983
SVM 0.9980 0.9000 0.9988 0.9994 0.9972 0.9250 0.9860 0.9890

TABLE 12. TIME COMPARISON OF THE MODELS IN THE NORMAL ENVIRONMENT WITH THE

PROPOSED SYSTEM
Basic classification AE+ Subclass
Time delay (s)
Method Normal Proposed Normal System Proposed
System (s) platform (s) (s) platform (s)

DT 64.58 49.66 100.42 76.54 14-23
RF 782.68 622.19 1437.5 1156.5 160-281

Naive Bayes 5.65 4.1796 3.1255 2.1 1-15
K NN 1005.4 608.23 48.39 15.65 32-400
MLP 254.04 128.16 102.31 51.25 51-125
SVM 420.55 261.12 210.5 89.77 120-160

The test results show that our 2-stage
algorithm performs better for all machine
learning models. MLP combined with
Autoencoder model gives the best results in the
data set 02-14-2018 and the set 02-16-2018. In
the data set 03-02-2018, the MLP, DT, and RF
models have nearly equivalent results in the
evaluated measures. The test results show that
the data set is very separable, so the obtained
measures are very high. Therefore, applying
machine learning models in attack detection in
practice is possible. However, the model must
have a fast processing time for application in the
online stream processing system. In the next
experiment, we will evaluate the performance of
the algorithms on the standard computer and the
proposed online stream processing platform.

D. Evaluation of system performance

We use 06 Ubuntu VMs on the Oracle VM
VirtualBox tool to test the performance of the
time between the proposed system and the
implementation on single computers.

In the data processing layer, we design 03
virtual machines (01 machine to install and run
classification algorithms on Spark, 02 machines
to connect to share computing resources on
Bigdata system) to perform the evaluation. The
dataset used is the CIC-IDS-2017 set.

The results show that the data processed on the
proposed system for processing big data on the
online stream platform has a significantly lower
time than in the normal environment in all the
experimental algorithms.
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V. CONCLUSION

In this paper, we have proposed a platform for
network attack detection and classification with
a novel algorithm combined with online stream
data processing technology based on Kafka and
Spark platforms. The test results showed that the
proposed system has a high network attack
detection rate while ensuring lower processing
time than centralized systems. Most proposed
models provided higher data classification
results, showing that learning data features with
AE are effective. However, the classification
performance results are equivalent for small
datasets with lower dimensions. In the future
works, we will evaluate the quality of the model's
attack classification and propose advanced
algorithms to enhance the ability to detect attacks
to serve network security monitoring in practice.
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