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Pé xuat S-hop co tinh chat mat méa tot cho
hoan vi cua ham bam Keccak

TOm tat—Keccak 12 ham bim gianh dwgc chién
thing trong cudc thi SHA-3 ciia Vién Tiéu chuin
va Cong ngh¢ My (NIST) t6 chirc. Cé nhiéu tin
cong tham ma khai thac bac dai s6 thip trong hoan
vi ciia ham bim nay. Chinh nhirng két qua nay ma
nhém tic gia thiét ké Keccak di ting so vong tir 18
1én 24 trong hoan vi ciia né. Trén co sé dé, bai bao
tap trung phén tich tinh chit dai s6 cia hoan vi
Keccak-f trong ham bim nay, sau dé dé xuit mot
thanh phin S-hdp méi c6 tinh chit mat ma t6t dé
st dung trong hoan vi ciia ham bam Keccak.

Abstract—Keccak is the winner of the SHA-3
competition of National Institute of Standards and
Technology (NIST). There are many cryptographic
attacks that exploit the low algebraic degree in
permutation of this hash function. Due to these results,
the Keccak design team increased the number of
rounds from 18 to 24 in its permutation. On that basis,
the paper focuses on analyzing the algebraic properties
of the Keccak-f permutation in this hash function, then
proposes a new S-box with good cryptographic
properties used in Keccak’s permutation.

Tir khda—Keccak; S-hgp; bédc dai sé; SHA-3; tdn cong
phéan bigét.

Keywords—Keccak; S-box; algebraic degree; SHAS;
distinguishing attack.

|. G101 THIEU

Cudc thi tuyén chon ham biam SHA-3 do
NIST t6 chuc bt dau tir thang 11/2007, két thic
vao thang 10/2012. Cudc thi dién ra trong 3 vong
véi sy tham gia cua 64 ham bam du tuyén. Sau
khi két thic cude thi, Keccak 13 ham bam chién
thang va duoc lya chon dé xay dyng chuan ham
bam mé&i SHA-3 cua NIST. Chuan duoc cong bd
nam 2015 véi tén goi FIPS 202 [1].

Bai bao dugc nhan ngay 30/6/2020. Bai bao dugc nhan xét boi
phan bién thir nhat ngay 03/8/2020 va dwoc chip nhan ding
ngay 03/8/2020. Bai bao dugc nhén xét boi phan bién thir hai
ngay 11/7/2020 va dugc chip nhéan ding ngay 29/8/2020.
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Ngay tir khi dugc dé xuat, Keccak d& nhan
dugc sy quan tm cua cong dong mat ma quéc té.
Mot trong nhiing 1y do duoc quan tam la ciu tric
thiét ké caa ham bam nay dua trén kién tric
Sponge, dat dugc d6 an toan ching minh dugc
mot cach rd rang. Hon nita, cac thanh phan mat
ma bén trong Keccak tao nhiéu lgi thé trong cai
dat trén nhiéu nén tang khac nhau. Dén nay, di
c¢6 hang trim cong trinh nghién ciru vé cac tinh
chit ciing nhu thim mi 1én ham bam nay, hau
nhu tat ca cac nghién ctu duoc nhém thiét ké
cong bd va cap nhat thuong xuyén trén website
chinh  thac cua ham bam  Keccak
(https://keccak.team/keccak.html).

Trong sb cac hudng nghién ctu 1én Keccak,
nhém tac gia dac biét quan tam dén céc két qua
danh gia tinh chat cua hoan vi Keccak-f cua
nhém tac gia C. Boura va cong su [2]-[5]. Céng
trinh nghién ciru cua nhom tac gia nay khai thac
tinh chét tdng bang khdng (zezo-sum property)
trén co s& dao ham bac cao, tir d6 cho phép danh
gia tinh chét phan biét qua cac vong cua hoén vi.
Chinh két qua ciia nhém nghién ciru ndy ma cac
nha thiét ké ham bam Keccak di quyét dinh ting
s6 vong caa hoén vi 1én 24 thay vi 18 nhu dé xuat
ban dau.

Nghién ciru dau tién theo hudéng khai thac tinh
chat tong bang khdng 1a cua nhdm J. Aumasson
va W. Meier trong CHES 2009 [6]. Dua vao viéc
danh gia bac dai s6 qua cac vong caa hoéan vi
Keccak-f, cac tac gia da xay dung bd phan biét
Ién 16 vong cua hoén vi nay. Nam 2010, C. Boura
va A. Canteaut da cong bd cong trinh nghién ctu
trong hoi nghi ISIT 2010 [3]. Nghién ctiru nay
trinh bay vé tinh chat tong bang khéng I1én toan
bo 18 vong hoén vi Keccak-f trong phién ban dau
tién cia ham bam Keccak. Chinh két qua ndy ma
nhom thiét ké Keccak thay ddi s6 vong cua hoan
vi 1én 24. Ciing trong nam 2010 tai hi nghi SAC,



C. Boura va A. Canteaut di m& rong két qua
nghién ctu trude d6 va ap dung dé xay dung bo
phan biét 1én 20 vong cho phién ban ham bam
Keccak mai. Két qua cho phép xay dung bo phan
biét tong bang khéng cé kich thudc 2% 1én 20
vong cua hoan vi Keccak-f [2]. Nam 2011, tai hoi
nghi FSE, C. Boura, A. Canteaut va C. De
Canniére thuc hién nghién ctu cac tinh chét vi
sai bac cao cua Keccak [4]. Ttr d6 cho phép xay
dung bo phan biét tong bang khdng 1én toan bo
24 vong cua ham bam Keccak. M6t nghién cuu
khac theo huéng nay thudc vé nhom tac gia M.
Duan va X. Lai [7], duoc cdng b6 nam 2012 khi
cai tién can danh gia ciia nhém C. Boura va cong
su dé nhan dugc do phuc tap nho hon.

Mot hudng nghién ciu khac khai thac tinh
chat tuyén tinh hoa khong day du cua S-hop
(Non-Full S-box Lineariation) dé thyc hién tin
céng Ién Keccak. Huéng nghién cuu nay duoc
Ling Song va cong su khai thac trong [8] va K.
Qiao cuing cong su khai thac trong [9] dé danh
gia d6 an toan Ién sb vong rat gon cua Keccak. Y
tuong chinh trong nhitng nghién cau nay la thanh
lap cac phuong trinh tuyén tinh trén cac tap con
dau vao cua S-hop cua Keccak, sau do khai thac
dé dua ra cac uéc lwgng an toan cho sé vong rat
gon cua Keccak.

C6 thé thiy rang, cac phuong trinh biéu dién
S-hop cua Keccak c6 béc dai sb thip chinh la ly
do céc dang tin cong ma tac gia liét ké & trén c6
thé khai thac. Voi nhimg phan tich nhu vay,
nhém tac gia huéng dén dbi twong nghién ciu
trong bao cao nay la cac S-hop trong hoan vi
Keccak-f, su anh huong cua né 1én d6 an toan va
dé xuat S-hop méi véi muc dich ting do an toan
1én hoan vi Keccak-f. Vi S-hop dé xuat nay, khi
thay thé S-hop trong hoan vi Keccak-f s& nhan
duoc mot ham bam maéi ¢d cau tric Sponge (ham
bam Keccak sira doi).

Trén co s& nhu vay, bd cuc caa bai bao dugc
t6 chirc nhu sau; Phan Il md ta vé hoan vi
Keccak-f; & Phan 111 1a mot s6 phan tich vé tinh
chat cia hoan vi nay; Phan IV trinh bay vé dé
xuit thay thé S-hop géc trong Keccak boi mot S-
hop méi; Phan V sé trinh bay vé mot s6 phan tich
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an toan cua ham bam Keccak stra ddi khi dung S-
hop dé xuét; tiép theo danh gia kha ning thyc thi
khi sir dung S-hop dé xuit trong phan VI. Cubi
cuing la phan két luan.

Il. MO TA HOAN VI KECCAK-F

Ho hoan vi trong ham bam Keccak duoc ky
hiéu la Keccak-f[b], voi b 1a d6 rong (width)
cta hoan vi. Ho hoan vi nay gém cac gia tri
trong tap {25,50,100,200,400,800,1600}.
Hoan vi hoat dong trong n,. vong. Phu thuéc
vao gia tri do rong b, sé vong duoc xac dinh
boi n, =12+2l, ¢ diy 2'=-. DSi Vi
Keccak-f[1600], n,, = 24. Ham vong ky hiéu la
Round, 24 vong hoat dong cta hoan vi trong
Keccak dugc md ta nhu sau:

Keccak — f[b](X)
foriinOton, —1
X = Round|[b](X, RC[i])
return X

Mot vong cia hoan vi Keccak-f gom mot chudi
cac anh xa kha nghich hoat dong trén trang thai
X ma duoc t6 chiic bai 5 x 5 lane (thuat ngit lane
c6 thé tham khao trong [1]). Theo d6, mdi phan
tr cua mang X twong dwong voi 1 lane va moi
lane co do dai w e {1,2,4,8,16,32,64} bit.
Mot lane ¢ toa do (x, y) trong mang X duoc ky
hiéu 1a X[x, y]. Trong dang biéu dién trang thai
theo lane, ham vong dugc Mo ta nhu sau:

Round[b](X,RC)
0 step:

Clx] = X[x,0] & X[x,1] & X|[x, 2]
@ X[x,3] ® X[x, 4],

0<x<4

D[x] = C[x — 1] ® ROT(C[x + 1], 1),
0<x<4

X[x,y] =X[x,y] ® D[x],0 < x,y < 4
p and T steps:

Y[y, 2x + 3y] = ROT(X[x, y],7[x,y]),
0<xy<+4
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X step:
X[x,yl =Y[x,y]
o ((NOT Y[x+1,y]) )
ANDY[x+2,y] /'
0<x,y<+4
L Step:

X[0,0] = X[0,0] & RC.

Trong d6, phép “+” dugc thuc hién theo
modulo 5, X la trang thai cua hoan vi, Y,C,D la
cac bién trung gian, @ 1a phép cong theo modulo
2, NOT la phép phu dinh, AN D la phép nhan theo
bit va ROT la phép dich vong trai cua cac lane di
r bit. Chi tiét vé gia tri cua r[x, y], va RC[i] c6
thé tham khao trong [14].

Trong khudn kho bai bao nay, nhém tac gia tap
trung 18n hoan vi Keccak-f[1600], c6 nghia rang
moi lane trong no c6 do dai 1a mot tix 64 bit (w =
64). Pay chinh 1a hoan vi duoc str dung dé xay
dung ham bam trong chuan SHA-3.

I11. MOT SO PHAN TiCH CHO HOAN VI KECCAK-F

Noi dung phan nay tap trung trinh bay vé S-
hop trong anh xa phi tuyén cua Keccak, wéc
luong bac dai s6 qua cac vong cua hoan vi
Keccak-f va phan tich tinh chit tuyén tinh hoa
khong ddy du cua hoan vi nay.

A. S-h¢p trong hoan vi Keccak-f

Hoan vi Keccak-f hoat dong trong 24 vong
V6i c&c bién doi tuyén tinh 6,1, p, « va phi tuyén
x. Thanh phan sir dung trong bién di phi tuyén
nay la céc S-hop 5x5 bit. Biéu dién ham bool cua
né & dang chuan tic dai sé6 ANF nhu sau:

Yo = X D x, D x1%,
Y1 = %1 D x5 D x,x3
Y2 =X D x4 D x3x4
V3 = X3 @ x0 D x4%0
Va = %4 @D x1 D X0,

Nhan thiy rang, bac dai s6 cua S-hop trén chi
bang 2 1a khong cao ddi véi mot S-hop 5x5 bit.
Chinh gié tri nay duoc khai thac trong nhiéu phan
tich tin cong 1én Keccak.
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Déi véi S-hop cua Keccak, nhom tac gia dua
ra két qua sy phu thudc cac bit trong mot vong cua
hoan vi Keccak-f cia ham bam SHA-3 nhu sau:

Ménh dé 1 [15]. Poi véi bién doi vong trong
hoan vi Keccak-f cua ham bam SHA-3 c6:

e 128 bit dau ra phy thugc vao 32 bit dau vao;
e 1472 bit dau ra phu thugc vao 33 bit dau vao.

B. Bdc dai so cua hoan vi Keccak-f

Pé danh gia bac dai s6 cua hoan vi trong nhiéu
nguyén thuy mat ma, C. Boura va cong su da phat
biéu va ching minh dinh ly sau.

binh ly 2 (Theorem 3 [5]). Cho F la hoan v; tir
F? vao F} firong g véi phép néi cia s hodn v;
S1, -, Ss N6 hon trén F,°. Goi &, 1a bdc lon
nhat cua tich k ham toa dg nao dé cia nhing S-
hép nay. Khi d6 véi ham G bat ky tir F? vao FTY,
ta co:

deg(G o F) Sn—%‘g(m,

trong do
TlO - k
Yy = max
1sks=nog—-1m, — maxd,(S;
0 1<js<s k( ])

Dac biét, ta co:

no—l Ng

< o~ o_

1<j<s
1, deg(Sj‘l)).

Tir biéu dién ANF cua S-hop trong anh xa y
cua Keccak va khi xét tat ca cac t6 hop c6 thé cua
nhirng ham bool nay ching ta co:

k 1 2 3 4 5

5:(S) 2 4 4 4 5

Tuong tu dbi véi S-hop nghich dao trong anh
Xa y~1 co:

k | 1] 2|3 ]| 4] s
S| 3] 3| 4] 45




Tir bang bac dai s6 cua 8, (x), 8, (x 1) ¢ trén
va theo Binh ly 2, tinh duoc:

4321
§’I’I’T)

() < (5_132)—2
Y _max5_3,2, = 4.

y(0) = max

Nhu vay, biéu thirc sau ap dung cho ca hoan
vi Keccak-f va nghich dao cua no:
1600 — deg(R™™1)
3
1600 — deg(invR"™1)
2

deg(R™) <1600 —

deg(invR™) <1600 —

Tir day, c6 thé udc luong vé bac dai sé qua
cac vong cua hoan vi Keccak-f nhu sau (phan in
dam tinh  theo cbng thac deg(R")
va deg(invR") & trén):

BANG 1. BAC PAI SO QUA CAC VONG CUA HOAN VI

KECCAK-F

r deg(R™) | deg(invR")
1 2 3

2 4 9

3 8 27
4 16 81
5 32 243
6 64 729
7 128 1164
8 256 1382
9 512 1491
10 1024 1545
11 1408 1572
12 1536 1586
13 1578 1583
14 1592 1596
15 1597 1598
16 1599 1599

Két qua nay da dugc cong bd nim 2011 tai
Hoi nghi FSE boi C. Boura, A. Canteaut va C.
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De Canniere. Tu day, nhom téc gia thuc hién xay
dung bo phan biét 1én toan bo 24 vong caa hoan
vi Keccak-f [4].

Tir phén tich & trén, ta thdy rang bac dai s6
thip cua S-hop trong Keccak 1a anh huong dén
d6 an toan cuia ham bam. Viéc ting bac dai s6 s&
lam tang do phuc tap trude tan cong phan biét.
Tuy nhién s€ kéo theo sy phuc tap trong cai dat,
va mot dé xut cu thé can duoc xem xét theo mot
phuong dién tong thé.

C. Tinh tuyén tinh héa khéng day di cia S-hop

Khéi niém tinh tuyén tinh héa khong day du
cua S-hop (Non-Full S-box Lineariation) duoc
dua ra boi Ling Song va cong su trong [8]. Tuy
nhién, trude do tinh chit nay ciing da dugc Dinur
va cong su st dung trong [10] va K. Qiao cung
cong su trong [9].

Ban chét cua viéc 4p dung nay xuét phat tir
mot nhan xét quan trong la trang thai trong cua
ham bam Keccak c6 kich thudc 16n hon rét nhiéu
S0 Véi kich thugc gia tri bam, cho phép ké tan
cdng co sé lugng 16n bac ty do (nhiéu lya chon
cho tham sb dé thanh lap cac hé phuong trinh
tuyén tinh cho sé vong rit gon). Mot vai tap con
thudc céc khong gian kha di véi nhiing tinh chat
dic biét co thé duoc lya chon dé tang téc qua
trinh tan cong. Trong trudng hop cua Keccak, cac
tac gia trong [9] chon cac tap con c6 tinh chét
tuyén tinh twong ung véi S-hop, c6 nghia 1a biéu
thirc cua S-hop c6 thé viét lai thanh céc bién doi
tuyén tinh khi d4u vao dugc gisi han boi tap con
nhu vay. Xem xét dinh nghia sau:

Pinh nghia 3 (Definition 1 [9]) Nhing khong
gian con affine cé thé tuyén tinh 1a nhing khong
gian con cdc dau vao affine, ma trén nhing
khong gian con nay, S-hgp la twong dwong voi
mét bién doi tuyén tinh. Néu V 1a mét khong gian
con c6 thé tuyén tinh cua bién doi S(.) cua S-
hop, khi doVx € V,S(x) = A.x + b, trong do A
l& ma trén va b 1a hang sé.

Vi du, khi dau vao cua S-hop trong Keccak-f
duoc gidi han trong tap
{00000,00001,00100,00101} hoac
{00,01,04,05} trong hé Hex, thi d4u ra tuong tng
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cua S-hop nay la: {00000,01001,00101,01100}
va no co thé biéu dién bai:

<
Il

o r o o r

o o or o

oo r o r

o r o o o

~ O o o o
=

Nhan xét 1 (Observation 1 [9]):

e Ton tgi 80 khéng gian con 2 chiéu affine c6
thé tuyén tinh doi véi S-hép cua Keccak-f.

e Khong ton tai khdng gian con c6 thé tuyén tinh
Véi s6 chiéu lém hon hodc bang 3.

Trong [9], c&c tac gia tim duoc 80 khbng gian
con ¢6 s6 chiéu bang 2 nhu trong nhan xét trén.
Tuy nhién khi kiém tra lai, nhom tac gia thay
nhiéu bo khéng thoa mén. Vi du bo {1,2,9,4} =
{00001,00010,01001,01010}. Théy rang:

00001
00010
01001
01010
Trong b trén, bit x, va x, ludn bang 0. Do
vay, tir phuong trinh biéu dién ANF cac bit dau
ra cua S-hop trong Keccak cé:
nw=x+x+1) - x=Xx
n=x+x+1) -x=x+x
yz=X2+(X3+ 1) “Xa =X
Y3=X3+(X4+ 1) ‘Xo=X3+ X0
n=x+x+1) - xi=x+x- x
Thay rang chi c6 4 trong s6 5 phuong trinh 14
tuyén tinh, nén khong thé biéu dién vé dang:

y=M X x,

trong d6, M la ma tran nhi phan 5x5, x =
(x0, X1, %2, %3, x,)T Vax € {1,2,9,A}.

Nhom tac gia da thuc hién tinh lai theo diéu
kién ciia Dinh nghia 3, két qua chi tim duoc 40
bo nhu trong Bang 2 dudi day:
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BANG 2. 40 KHONG GIAN CON AFFINE CO THE TUYEN
TINH BOI VOI S-HOP CUA KECCAK

{0,1,4,5,{0,1,89}{0,2 8 A}, {0,210,12},
{0,4,10,14},{1,3,9,B}, {1,3,11,13},{ 1, 5,11,15},
{2,3,6,7}, {2 3,A B}, {2 612,16}, { 3, 7,13,17},
{4,5CD},{4 6 CE},{4, 61416}, {5, 7D, F},
{5,7,1517},{6,7,E F}, {8,9,C, D}, {8 A18,1A},
{8,C,18,1C}, {9, B,19,1B}, {9, D,19,1D},{ A, B, E, F},
{ A, E,1A,1E}, {BF,1B,1F}, {C,E1C1E}, {D,1D,1F},
{10,11,14,15}, {10,11,18,19}, {10,12,18,1A}, {11,13,19,1B},
{12,13,16,17}, {12,13,1A,1B}, {14,15,1C,1D}, {14,16,1C 1E},
{15,17,1D,1F}, {16,17,1E,1F},{18,19,1C,1D}, {1A,1B,1E,1F}

Vi khong gian con affine dugc st dung cung
VGi C&c Vét vi sai, nén ching ta quan tim dén
cac khong gian con affine c6 thé tuyén tinh
dwoc Véi sai khac dau vao va dau ra cé dinh.
Va ching lién quan dén phan b vi sai theo
bang DDT cua S-hop.

Tur day, cac tac gia trong [9] dua ra nhan xét 2
nhu sau:

Nhéan xét 2 (Observation 2 [9]). Vi sai khac
dau vao 5 bit 8;,, va sai khac dau ra 5 bit 8,y
thoa m@n DDT (6;p, 6oye) # 0, ky hiéu tap V =
{x:Sx) D S(x D 6i) =0oue  va  SWV) =
{S(x):x € V}. Ta co:

o Néu DDT (8., 8oue) = 2 hogc 4, thi V la
khéng gian con affine co thé tuyén tinh.

o NéuDDT (8, Sour) = 8, €O 6 tdp con 2 chiéu
W, cV,i=0,1,...,5 théa man W; la nhizng
khéng gian con affine c6 thé tuyén tinh.

Trudng hop DDT (8, 8pyr) = 2 €O thé dé
dang kiém tra dugc V 1a khong gian con affine c6
thé tuyén tinh. Tuy nhién, khi DDT (8, 8,yt) =
4 thi khong phai tat ca V 1a khong gian con affine
c6 thé tuyén tinh. That vay, bang DDT S-hop
trong Keccak cho thdy rang c¢6 120 tap V thoa
man DDT (6;p, 8,u:) = 4. Trong khi do, cac tac
gia Qiao va cong su trong [9] chi ra cé 80 tap
goém 4 phan ttr, con nhém tac gia chi ra chi c6 40
tap nhu trong Bang 2.



Bang thyc nghiém, nhém tac gia thiy rang,
cling chi ¢0 40 tap trong Bang 2 la thoa m&n Nhan
xét 2 ma thoi.

Trong mdi truong hop DDT (85, oye) = 8.
chi c0 4 tap thoa m@n ma khéng phai 6 nhu trong
Nhan xét 2.

O mot huong khéc, Ling Song va cong su

trpng [8] khong can phai st dpng su tuyen tl’nh
day du trpng cép tap, ma chi can s}’r dung mot §6
thanh phan tuyén tinh trong tap ’dé thuc hién tﬁrJ
cbng tim va cham I&n 5 vong. Tan céng la co thé
thuc hanh duoc va dya trén nhan xét sau:
Nhan xét 3 (Qbservation 2 [8]). Goi &, va 6yt
la sai khdc dau vao va dau ra cua S-hgp 5 bit
trong Keccak-f ma Fho’a‘mén DDT (8in, S out) =
8. Khi c?‘o', 4 :[rong So 5 dau ra cua S-hop la tuyen
tinh néu dau vao dwoc chon trong tip V =
{x:S(x) + S(x + 6i) = Sour}-

Vi du DDT(01,01) = 8, tap V tinh duoc la
V ={10,11,14,15,18,19,1C, 1D}. V duoc biéu
dién v& dang nhij phan nhu sau:

10:10000
11:10001
14:10100
15:10101
18:11000
19:11001
1C:11100
1D:11101

Khi xét trén tap‘nay ta lubn cé: x; = 0, con
Xy = 1. Nhu Yay, dau ra cua S-hop trén tap nay
c0 thé biéu dien dudi dang:

Yo = Xo + X3

y1 =+ Dx;
Vo, =X, +x3+1
V3 = X3

Va=1

R rang 4 trong s6 5 bit dau ra 1a tuyén tinh.
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Khai thac cac tinh chat nhu vay, nim 2017,
nhom L. Song va cong su trong [8], [11] da dua
ra phan tich an toan trudc tan cong tim va cham
Ién 5 vong cua Keccak[r = 1142, ¢ = 448] v6i do
phirc tap 2°% nam 2019 nhém J. Guo va cong sy
dua ra tan cong thuc hanh va xay dung duoc va
cham thyc su 1én 5 vong ciaa SHA3-224, SHA3-
256 va 5 vong cua SHAKE128 [12]; nam 2019,
M. S. Rajasree cdng bd cong trinh phan tich Iy
thuyét viéc tim tién anh 1én 4 vong ddi véi mot
s6 phién ban cia SHA-3 [13].

Céc két qua trén cho thay sy anh hudng tinh
chat cua S-hop 1&n hoan vi Keccak-f. Do d6, viéc
lya chon S-hop 1am sao dé khong cd tinh chat nhu
trong cac Nhan xét 1, 2, 3 s& gop phan ting do an
toan cua nguyén thuy mat ma st dung no.

IV. DE XUAT S-HOP SU DUNG TRONG HOAN VI
KECCAK-F

Chung t6i dé xuat str dung S-hop 5%5 bit ma biéu
dién ham bool cua né & dang ANF la:

Yo =10 x; @ xox; © x1x; D x3%,4
D x1x,x3%,4

yl =1 69 xz @ x1x3 69 x2x3 @ x4x0
D x,x3x4%

Y2 = 1@ x3 D xy2, D x3x4 D X%,
D x3x4x0%;

3 =10 x4 D x3x0 D x4%0 D x1 %,
D x4x0x1%,

Va =16 xo D x4x1 D x9x; D x3x3
D xox1x2x3

(1)

thay thé cho S-hop sir dung trong anh xa y cua
hoan vi Keccak-f. Tinh chat mat ma caa né so voi
S-hop gbc trong Keccak-f nhu trong Bang 3 sau:
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BANG 3. TINH CHAT MAT MA CUA S-HOP TRONG

KECCAK VA BE XUAT
Tinh chit S-hop trong S—h(f);z dé

Keccak xuat
Do phi tuyén 8 10
Bac dai s6 2 4
Giatri AC 32 24
S6 diém bét dong 2 0
Gia tri vi sai cuc dai 8 4
Gi4 tri xap xi tuyén 8 6
tinh cuc dai
Tinh can bang Cé Co

Tir Bang 3 thiy rang, S-hop dé xut ¢é cac tinh
chat mat ma tét hon so véi S-hop trong Keccak.

S-hép dé xuét c6 bac dai sé cao hon. Tinh
chat nay dé dam bao sy anh hudng cac bit dau
vao/dau ra 1én cac bit dau ra/dau vao la tét hon.
Dic biét, cac tinh chét dai s6 caa hoan vi Keccak-
f mai s& tét hon. (cu thé s& phan tich & nhiing
phan sau). Tinh chat vi sai cua S-hop nay ciing
cao hon (bang 4 so véi 8 nhu cua Keccak) s& dam
bao mot xac Ssuat cua vét vi sai nho hon, duoc
khai thac trong céc tan cong dang vi sai (tan cong
rebound) 1én Keccak.

Cach tiép can trong xay dung S-hop trén la
nhu sau:

e Chon lan lugt cac ham bool c6 béc dai sb cao
nhit c6 thé ma cé dang biéu din ANF don
gian dé dam bao tinh cai dat.

e Xay dung S-hop su dung ham bool trén theo
quy tic “dich vong™: chi s cac bién trong ham
bool sau bang chi sb cac bién trong ham bool

trudc cong vai 1 theo modulo 5. Vi du voi
ham bool thir nhét:

Yo =16 xo D xpx3 D x,x4,
thi ham bool tht 2 sé la;

y1 =10 x; D x1x4 D x3x,
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con ham bool thtr 3 sé la:
yz = 1 @ xz ®x2x0 @ X4x2.

e Tinh céc tinh chat mat ma caa S-hop nhan
dugc dé lya chon céc S-hop tot nhat.

Trong s6 cac S-hop nhu vdy, nhom tac gia
tim dugc 20 S-hop c6 dang “dich vong” nhu trén
ma c6 bac dai s6 bang 4, gia tri vi sai cuc dai bang
4, can bang, d6 phi tuyén bang 10.

Nhitng S-hop nay c6 cau tric giéng hét nhau
va c6 dang ddi xung theo quy tic “dich vong”
nhu ciu tric S-hop trong Keccak. Tuy nhién
chang lai c6 02 diém bat dong la S[0] = 0 va
S[31] = 31. Dé loai bo diéu nay, nhém tac gia sir
dung dang phu dinh cta nd. T day nhan dugc S-
hop dé xuét c6 dang biéu dién ANF nhu trén.

Dang phu dinh nay ciing s€ don gian hoa
trong qua trinh phan tich cai dat. That vay, véi
biéu dién ANF nhu trén, cidc ham bool trén c6 thé
dua vé dang:

Yo = X1 D x0x, D (1 D x,%,)(1 D x3x,)
=x1 @ xox; @ X1%; - X3Xy
V1 =% D x1x3 D (1 D x,%3) (1 D x42)
=X, D x1%35 D X%3 - X, %0
V2 = x3 D x2%, D (1 D x3x,)(1 D x0%x4)

= X3 @D x4 D X3x4 - XpX;

V3 = X4 D x3%0 D (1 D x4%0) (1 D x;x7)

= X4 @D x3%9 D X420 - X1 X,

Va = Xo D x4%; D (1 D x0x1)(1 D x,x3)

= Xo D x4201 D XoX; - X2X3

Néu dat céc bién phu

tO = XoXq, tl = X1Xo, tz = XpX3, t3 =
X3X4, by = X4Xo,

ta c6 bang so sanh cai dat cua S-hop dé xuat va
Keccak nhu sau:



BANG 4. SO PHEP TOAN LOGIC CAI DAT CHO S-HOP CUA

KECCAK VA BE XUAT
S6 S6 S6 S6
bién phép phép | phép
phu AND XOR NOT
S-hop trong
Keccak 0 5 5 S
S-hop de 5 15 15 5
Xuat

Trén day la mot sé phan tich vé co so dé
xuéat S-hop dé thay thé cho S-hop trong hoan
vi Keccak-f.

V. DANH GIA AN TOAN KHI SU DUNG S-HOP BE
XUAT TRONG HOAN VI KECCAK-F

V6i S-hop dé xuit & Phan IV, ching ta c6 thé
thay thé n6 vao S-hop trong ham bam Keccak dé
nhan duoc mot sira d6i mai ciia ham bam ¢ cau
trdc Sponge. Tuy nhién, khi thay thé nhu vay s&
dan toi mot sé cau hoi dat ra la liéu c6 anh husng
dén d6 an toan cua ham bam nhian dugc hay
khoéng? Trong phan ndy, nhom tac gia s& tap
trung phan tich mot s6 khia canh nhu: su phu
thudc cac bit dau vao va dau ra caa ham vong
trong hoén vi, bac dai sé caa hoén vi, tinh tuyén
tinh hoa khong day du cua S-hop va mot sé binh
luan vé d6 an toan cua cau trdc Sponge tong thé.

A. Sy phu thuge cde bit dau vao/dau ra trong
ham vong
Tuong ty nhu Ménh dé 1, nhom tac gia phat

biéu va chiing minh Ménh dé 2 vai S-hop dé
Xuét nhu sau:

Meénh dé 2. Déi véi bién doi vong trong hoén vi

Keccak-f ma six dung S-hgp dé xuat co:

e 320 bit dau ra, méi bit phu thugc vao 54 bit
dau vao;

e 1280 bit dau ra, méi bit phu thugc vao 55 bit
dau vao.

Khoa hoc va Céng nghé trong linh vuc An toan théng tin
Chirng minh
Vi du d6i v6i ham y,, co:

Yo = X1 D x0x, D (1 D x1x2)(1 D x3%4)
(2)

Xét lane ¢6 toa do (x,y) batky, 0 < x,y <
4. Pé biéu thire nho gon hon, ky hiéu lane bai ky
tu L. Thyc hién biéu di&n ham bool trén qua cac
anh xa y, m, p va 6 trong bién d6i vong caa hoan
vi Keccak-p, co:

Lixy] £ Lix+ 1,51 @ Llx,y] - Llx +2,y]
@ A+Lx+1,y]
“Llx+2,y])
A+ Lx+3,y]-LIx+4,y])

< Lix+3y+1,x+1]® L[x + 3y, x]
“Llx+3y+2,x+2]
D@A+Lx+3y+1,x+1]
“Llx+3y+2,x+2])

1+ L[x+3y+3,x+3]
( Llx +3y +4,x + 4] )

<ﬂ(L[x +3y+1L,x+1]>a) P
A
(L[x + 3y,x] > b) -
B

(LIx+3y+2,x+2] > ¢) @(1@
C
Llx+3y+1L,x+1]>» a)-

A

(LIx+3y+2,x+2]>» c)> . <1 @
c
(LIx+3y+3,x+3]>d)-

D

(Llx+3y+4,x+4] > e)),
E

3)
trong do, a, b, ¢, d, va e la cac gia tri offset duoc
quy dinh bai bién doi p. Gia trj offset c6 thé tham
khao trong [1]:

a=offset[x +3y+1,x + 1]
b = of fset[x + 3y, x]
c=offset[x +3y+2,x + 2]
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d =offset[x+3y+3,x + 3]
e = of fset[x + 3y + 4,x + 4]

Trong truong hopw = 64,c0a +#b #c #+
e#d.

Nhu vay,
Llx,y] =A@ BC ® (1P AC)(1 @ DE).

Xeét biéu thuc A qua &nh xa 0, c6:

A=(L[x+3y+1L,x+1]>»a)=>

A (Lx+3y+1Lx+1] > a) ® (D [x +
3y+1] > a)
=(Lx+3y+1Lx+1] > a)

@ (C*[x + 3y] > a)

@ ((C*[x+3y+2] « 1)

>> a)

=(Lx+3y+1L,x+1] > a)
@ (C*[x + 3y] > a)
@ (C'[x+3y+2]
> (a—1))
=(Lx+3y+1L,x+1] > a) ® X, (L[x +
3y,i] > a) ® Yi—o(L[x + 3y + 2,i] >
(a—1))
(4)
Déi vai biéu thirc B:

B = (L[x + 3y,x] > b) =

0
Be (L[x+3y,x] >» b)® Y, (L[x+
3y +4,i] > b) ® Yio(Llx+3y+1,i] >
(b—1)).
)
Déi véi biéu thic C:
C=(L[x+3y+2,x+2]>c)=>

Ci(L[x+3y+2,x+2] > c) P
Yio(Llx + 3y +1,i] > ¢) @ Xio(L[x +

3y +3,i] » (c—1)).
(6)
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Ddi véi biéu thic D:
D=(L[x+3y+3,x+3]>d)=>

D& (Llx+3y+3x+3]> d) @
olLlx +3y+2,i] > d) @ Nio(L[x +

3y +4,i] » (d - 1)).
(7)

Ddi véi biéu thirc E:
E=(L[x+3y+4x+4]>e)=>

Ei(L[x+3y+4,x+4] > e) @

to(Llx + 3y +3,i] > ) ® Nio(Llx +
3y,i] » (e — 1)).

(8)

Trong céc biéu thic (4), (5), (6), (7) va (8) &
trén, mdi biéu thire s& phu thudc vao 11 bién theo
mdi toa do cua x va y. Tiép theo, tly thudc vao
gia tri cua bang offset trong bién ddi p, ching ta
can tim cac bién chung & mdi biéu thic 4, B, C,
D va E d c6 thé biét chinh xac mdi bit dau ra
phu thudc vao bao nhiéu bit dau vao.

Tir bang offset cua bién doi p co:

1. xy)=(0,0):a=44b=0,c=43d=31,
e=14

2. (x,y)=(0,1):a=20,b=28,c= 3,d=
45, e =61

3. x,y)=(0,2):a=6,b=1,c=25,d= 8§,
e=18

4. (x,y)=(0,3):a=36,b=27,c=10,d=
15,e =56

5. (x,y)=(0,4):a=55b=62,c=39d=
41,e= 2

6. xy)=01,0):a=43b=44c=31,d=
14,e= 0

7. xy)=({1,1):a= 3,b=20,c=45d=
61,e=28

8. (xy)=(1,2):a=25b=6,c=8,d=18,
e=1



9. xy)=(1,3):a=10,b=36,c=15,d=
56,e =27

10. (x,y)=(1,4):a=39,b=55c=41,d=

2,e=062

11. (x,y)=(2,0):a=31,b=43 c=14,d =

0,e=44

12.(x, y) =(2,1):a=45b= 3,c=61,d=

28,e =20

13.(x,y) =(2,2):a= 8,b=25,c=18,d= 1,

e=6

14.(x,y) = (2,3):a=15b=10,c = 56,d =

27,e=36

15.(x,y) = (2,4):a=41,b=39,c= 2,d=

62,e =55

16.x,y)=(3,0):a=14,b=31,c= 0,d=

44 e =43

17.(x,y) = (3,1):a=61,b=45c=28,d =

20,e= 3

18.(x,y) =(3,2):a=18,b= 8,c= 1,d = 6,

e=25

19.(x,y) =(3,3):a=56,b=15,c=27,d=

36,e=10

20.(x,y)=(3,4):a= 2,b=41,c=62,d=

55,e=39

21.(x,y)=(4,0):a= 0,b=14,c=44 d =

43 e =31

22.(x,y) =(4,1):a=28,b=61,c=20,d=

3,e=45

23.(x,y)=(4,2):a= 1,b=18,c= 6,d =25,

e= 8

24.(x,y) = (4,3):a=27,b=56,c=36,d=

10,e =15

25.(x,y) = (4, 4):a=62b= 2,c=55d=

39,e=41

Trong mdi lane & céac biéu thirc trén, dai
lugng a, b, c,d va e s€ quy dinh xem cac bit c6
nam cuing 1 slice hay khang (slice 1a mot mat bit

Khoa hoc va Céng nghé trong linh vuc An toan théng tin

c6 kich thudc 5x5 bit, chi tiét minh hoa thuat ngi
slice ¢6 thé tham khao trong [1]. Chung ta chi
quan tam dén céc gié tri cua a,b,c,d va e ma
ching lién tiép nhau. Vi dy, trong truong hop
(x,y) =(0,0), c6 a = 44 va c = 43. Vi trong
céc biéu thirc cua A, B, C, D va E chira cac thanh
phén aa—1,bb—1,c,c—1,d,d—1,e va
e — 1 (théa méan nhu phan in dam & phan tich
theo bang offset). Néu khdng c6 céc gia tri lién
tiép nhu vdy, c6 nghia 1a cac bit nam & céc slice
khéc nhau, nghia la trong biéuthac cua 4, B, C, D
va E sé& khdng chira cac lane chung hodc chira cac
lane chung nhung cac bit twong &ng nam & cac
slice khac nhau. Tir ddy, ching ta s& c6 két luan
vé sb bit phu thudc.

Xét cac truong hop cu thé sau:

Truong hop (x,y) = (0,0), co:

-1 2
A W] > 44) @ Z(L[O, i] > 44)

=0

® ) (L[2,i] > 43)
2

61 :
C(L[2,2] > 43) @ Z(L[l, i] > 43)

i=0

@ ) (L[3,i] > 42)
2

Thay rang khi i = 2, hai biéu thuc trén c6 1
lane chung la L[2,2] >> 43. Do vay, trong
truong hop nay 64 bit thuoc L[0,0] sé phu thude
vao 11 + 11 + 11 + 11 + 11 — 1 = 54 bit dau vao.

Truong hop (x,y) = (1,0), c6:
-1 4
AT (L[2,2] > 43) @ Z(L[l, i > 43)

i=0

® Z(LB, i] > 42)
i=0
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1 -
B — (L[1,1] >> 44) & 2 (L[0,i] > 44)

i=0

® Z(L[Z, i] > 43)

Thay rang, khi i = 2, hai biéu thuc trén c6 1
lane chung la L[2,2] > 43. Do vay, trong
truong hop nay, 64 bit thuoc lane L[1,0] sé phu
thuocvao 11+ 11+ 11+ 11+ 11 -1 = 54 bit
dau vao.

Tuong tu, trong cac truong hop (x,y) =
(2,0),(3,0) va (4,0) thi mdi 64 bit tuong ring
thuoc méi lane L[2,0],L[3,0] va L[4,0] phu
thuoc vao 54 bit dau vao. Nhu vay, s& ¢d 5 x
64 = 320 bit dau ra phu thudc vao 54 bit dau
vao0. Con lai 1600 - 320 = 1280 bit dau ra phy
thugc vao 55 bit dau vao.m

Nhu vay, véi S-hop dé xuat, ham vong tuong
rng nhan duoc cd s bit phu thudc 16n hon nhiéu
s0 voi trong Keccak. Diéu nay c6 duoc la do biéu
thirc dai s6 ciia cac ham bool trong S-hop dé xuat
la phirc tap hon. Do vay dang biéu dién phuong
trinh dai $6 qua cac vong cua hoén vi sir dung S-
hop nay s& ¢6 bac dai s6 cao hon trong Keccak.

B. Bdc dai s6 cua hoan vi Keccak-f sir dung S-
hép d@é xudt

Ap dung cac két qua nghién ciu vé b phan
biét tong bang 0 cho hoan vi Keccak-f trong [2],
chdng ta c6 bang udc lugng sau:

BANG 5. BAC PAI SO CHO SO VONG RUT GON TRONG
KECCAK-F VA KECCAK-F SU DUNG S-HQP BE XUAT

o Hoan vi sir dung S-
Hoan vi goc A A o X
r hop deé xuat
deg(R"™)| deg(invR") | deg(R")| deg(invR")
1 2 3 4 4
2 4 9 16 16
3 8 27 64 64
4 16 81 256 256
5 32 243 1024 1024
6 64 729 1456 1456
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7 128 1164 1564 1564
8 256 1382 1591 1591
9 512 1491 1598 1598
10 | 1024 1545 1599 1599
11 | 1408 1572 1599 1599
12 | 1536 1586 1599 1599
13 | 1578 1593 1599 1599
14 | 1592 1596 1599 1599
15 | 1597 1598 1599 1599
16 | 1599 1599 1599 1599

Tur Bang 5 thay rang, phai dén vong thir 16
thi bac dai sé cua dang biéu dién phuong trinh
dai s dbi voi hoan vi trong Keccak méi dat cuc
dai. Con khi thay bang S-hop dé xuit s& la 10.
Nhu vay, khi bac dai s6 cua S-hop cao hon sé
anh huong truc tiép dén cac wdc luong trong
Bang 5. Hon nita, diéu nay ciing duoc giai thich
phan nao thong qua danh gia s bit phy thugc &
Ménh d& 2, 3. Do vay, hoan vi Keccak-f véi S-
hop dé xuit 1a c6 tinh chat dai s6 tét hon cua
Keccak-f nguyén thuy. Vai tinh chit dai s6 nhu
vy, ham bam Keccak sir dung S-hop dé xuit s&
c6 kha ning khang lai tot hon truée cac tan cong
phan biét dya trén tong bang 0 so véi ham bam
Keccak nguyén thuy.

C. Tinh tuyén tinh héa khéng day di cia S-hop
dé xuat

O cac myc trén, nhém tac gia da phan tich
tinh chat tuyén tinh hoa khong day da ddi vai S-
hop trong Keccak-f. Co nghia rang, ton tai cac
tap con ma & d6 mot sé phwong trinh biéu dién
S-hop trong Keccak-f c6 dang tuyén tinh (vi du
cac tap trong Bang 2). Véi tinh chat nay, céc tac
gia trong [8]-[10] thuc hién viéc lap hé phuong
trinh cho sé vong nho caa Keccak. Tir d6 dua ra
tan cong. Ap dung tuong tu ddi voi S-hop dé
Xuat trong bai bao thay ring, cac tinh chat nhu
trong [8] 1a khong con ding nita. Do vay, viéc
str dung céc phuong trinh tuyén tinh dé mé rong
sb vong trong tan cdng tim va cham theo cac
cach tiép can trong [8]-[10] la khong &p dung



dugc cho phién ban ham bam Keccak ma st
dung S-hop dé xuét nay.

D. Sw dnh huéng dén cau tric Sponge cia ham
bam Keccak

Cac nha thiét ké mat ma thong thuong s& lua
chon mét ciu tric tong thé, sau d6 c6 nhirng danh
gid vé cdu trac nay trudc khi thiét ké cho cac
thanh phan & bén trong nd. Vi du nhu ma khdi ¢6
c4c cau tric théng dung: mang SPN, mang
Feistel,... Ham bam c6: cau trac Merkle-
Damgard, ciu triic Sponge,... Trudc khi danh gia
Ién nhitng cau trdc nay, chung ta thudng 1y tudng
hoa thanh phan bén trong n6 nhu 1a cic ma khdi
Iy twong, hoan vi ngau nhién, bién doi hay ham
ngau nhién,... Két qua, chung ta s& co duogc
nhitng tin cong tdng quat. Noi cach khéc, tin
cdng tong quét 1a nhitng tan cdng ma khong khai
thac bat ky mot thuoc tinh mat ma bén trong mot
nguyén thay mat ma, ma chi s dung cau tric
téng thé trong thiét ké cua no.

Dbi twong ma chdng tdi mudn hudng & phan
nay dén 1a céu tric Sponge trong thiét ké ham
bam Keccak. Céc tin cong tong quat 1én né cé
thé ké dén Ia: tim va cham bén trong, tim chu ky
dau ra, tim duong dan dén trang thai trong, khoi
phuc trang thai,... [14]. O nhitng phan tich nay,
cac tac gia da dua ra nhirng ude lugng d6 an toan
cu thé cho hai truong hop st dung bién ddi ngau
nhién va hodn vi ngiu nhién trong ciu trlc
Sponge. O mét khia canh khéc, véi cac bién di
ngau nhién va hoan vi ngau nhién, nhom tac gia
trong [14] d co6 nhing danh gia loi thé phan biét
ctia cAu tric Sponge voi bo tién tri ngau nhién
(Theorem 7, Theorem 9 [14]). C6 thé néi rang,
nhitng phéan tich trong céc tai li¢u noi trén da
khéng str dung mét thudc tinh nao ctia ham dugc
st dung trong cau tric Sponge. Chinh vi vay,
viéc thay d6i va dé xuit S-hop mai khdng lam
thay d6i c4u triic Sponge trong ham bam Keccak.
N6 khong anh huong dén d6 an toan ching minh
duoc cuia Cdu tric Sponge trong ham bam nay.

Khoa hoc va Céng nghé trong linh vuc An toan théng tin

VI. DANH GIA KHA NANG THUC THI KHI SU DUNG
S-HOP BE XUAT TRONG HOAN VI KECCAK-F

Nhém tac gia da thuc hién xay dung chuong
trinh cai dat trén ngdn ngr C cho thuat toan
SpongeHash. Cai dat ¢ day khong ap dung mét
chi 1énh SIMD hay Assembler nao. Cai dat va
bién dich str dung Visual Studio 12 trén mot nhan
may Intel(R) Core(TM) i5-6200U CPU @
2.30GHz 2.40GHz, Windows 10, phién ban x64
bit. Bang thdng ké dudi ddy thé hién téc do thuc
thi cua cac thuat toan, trong do (AT) — ky hiéu
cai dat an toan. Cai dat an toan duogc thuc hién
theo k¥ thuat mat na hai chia sé trong [16].

BANG 6. TOC PO THUC THI CUA
SPONGEHASH VA KECCAK

Thuat toan Téc dd Mb/s
Phién Cai dit .
Teén ban binh acl:‘tg:rt]
(bit) thwong
256 1101,93 781,25
Keccak
512 599,70 422,83
256 925,93 702,99
SpongeHash
512 520,83 384,99
256 970
SHA-2
512 640

BANG 7. SO SANH TOC PO CAI PAT CUA
SPONGEHASH VA KECCAK

Ham bam Keccak

Phién
ban
(bit)

512
(AT)

256

512 (AT)

256

512 |113,1%

256 115,9%

512

(AT) 110,0%

SpongeHash

256

(AT) 18,9%
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BANG 8. TOC BO THUC THI CAI DPAT AN TOAN SO VGI CAI
DAT THONG THUONG CUA SPONGEHASH VA KECCAK

Ham bam Keccak SpongeHash

Phién
ban 512 256 | 512 | 256
(bit)

512

0,
(AT) | 1294%

256
(AT)

Keccak

129,1%

512

0
A7) 126,1%

256
(AT)

SpongeHash

124,1%

Két qua théng ké thiy rang, sir dung S-hop
dé xuét cho tdc do thuc thi cé thé so sanh duoc
so vai phién ban nguyén thuy, mat khac dé an
toan lai duoc cai thién.

VII. KET LUAN

Trong bai bao, nhém tac gia da khao sat do
an toan ham bam Keccak dya trén phén tich tinh
chat cia S-hop duogc sir dung trong né. Két qua
chi ra rang, cac tham s mat ma caa S-hop trong
hoan vi Keccak-f dong vai tro quan trong anh
huong 1€n d¢ an toan cta nd. Trén co so cac phan
tich nay, chiing t6i dé xuét lya chon mot S-hop
c6 cac tinh chat mat ma t6t hon, thay thé S-hop
nay vao hoan vi Keccak-f va thuc hién phan tich
su anh hudng cua chung nhu déi voi hoan vi
Keccak-f ban dau. Két qua phan tich chiing to S-
hop dé xuat mang lai d6 an toan cao hon. Vi S-
hop dé xuat, bai bao ciing so sanh kha nang cai
dit so v6i S-hop gdc (Bang 4). Mot diéu ciing d&
hiéu rang, vai cau tric dai s6 phirc tap hon thi S-
hop dé xuat s& cd tinh chét cai dat phic tap hon
s0 Vai S-hop ban dau. Tuy nhién, phu thugc vao
ngudi s dung va ting béi canh cu the, vai mot
tdc do bam chap nhan duoc, trong khi d6 an toan
dugc nang cao hon chic chin day 1a mét lya chon
khéng toi trong bdi canh phat trién cua khoa hoc
tham mat ma trong tham ma.

Bai bao ciing chua d& cap dén do an toan cua
dé xuat méi truede tham ma vi sai. Tuy nhién, S-
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hop dé xuat cd xac suat vi sai tét hon S-hop
nguyén thuy trong Keccak, n6 sé¢ dam bao duogc
rang ham bam Keccak sir dung S-hop dé xuét co
kha ning khang lai thim ma vi sai va bién thé
khong kém ham bam nguyén thuy. Nhom tac gia
sé tap trung phan tich nhiing danh gia theo hudng
nay & nhitng nghién ciu tiép theo.

Mot van dé mé ciling dit ra & ddy lién quan
dén céc tan cong ciia nhém Boura va cong su [2]-
[5], cu thé véi cac phan tich cia nhém nay ma sé
vong cua Keccak phién ban hién thoi da dugc
tang 18n 24 so v6i 18 nhu & phién ban dau tién.
Vi vay, khi sir dung S-hop dé xuat véi céc tinh
chat dai s6 tot hon, liéu c6 thé giam s vong duoc
khong? Khi @6 tc d6 co thé can bang duoc véi
phién ban nguyén thuy.
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