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Panh gi4 do manh mat khau st dung ngén
ngtr tieng Vi€t dua trén udc luong entropy

Tém tit— Mét khau 1a mdt trong nhirng
nhan té dwoc sir dung phd bién nhit trong hé
th6ng xac thuc. Vai tro cua mat khiu l1a dam
bido ngwoi diung c0 quyen hop 1€ véi dir liéu
ma ho dang muon truy cap. Hau hét cac hé
thong déu c6 ging thwc thi bio mat bing
cach bit budc nguwoi diung tuidn theo cac
chinh sich tao mit khiu théng qua danh gia
do manh mat khiu. Bai bao nay giéi thiéu
m{t so phwong phap danh gia d9 manh mat
khau trong d6 tip trung vao phwong phap
danh gia dua trén wéc lwgng entropy, tir do
dé xuat phat trién mot cong cu danh gia do
manh mét khiu cé thé ing dung duoc trong
cac phin mém xac thwe nguwoi dung dwa trén
mit khiu sir dung ngdn ngir tiéng Viét.

Abstract— Password is one of the most
common means of authentication systems.
The role of the password is to ensure that the
user has legal right to the data they are
trying to access. Most systems try to enforce
security by requiring their users to follow
some password generation policies with
evaluating password strength. This paper
introduces a number of methods for
evaluating password strength, particularyly
the entropy estimation based method, then, it
is proposed to develop a password strength
evaluation tool that can be applied in
password-based user authentication software
using Vietnamese language.

Tir khéa: — dd manh mat khiu; xac thuc;
danh gia; ngén ngir tiéng Viét.

Keywords: password strength;
authentication;  evaluation;  Vietnamese
language.
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. GIOI THIEU

Viéc sir dung mat khau da duogc biét dén tur
xa xua. Trong thoi hién dai, t€n nguoi dung va
mat khau thuong duoc sir dung trong qué trinh
dang nhap vao cac hé diéu hanh may tinh, dién
thoai di dong, bo giai ma truyén hinh cap, may
rit tién tu dong (ATM), v.v... Mot nguoi ding
may tinh thong thuong c6 mat khau cho nhiéu
muc dich: ding nhap vao tai khoan, 13y e-mail,
truy cap cac ung dung, co s& dir li¢u, mang,
trang web va tham chi doc béo budi sang truc
tuyen [1].

Trong cac van d¢ vé an toan phd bién cia
mat khau [2], d6 manh mat khau 1a van dé duoc
quan tim hang dau. D6 manh cua mét khau la
mot thude do hiéu qua kha nang chéng lai cac
tan cong doan hodc vét can ciia mat khau Noi
mot cach don gian, né udc luong sb lan thir
nghiém trung binh ma ké tin cong s& can dé
doan chinh xac mat khau d6. Thong thuong, do
manh mat khau duge xac dinh béng entropy cua
thong tin va dugc do bang bit [3]. Thay vi so lan
doan can thiét dé tim ra mat khau mot cach cu
thé, gia tri logarit co s6 2 cuia s6 d6 duge dua ra,
d6 14 s6 “bit entropy” ciia mat khau do.

Can ctr vao cach thiét lap, mat khéu co thé
dugc phan thanh hai loai: Mar khdu nngu nhién
va mdt khdu duoc nguoi dung lwa chon. Mat
khdu ngdu nhién 1a mat khdu bao gdm mot
chudi cac ky tu co do dai xac dinh dugc 13y tir
mot tdp hop céc ky tu sir dung mot quy trinh lga
chon ngiu nhién, trong d6 mdi ky tw c6 kha
nang dugc lya chon nhu nhau. DPé lya chon
ngau nhién mot mat khéu c6 d6 dai k bit thi s&
6 thé c6 2% kha nang va mat khéu d6 dugce coi
1a co k bit entropy. Néu mat khiu c6 d6 dai 1 ky
tu duoc chon ngéu nhién tr b ky tu trong mdt
bang ky tu nao do thi entropy ciia mat khau do
la b' [4].

Tuy nhién, d6i vdi mdt khdu ma ngwoi ding
lwa chon, viéc udc luong entropy la kho khan
hon nhiéu, vi chiing khong dugc chon ngau
nhién va khong c¢é phan phdi ngau nhién dong
nhét. Cac mat khau dugc nguoi dung lya chon
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c¢6 thé phan anh mot cach khai quat cac mau tir
va phén phéi tan sudt cta cac ky tu trong vin
ban tiéng Anh théng thuong va duoc nguoi
dung lya chon dé ho co thé ghi nhé chiing. Thuce
nghiém con cho thay rang nhiéu nguoi ding con
chon mat khau d€ doan va thdm chi 1a mat khau
xuat hién trong cac tir dién thong dung, rat dé
dang dé co thé bé khoa thanh cong.

Cac nha mat ma hoc da dua ra khai niém
thay thé cua entropy, “entropy udc luong” dé
lam thudc do do kho trong viéc doan hay xac
dinh mat khau duoc nguoi dung lya chon hodc
khoa [4].

Trong nghién ctru nay, trén co so tim hiéu
cac phuong phap danh gia d6 manh mat khiu da
duogc cong b, chung toi tap trung vao phén tich
phuong phap dya trén udc lugng entropy va tur
d6 dé xuat mot phuong phap danh gia do manh
mat khiu. Ching t6i di nghién ctru va thiét 1ap
cac nguong danh gia do an toan dya trén gia tri
entropy udc lugng cua mat khau dong thoi xay
dung mat tur dién tiéng Viét dé s dung lam co
so dir liéu danh gia d6 manh cuia mat khéu dya
trén tiéng Viét. Ngoai ra, chung t6i cling da su
dung phuong phap dugc deé Xuat nay dé danh
gid mot s6 danh sach mat khau ndi tiéng va thir
nghiém cai dat mo-dun danh gid d6 manh mat
khau vao mot sb phan mém dé ching minh kha
nang tng dung cta nd trong cac phan mém c6
xac thuyc nguoi dung dua trén mat khau.

Trong cac phan tiép theo cua bai bao, trudc
tién, myc I gidi thi€u cac nghién ctiru co lién
quan trong linh vyc d6 manh mat khéu; sau do,
phuong phap danh gia d6 manh mat khau dya
trén u6e luong entropy s€ dugc thao ludn trong
muc III; muc IV trinh bay d& xut phuong phap
danh gia d manh mat khau c6 thé tmg dung
trong cac phan mém xac thuc nguoi ding dwa
trén mat khau c6 st dung ngdn ngir tiéng Viét;
mot so két qua thr nghiém phuong phap dugc
dé xuit duoc trinh bay trong muc V va cubi
cung muc VI 1a mot s6 két luan

Il. CAC NGHIEN CUU LIEN QUAN DEN DBQ
MANH MAT KHAU

A. Cdc tan cong lén mat khau

Cac moi de doa doi voi do an toan ctia mat
khau c6 thé xuat phat tir cac yéu to lién quan
dén con nguoi hodc hé thong xac thuc dugc st
dung. Tan cong doan mat khau c6 the dién ra

dudi hai hinh thirc 13 tan cong truc tuyén Va tn
cong ngoqi tuyen _Trong tan cong tric tuyén, ké
tan cong s& cd ging doan mat khau trong giai
doan dang nhép. Trong khi do, tan cong ngoaqi
tuyén 1a hinh thae tan cong trong do ke tan cong
danh cép gia tri bam ciia mat khau dugc luu triv
trong mot may chi va thir doan véi sd lan
khong gi¢i han ma khong can tuong tac truc
tlep véi may chu. Tai li€u [5] da trinh bay mdt
sd tn cong doan mat khau quan trong nhu sau:

Tdn cong vét can. Ké tan cong c¢b gang doan
mat khiu thong qua mot tim kiém toan dién trén
tap hop cac chudi két hop c6 thé duoc tao ra.

Tin céng tir dién. Khac véi tin cong vét
can, tan cong nay tip trung vao thir cac tir trong
mot danh sach dai goi 1a tir dién duoc xay dung
san dé tang tdc do tim kiém. Céc co s& dir liéu
mat khau bj 10 ri va cac tir dién dugc xdy dung
tr cac tr va cum tu quen thudc thuong duge ké
tan cong sir dung trong cac tan cong tir dién.

Tdn céng tir dién co chi dich. Pay co thé
dugc coi 1a mot truong hop dac biét cua tAn
cong tir dién, trong do6 tir dién duoc st dung co
chura thong tin c& nhan (vi du: tén nguoi dung,
tén va ho, ngay sinh, v.v...) cua nguodi dung. Ké
tan cong st dung cac théng tin nay nhim lam
giam sb 1an doan can thiét dé tim ra mat khau.

Tdn cong tir dién dya trén quy tic. Ké thn
cong su dung cac quy tac dé bién 601 mat khiu
vi du nhu thém tién t6 hodc hau td trudc khi
thuc hién tin cong tu dién dé xac dinh mat khau
phuc tap hon.

T an cong tir dién két hop. Phuong phap nay
1a gan nhat voi nhimng gi ke tAn cong thuc hién
trén thuc te trong d6, tn cong vét can duoc ap
dung khi tin cong tir dién khong phat huy hiéu
qua.

Gan day, cac phuong phap tan cong tién tién
hon di duoc dé xuit dé cai thién kha ning cua
cic cong cu bé khoa mat khau. Cac phuong
phap nay c6 thé dugc phéan loai thanh bon kiéu
dudi day [5]:

Phuwong phap dvwa trén mo hinh Markov.
Céc mo hinh Markov duoc str dung dé thu hep
khong gian tim kiém khi tin céng vét can can
duoc su dung [6].

Phuong phap ngit phdp khong phu thugc
vao boi canh xdc sudt (Probabilistic Context-
Free Grammars - PCFG). Phuong phap nay
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xem xét cau tric cua mat khau trong d6 xac suat
ctia mat khau duoc lya chon véi mot ciu tric
nhat dinh cao hon cac mat khau khac c6 ciu
truc khac [7].

Phuong phdp dia trén hoc mdy. Gan day,
cac mang no-ron da duogc st dung trong du
doan mat khau. Phuong phap nay da duoc thir
nghiém va cho thdy tinh hiéu qua cao hon so
v6i cac phuong phap dugc dé cdp trude do
trong phan nay [8].

Phiwrong phdp dyra trén ca nhdn héa. Nhiing
cai tién gan day d6i voi mot sb tan cong ké trén
xem xét thdng tin ca nhan trong cac mo hinh va
thuat toan cta ho dé cai thién tinh hiéu qua
trong viéc bé khoa mat khau, vi du nhu OMEN+
[9], Personal-PCFG [10].

B. Cac cong cu danh gia do manh mdt khau

Cong cu danh gid mat khau 1a phin mém
duoc s dung dé kiém tra do manh cua mét
khéu d3 cho nham phat hién va/hodc ngan chan
viée str dung mat khau yéu [5].

Chtre nang co ban cua cong cu danh gia mat
khau 1a cung cap phan hoi ngay lap tirc vé do
manh cua mat khdu ma ngudi dung dang nhap
dé ‘nguoi dung co thé dua ra quyét dinh sang
sudt hon vé viéc mat khau hién tai c6 du an toan
dé duoc sir dung hay khong. Cac phan hdi nay
thuong dugc dua ra mét cach truc quan trén
man hinh thiét bi may tinh ctia nguoi dung.

Trong Bang 1 1a 18 cong cu danh gia mat
khau duoc sir dung rong ri va tong két mot sb
yéu cau ciing nhu tinh ning phd bién cua cac
cOng cu nay.

BANG 1. CAC YEU CAU VE MAT KHAU VA PAC PIEM CUA CAC CONG CU DANH GIA MAT KHAU

Vi tri cho phep ky
Phan A Phamvi | Giéihan | Yéu ciu vé bd Thong tin tw khoang trang
. Tén dich vu . . x PO ; PN - -
loai : : danh gia dé dai ky tw ngwdi dung Bén Bén
ngoai trong
Dropbox 5 muc 6-72 Khong c6 1 phan N \
Drupal 4 mic 6-128 Khéng c6 Khéng c6 x \
1+ viet thuong,
Phia Fed Ex 5 mirc 8-35 1+ viethoa, 1+ Khong c6 X X
may SO
khach Intel 2 muc >1 Khéng c6 Khong co \ \
tretgnr;en Microsoft 4 muc >1 Khong c6 Khong c6 x x
Web QQ 3 muc 6-16 Khoéng c6 Khoéng c6 X X
Twitter 6mac | 6->1000 Khéng c6 1 phan N \/
Yahoo! 4 muc 6-32 Khéng c6 1 phan N J
12306.cn 3 muc 6-25 1+ bo ky tu Khoéng c6 X X
ohia eBay 4mic | 6-20 | 2P0 kkyytu bat 1 phin x y
may chu Google 4 muc 8-100 Khéng c6 Khéng c6 x V
trén nén
tang 2 bo ky tu hodc
Web Skype 3 muc 6-20 viét hoa hoan Khoéng c6 x x
toan
. 1+ viét thuong, }
Két hop Apple 3 muc 8-32 | 1+viéthoa, 1+ 1 phan x x
trén nén 9
ng 2 bo ky tu bat
Web PayPal 3 mic 8-20 © kyy wba Khong c6 x x
1Password 6 muc >1 Khong c6 Khong c6 N N
Trén KeePass 0-128 bit >1 Khéng c6 Khéng co N N
nepr:gng LastPass 0-100% >1 Khong c6 1 phan N \
u
dung ) R . R .
RoboForm 3 muc 6-49 Khéng co Khéng co \ \/
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Yéu cau vé dp dai va tdp hop cdc ky tw. Hau
hét céc cong cu déu dit ra yéu clu vé sd ky tu
tdi thiéu, mot sb cong cu con dat ra mot gidi han
vé d6 dai t6i da. Ngoai mot sb yéu cau st dung
bd ky tu nhat dinh, viéc sir dung ky tu khoang
trang ciing c6 nhiéu quy dinh khac nhau nhu
khong duoc phep st dung, duge phép dudi dang
ky tu bén ngoai (& dau hoic cudi mat khau)
hodc dugc phep st dung duoi dang ky tu bén
trong. Mot s6 cong cu ciing khong cho phep cac
ky tu lién tiép giong hét nhau (vi du: 3 ky tu d6i
v6i Apple va 4 dbi voi FedEx).

Thang danh gia do manh va nhan. Thang 4o
manh va nhan dugc st dung boi cac cong cu
danh gia mat khau ciing khac nhau. Vi du: ca
Skype va PayPal chi c6 3 mc danh gia do
manh cua mat khiu (Yéu-Trung binh-Manh),
trong khi Twitter c6 6 muc (Qué ngin-R& rang-
Khéng du an toan-C6 thé an toan hon-On-Hoan
hao).

Théng tin nguoi ding. Mot sb cong cu co
xem xét cac tham sb lién quan dén nguoi ding,
chang han nhu tén that/tén tai khoan hodc dia
chi email. Ly tuong nhat 1a mat khau chira
thong tin d6 phai duogc coi 13 yéu (hodc it nhit 1a
bi trir trong cach tinh diém).

Phan logi. Dya vao vi tri viéc danh gia dugc
thuc hién, cac cong cu dua trén nén tang web
dugc phan loai thanh: cic cong cu phia may
khach (vi du: Dropbox, Drupal, FedEx); cac
cong cu phia may chu (vi du: eBay, Google va
Skype); va
cac cong cu két hop: két hop ca hai hinh thuc
trén (vi du: Apple va PayPal). Ngoai ra con co
cac cong cu duoc xdy dung trén nén tang ung
dung nhu 1Password, KeePass, LastPass,
RoboForm.

Tinh da dang. M&i dich vu web va cac trinh
quan 1y mat khau déu cung cép cong cu danh
gia d6 manh mat khau riéng, tuy nhién khong c6
bat ky 10 giai thich nao vé cach thirc hoat dong
cua chung hay cach cac tham s6 d6 manh duoc
quy dinh.

Uéc heong entropy va danh sdch den. Hau
hét cac cong cu danh gia mat khau déu sir dung
mot bd tinh todn entropy tuy chinh dya trén do
phuc tap va d¢ dai cua mat khau. Céac tham s
ctia mat khau thuong dugc xem xét dé tinh toan
entropy/diém boi cic cong cu khac nhau bao

gom: chleu dai, tap hop cac ky tu duge sir dung
va cac mau pho bién. Mot s6 cong cu con so
sanh mat khau da cho v&i mot tir dién cac mat
khau phd bién (duéi dang danh sach den) va
giam dang ké diém cta mat khau néu no xuit
hién trong cac danh sach nay.

C. Cac phuong phap danh gia dé manh mdt
khau

Gan ddy, v6i sy phat trién nhanh chong cua
cac k¥ thuat tan cong mat khéu, van dé vé do
manh mat khiu dd va dang nhan duoc nhiéu sy
quan tdm. Cac chuyén gia mat khau phan lon
dong ¥y rang do manh cia mot mat khau nén
tuong tng véi nd luc tdi thiéu can thiét dé bé
khoa mat khau do [5].

C6 mot s6 phuong phap udc lugng d6 manh
ciia mat khau da duoc dé xuat. Cac phuong
phap nay cé thé dugc phéan loai thanh phirong
phép dwa trén thong ké va phuwong phdp tham
$6 héa (hay con goi 13 phwong phap dua trén
xac sut). Cac phuong phap dua trén thong ké
tap trung vao dy doan do manh tong thé ctia mat
khau trong khi dé trong tim cia cac phuong
phap dua trén xac suit 1a xac dinh kha ning du
doan dugc cua mat khau dya trén mot ky thuat
bé khoa cu thé nao do.

Cdc phwong phdp dwa trén thong ké. Céc
phuong phap dwa trén thong ké duoc phan
thanh hai loai 1a cac phwong phap dva trén
entropy va Cac phwong phap dwa trén tinh co
thé dw dodn dwoc. Phuwong phdp dwa trén
entropy 1a mot phép do co ban duge su dung
boi nhidu trang web dé kiém tra d0 manh cua
mat khau dua trén cac quy tic don gian lién
quan dén dinh dang mat khau, chéng han nhu d6
dai mat khau va cac kiéu ky tu khac nhau dugc
st dung. Trong cac phuong phap thudc loai nay,
zxcvbn [11] cta Dropbox dugc danh gia l1a su
dung cac thuat toan phirc tap hon ca va cho két
qua chinh xac hon.

Phuwong phap dira trén tinh c6. thé dir dodn
dugc la phuong phap dugc mot sd nghién ciru
dé xuat dwa trén mot tan cong ly tuong trong do,
mét khau co x4c suit cao nhat di dugc thir dau
tién, va do do, tinh c6 thé du doan duge duoc
x4c dinh bang s6 lan thar khong thanh cong
truc khi doan dung mat khau. Tuy nhién,
phuong phap nay c6 hai van dé 16n: (1) hiéu qua
ctia ching khong thé duoc khai quat hoa vi nd
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s€ bi anh hudng bdi cac cai dat c4u hinh va tan
cong dugc lya chon; (2) hi¢u suét v& mat thoi
gian cua chuing s€ bi giam do phai cung luc thuc
hién tin cong. Vi nhimg han ché nay, cac
phuong phép nay co thé khong phu hop dé duoc
sit dung trong cac cong cu kiém tra mat khau
chu dong.

Phuong phdp tham s6 héa. Cac phuong
phap nay c6 ging khic phuc han ché cua cac
phuong phap dya trén thong ké ¢ trén, thay vi
cac tin cong ly tuong, chung xem xet danh gia
d6 an toan cua mat khau chong lai cac tin cong
thuc su nhu da duoc trinh bay trong phéan ILA.

Tuy nhién, mot nghién ciru cua tac gia S. Ji
va cong sy di cho thay rang khong c6 co ché bé
khoa nao 1a ly tuong dbi v6i tat ca cac truong
hop vi hiéu suit cta chung bi anh hudng bai cac
yéu té khac nhau, bao gdm co s¢ dir liéu huin
luyén va thudt toan dugc su dung [12]. Cac
nghién ctru tuong ty ciing dd nhin manh rii ro
khi tin twong vao mot thuat toan bé khoa duy
nhét dé xac dinh d6 manh cua mat khau.

Do cic han ché va rai ro di dwoc chimg
minh ciia cac phuong phap xac sudt dua trén
tinh khong thé dy doan dwoc va cac phuong
phap tham s6 hoa nhu da duoc dé cip & trén,
phan tiép theo cua bai bao s& tap trung phan tich
phuong phap danh gia d6 manh mat khiu bang
xéc sudt dya trén entropy cta thuat toan zxcvbn,
phuong phap ma theo cac phan tich ¢ trén la
phii hop dé co thé duoc trién khai trong cac
cong cu kiém tra mat khau.

[1l. PHUONG PHAP BANH GIA PO MANH
MAT KHAU DUA TREN ENTROPY —
THUAT TOAN ZXCVBN

Phan nay trinh bay chi tiét co so 1y thuyét
cua thuat todn zxcvbn, trong d6 muc A) gioi
thiéu cac budc trong mo hinh téng quat va cac
muyc tiép theo lan lugt di sau phan tich timg
budc trong mo hinh nay.

A. M6 hinh

Zxcvbn thuc hién udc lugng d6 manh cua
mot mat khau dau vao thong qua ba budc: so
khép, ude lugng va tim kiém duoc thyc hién lan
lwot [13] nhu dugc thé hién trong Hinh 1.

So khép. Budc nay liét ké tit ca cac mau (co
thé tring lap) ma no co thé phat hién nhu so
khdp tir dién, méu t6 hop ky tu ban phim, chudi
lap lai (aaa), chudi co trinh ty (123, gfedcba),
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nim va ngay, thang. Di vai tat ca cac tir dién,
so khop dugce thyc hién ca véi cac thay thé leet
don gian (leet 14 hé théng cac cach viét thay thé
ky tu dua trén su giéng nhau vé hinh dang hoic
cac su twong dong khac cua chung, vi dy nhu st
dung chudi “1337” thay thé cho “leet”).

e _
E\ Bét dau >
( Két thic

Hinh 1. Luu c?o”‘ thudt toan woc lwong do manh mdt
khau cua phwong phdp zxcvbn

Udc lwong. Budce nay tinh entropy cua ting
mau da dugc so khop & bude trén, doc 1ap voi
phan con lai ciia mét khau.

Tim kiém. Vi tit ca cac nhom cac so khop
trung ldp co6 thé xay ra, budc tim kiém s& tim
chu01 khong trung ldp don gian nhat (entropy
tong ctia cac mau tao thanh chudi 1a thip nhat).

B. Bucoc so khop

Céc kiéuﬂ mau so khép dugc zxevbn tim
kieém duoc thé hién trong Bang 2 [11]:
BANG 2. CAC KIEU SO KHOP CUA ZXCVBN

Mau Vidu
logitech, 10giT3CH,
token ain’t, parliamentarian,
1232323q

token ddo nguoc DrowssaP
chudi 123, 2468, jkim, ywusq
U zzz, ababab,
Iap lai

10¢giT3CH10giT3CH
gwertyuio, gAzxcde3,

t6 hop ky tu ban

phim diueoa
7/8/1847, 8.7.47,
ngay thang 781947, 4778, 7-21-
2011, 72111,11.7.21
ngau nhién X$IQhMzt

Trinh so khép token s& chuyén mat khau
dau vao thanh chudi viét thuong hoan toan va
sau d6 kiém tra xem tu'ng chudi con cua no cod
xuat hién trong cac tir dién dugc xép hang theo
tan sudt hay khong. Ngoai ra, n6 con thuc thi
céc thay thé leet don gian.

Trinh so khép chuéi tim kiém cac chudi
trong d6 cho phép cach quing, ching han nhu
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trong chudi “7531”, va nhédn ra cac chudi nim
ngoai bang chir cai La Ma va cac chir sd A Rap,
chang han nhu cac chudi Kirin (bang chir cai
dugc str dung cho nhiéu ngén ngit & mién Pong
Au, Bic va Trung A.

Trinh so khép Idp lai tim kiém cac khéi lap
lai cia mot hodc nhiéu ky tu, st dung ca cac
biéu thirc chinh quy thong thuong kiéu greedy
“/(AHN\1+/ va kiéu lazy “/(+)\+/ dé tim kiém
cac vung lip lai bao gdbm nhiéu ky tu nhat.
Trinh so khop 1ap lai thyuc thi vong so khdp —
wdc luong — tim kiém theo cach dé quy trén don
vi 1dp lai dugc chon trude do cua nd.

Trinh so khép t6 hop ky tw ban phim tim
kiém cac chudi phim lién k& theo timg so do
ban phim lién k& ciia no. Céc biéu do nay duge
biéu dién dudi dang anh xa giita mdi phim dén
mdt danh sach phim 1an can co thé theo chiéu
kim dong hd ciia n6. Trinh so khép dém chiéu
dai chudi, s6 duong di va sb ky tu duoc két hop
v6i phim shift. Zxcvbn c6 thé so khép cac mau
theo ban phim QWERTY, DVORAK va so d6
ban phim cta Windows va Mac.

Trinh so khop ngay thang s€ xem xét cac
ving chit s6 gdm 4 dén 8 ky tu va tim kiém cac
phan tach co thé sao cho nim c6 hai hodc bdn
chir s6, naim khong & giita, thang bao gdm tir 1
dén 12, va ngay bao gdom tir 1 dén 31. Vi nhiéu
phan tach hop 18, nim gan nhit v6i nim tham
chiéu (nam hién tai) sé dugc uu tién lya chon.
Nam dugc ghi boi hai chir s6 duge khép voi cac
nam trong thé ky 20 hodc 21, tiry thudc vao nam
nao gan v6i nam tham chiéu hon

C. Buoc woc luong

O bude nay, ude luong sé 1an doan cho mbi
so khép s€ dugce xéac dinh [11].

Péi véi cdc token, gia tri woc lugng chinh 1a
vi tri xép hang ctia tir d6 trong tir dién ma no
duogc tim thay, boi vi d6 1a s6 1an thi it nhit ma
ké tin cong doan token theo thir tu phd bién s&
cAn. Token dao ngugc dugc udc luong nhan
d6i, vi ké tAn cong s& can thir hai lan doan (binh
thudng va ddo ngugc) ddi vai mdi token.

O day, néu trong token d6 co ky tu viét hoa
dugc str dung, mot diém cong s€ dugc thém vao
tuy theo vi tri cua ky tg duoc viét hoa. Néu
token nay str dung cac lugc d6 viét hoa pho bién
(ky tu viét hoa 1a ky tu dau tién hodc 1a ky tu
cubi cung hodc viét hoa tat ca cac ky tu) thi chi

lam ting gip d6i khong gian tim kiém cua ké
tan cong twong tu nhu truong hop token dao
nguoc, do d6 wdc lwong ciia mau nay ciing duoc
xac dinh 12 hai lan vi tri xép hang cua token do.
Con néu token nay sir dung ky tu viét hoa theo
cach khac thi s§ 1an doan trung binh duoc xac
dinh theo cong thirc dudi day:

D Mol o @)

Trong d6, U va L 1an luot 14 s6 luong cac ky
tu viét hoa va viét thudng trong token, i 14 s6 ky
tu viét hoa trong lan doan hién tai. 1/2 1a dé
chuyén doi tong khong gian doan thanh nd luc
trung binh can thiét, gia sir rang mdi luge do
viét hoa déu c6 kha nang nhu nhau. Thuat ngir
min() co y nghia la néu s6 lugng ky tu dugc viét
hoa nhiéu hon s6 luong ky tu viét _thuong thi
token s& duogc chuyén d6i thanh viét hoa hoan
toan trude khi tinh toan udce luong.

Vi du, dé doan “paSswOrd” — token bao
gbm 8 ky tu trong do c6 2 ky tu viét hoa (U= 2),
6 ky tu viét thuong (L=6), trude tién, ke tAn
cong s& thir doan token nay c6 1 ky tu viét hoa,
véii=1, sb vi tri c6 thé cua ky tu viét hoa s& 1a
C3 = 8, sau d6 tiép tuc doan token nay c6 2 ky
tir viét hoa, v6i i=2, s6 cach phan b 2 ky tur viét
hoa vao 8 vi tri ¢6 thé 1a CZ = 28. Nhu vay, )
lan doan trung binh cho luge dd viét hoa cua
~(8+28) =18,

Ngodi ra, néu token c6 sir dung thay thé
leet, mot diém cong khac ciing s& dugc tinh
tuong ty cong thie (1) trong do U va L lan luot
1a s ky tu dugc thay thé va khong duoc thay
thé leet trong token.

token “paSswOrd” 1a:

Doi voi cac mau toé hop ky tw ban phim, s6
lan doan du'oc udc lugng bang cong thic sau:

2Z:mln(TL 1)C] 1SD] (2)

Trong do L 1a chiéu dai (s6 ky tu) cua mau,
T la s6 luong duodng di, D la s6 phim lién ké
trung binh ctia moi phim (phim “~” ¢6 1 phim
lién ké trén ban phim QWERTY, phim “a” ¢ 4)
va S 1a s6 lugng phim trén ban phim. Pdi véi
mot mau to hop ban phim ¢6 d6 dai L va T
du:ong di, gia su rang ké tan cong sé bét dau
bang viéc doan cac miu co it ky ty hon va sb
duong di it hon trudc, bat dau tir chiéu dai bang
2. Thuat nglr min() 1a dé tranh xem x¢&t nhleu
luot hon c6 thé ddi véi cac mau co do dai ngan
hon. Véi i 1a chiéu dai va j 1a s6 duong di cia
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mau trong lan doén hién tai, bat dau tir mot ky
ti dau tién, c6 C; J- 1 ! cach lya chon ky tu chuyen
huéng (v6i —1 duoc thém vao mdi bién vi
duong di dau tién duoc xac dinh 13 xay ra trén
ky tu ddu tién). Vi chudi c6 thé di bat dau trén
bat ky phim nao trong S va mdi duong di c6 thé
la bit ky cach nao trong D, do d6 ¢6 SD/.

Cong thuc trén dugc s dung dé ude luong
s6 lan doan cua chudi “kjhgfdsa” trén ban phim
QWERTY nhu sau: Ta c6 L=8, T=1, S=47,
D =22 = 5,75 (s6 ky tu lién ke cta ky tu
“a” la 4 con cua cac ky tu con lai 1a 6). Vi
mm(l i—1) =1, nén j chi nhan gia tri duy

nhat 1a 1. Véi j=1, ¢/ 1><47><5751 =
Co X 47 x 5,75° = 270,25. Do do, s6 lan doan
trung binh cua mau néy la:

2 XY T x 47 x 5,75 ——><7><

270 25 =945875~ 10°.  Céng thu’c (1)
cing s& dugc ap dung dé tinh diém cong néu
trong mau c6 st dung cac phim duogc két hop
véi phim Shift, khlr do L vaU trorthanh sO
lugng cac phim c6 két hop va khong két hop véi
phim Shift.

Cdc doi twong so khép lap lai dugc phan
tich thanh mot co so duoc 1ap lai n lan, trong do
cac budc so khép — ude lugng — tim kiem dé
quy trude d6 dugc thuc ,hié‘n lai voi mot s6 lan
doan co sd g. Do do, so lan doan mau lap lai
dugc udc lugng la g X n.

Cac mau chudi duoc tinh diém theo cong
thirc s X n X |d|, trong d6 s 1a s0 ky tu bat dau
co thé, n la do déi~ cua chuoi va d la do 1éch (vi
du: d =-2trong mau “9753”).

‘ Poéi véi mau ngdy thang, cong thic tinh sb
lan doan la 365 X |reference year — year|.

Cudi cung, cdc so khdp bruteforce c6 d dai
1 dugc gan mot hang so C = 10 lan doan cho
mdi ky tw, mang lai gia tri wéc luong tong 1a C*.
D. Buée tim kiém

Véi mot mat khau chudi va mot tap hop cac
so khop trung ldp twong tmg 8, bude cudi ciing
la tim kiém chuoi ket hop S lién ke khong trung
la_“lg bao gom hoan toan mat khau va théa man
biéu thuc sau [1]:

argmin D+ | ST [m.guesses
gm S| 1_! g )

Trong do, S| 1a d6 dai cua chudi S, D 1a mot

hang sd. Gia sir rang chudi dugc chon S duoc
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ciu thanh tir cac chudi con m voi sé 1an doan
can thiét ctia mdi chudi con 1a m.guesses, phép
IT tinh s6 14n doan ma nguoi do can thyc hién
trong truong hop xau nhat |S|! dugc thém vao
vi ké tin cong chi biét s6 lwong mau ma khong
biét thtr tu xuat hién cua chung. Vi dy, néu mat
khau bao gdm mdt tir phd bién ¢, mot tir khong
phd bién u va mot ngay d, c6 3! ther ty co thé
tha: cud, ucd, v.v...

D mé hinh hoa mot ké tin cong khong
biét vé do dai cia chudi mau. Gia sir ring trude
khi thir cac chudi co do dai [S], ke tan cong s&
¢ ging thtr cac chu01 mau c6 do dai ngan hon
trude véi gia tri toi thiéu 1a D 1an doan d6i véi
mdi mau, va s& mat tong cong lel 'pi=p! +
D% 4 ---+ DISI=1 &~ pISI=1 13 doan. Vi du, néu
mot mat khau bao gdm token mat khiu t phd
bién thtr 20 v6i mot chit s d & cudi -mot chudi
gdém 2 mau — va ké tin cong biét D = 10000 mat
khau phd bién nhéat va td khong & trong danh
sach 10000 nay, D' biéu thi mot ké tin cong thir
10000 1an doan trong danh sach nay truéc khi
thtr doan hai mau.

zxcvbn duoc danh gia la xem xét thanh
phan ctia mat khau ky ludng hon tat ca cac cong
cu kiém tra khac trong cac thur nghiém cua [3],
dan dén viéc danh gia thuc té hon vé do phuc
tap cua mat khau cho trudc. Tuy nhién, c6 qua
nhiéu mau khac nhau ngudi dung c6 thé sir
dung & tao mat khdu ma zxcvbn khong thé
nhén biét hét duoc, vi du nhu cac tir d3 bi bo di
chir cai dau, cac tir khong c6 nguyén 4m, cac tir
danh van sai, n-gram, ma zip cua cac khu vuyc,
céc to hop ban phim cach xa nhau vi du nhu
qzwxec, v.v... [13]. Nhom phat trlen bd cong cu
nay ctng da dua ra khuyén nghi rang viéc bd
sung cac mau vi du nhu cac b tir dién va cum
tr thong dung trong cac ngdn ngir khac ngoai
t1eng Anh, cac mau t6 hop ban phim theo céac so
d6 ban phim khéc, v.v.. trong budc so khop
chinh 1a mét cach hiéu qua dé cai thién tinh hiéu
qua cho bd cong cu nay.

IV. DE XUAT PHUONG PHAP DANH GIA
DO MANH MAT KHAU

Phan nay s@ trinh bay dé xuét phuong phap
danh gia d6 manh mat khau dwogc phat trién dya
trén udc lugng entropy theo thuat toan zxcvbn
da duoc phan tich ¢ trén.

Mi ngudn chuong trinh zxcvbn di duoc
phat trién thém maot s6 ndi dung dé bién né tro
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thanh mot cong cu danh gia do manh mat khau
sir dung duoc trong cac hé théng xéac thyc ngudi
dung dua trén mat khéu co6 su dung tiéng Viét.
Céc ndi dung di duoc phat trién thém bao gom:
tinh toan ngudng an toan theo entropy cua mat
khau va tich hop mé-dun danh gia 6 manh mat
khau theo thang diém; va tich hop tir dién tiéng
Viét vao dir liéu budce so khop.

Céac muc tiép theo day s& lan luot phan tich
chi tiét cac nodi dung dd duoc bd sung vao ma
ngudn chuong trinh zxcvbn trén.

A. Tinh toan nguong an toan theo entropy cua
mat khdu va tich hop mo-dun danh gia do manh
mat khdu theo thang diém
Zxcvbn cung cap gia tri udc lugng entropy
cia mot mat khau dau vao. Tuy nhién, véi mot
nguol dung théng thuong, gia tri entropy nay
ciing khong thé giup ho danh gia dugc mat khau
ma ho lya chon da du an toan hay chua. Pé cu
thé hon, can phai c6 mot mo-dun danh gia mirc
d06 manh yéu ctia mat khiu theo thang diém.
Cian ct danh gia d6 manh ciia mot mat khiu
theo gid tri entropy dugc dya vao la RFC 4086
— “Cac yéu cau vé tinh ngiu nhién dbi véi bao
mat” [14] nam 2004. Tai liéu nay da trinh bay
mdt sb mod hinh tin cong 1én cac gia tri bi mat
(mat khau, khoa mat mi) va entropy can thiét
d6i voi timg mo hinh. Két qua 1a dé chong lai
cac tin cong truc tuyén mot mat khiu c6 29 bit
entropy duoc danh gia la du an toan. Tuy nhién,
day la gia tri can thiét tai nim 2004. Theo dinh
luat Moore, mdi nim gia tri nay chi can thém
2/3 bit, c6 nghia 1a dén nam 2019, gia tri
entropy t6i thiéu dé mat khau dugc danh gia la
du an toan trude cc tn cong tryc tuyén phai la:
29 +=x (2019 — 2004) = 39.

V| 2%% ~ 10'? nén cac ngudng dénh gia do
manh ciia mat khau dua trén sb lan doan can
thiét dé tim ra mot mat khau duogc thiét l1ap nhu
sau:

Rat yéu (0 diém) dbi voi cac mat khau co

thé bi bé khoa voi chua dén 10% 1an doan;

e Yéu (1 diém) néu sé lan doan can thiét
nam trong khoang 10%-10°%

e Trung binh (2 diém) néu can tur 10°-10°
lan doan;

e Khia manh (3 diém) néu can tr 10°
10%1an va;

e Du manh (4 diém) ddi véi cac mat khau
can trén 10" lan doan.
B. B6 sung tiéng viét vao dit liéu so khép tir dién

Mot trong nhiing diém yéu cua zxcvbn la &
chd b tir dién ctia nd chi bao gdm cac tir tiéng
Anh, do d6, n6 khong thé nhan ra cac tir hodc
cum tir phd bién trong cac ngon ngir khac. O
day, mot tir dién tiéng Viét da qua xir 1y da duoc
b6 sung vao dir liéu so khdp tir dién ciia chuwong
trinh nay.

Dit gia thiét rang cac hé théng thuong chi
cho phep nguoi ding thiét 1ap mat khau khong
dau hodc néu c6 cho phép thi cling rat it nguoi
dung str dung tiéng Viét c6 ddu cho mat khiu
cua minh, do d6, ké tan cong khi mudn bé khoa
mot mat khau sé thir doan béng mot tir dién bao
gdm cac tir khong diu trude va cac mat khau la
cac tir c6 dau dugc xem la kho doan hon hay
manh hon. M6t danh sach cac tir tiéng viét duoc
liy tir du 4n Tir dién tiéng Viét mién phi (The
Free Vietnamese Dictionary Project [15]) sau do
duge chuyén doi thanh dinh dang cac tur tiéng
Viét khong dau va viét thuong rdi dua vao dir
liéu tir dién so khdp cua chuwong trinh.

Hinh 2 mé ta dinh dang céc tir trong tir dién
tiéng Viét nguyén goc duoc lay tir [15] (bén
trai) va sau khi duoc chuyén d6i thanh dinh
dang phu hop dé sir dung trong co s& dit lidu so
khop cua chuong trinh (bén phai).

1 = QN BS 1 a
Z A Bung QYJE X Z a@bung
3 ADi QY7 B7 3  ac

R Di B& kinh OYLZ Ep I accam

R Di B& Fhét QYQE E8 acchien

B i Béd Tam Tdn 0Y¥Vb D4 ach

2 Doi 0¥ed a acmong
a dua gt Ca acnghiet
5 A-dam Q¥dR Cy 5 acqui
10 2Z-di-xon Q¥gD M 10 acta
11 A BéL QYLP [ 11  actam
12 =& hodn ig BO 1Z  acthu
13 =& hodn PwSE ¥ 13  acvang
14  R-la Q¥nl Bi 14 adam
1 B-la-hén O¥ow G 15 adao
1 2 In O¥uw q 1¢ adi
17 A Luoi (QYva Bp 17 adidakinh
1 B Mron Q¥xD <] 18 adidaphat
13 A Ma Sung (O¥xs v 1% adidatamton
20 & Ngo Q¥yvb BE 20 adixon

Hinh 2. Binh dang dit liéu tiéng Viét tride va sau

khi dwoc xie ly
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V. MOT SO KET QUA THU NGHIEM
PHUONG PHAPDANHGIA
PO MANH MAT KHAU BUQC BE XUAT

bé danh gia hoat dong cua phuong phap
dugc dé xuét, mot s6 danh sach mat khau dudi
day da duogc lya chon dé thir nghiém déanh gia
dd manh mat khau.

Danh sach top 10.000 mdt khau tir nghién
citu ciia Mark Burnett dugc cong b trén trang
web xato.net [16]: Danh sach 10.000 mat khau
phd bién nay dugc xép hang theo sé luong
ngudi dung s dung cung mot mat khau va da
dugc chuyén d6i thanh tit ca cac chit cai viét
thuong [17].

Danh sach mdt khau nguoi ding ciia dién
dan phpBB.com [18]. Nam 2009, dién dan nay
da bi xadm nhép do mot ing dung bén thur ba va
mot co s& dir liéu chira méat khdu bam d3 bi ro
ri. Do nén tang ky thuét ciia nguoi dung ding ky
trén trang web nay, mat khau c6 xu hudng phirc
tap hon mot chut so véi cac tir dién khac. Thanh
phan mat khau: 41,24% chi bao gém chit céi
viét thuong, 35,7% chi bao gdm chit cai viét
thuong va chir s6, 11,24% chi bao gom chir sd,
4,82% c6 st dung ca chir cai viét hoa va viét
thuong va chir sd, 2,68% sir dung chir cai hdn
hop va phﬁn con lai duoc tao thanh tir cac td
hop ky tu khac nhau [2].

Danh sdach mdt khau nguoi ding ciia trang
web MySpace.com. Trang web nay da bi hack
vao ngay 11 thang 6 nam 2013 bdi cong cu
LeakedSource, mot cong cu tim kiém c6 kha
nang tim kiém, tong hop dir liéu tir hang trdm
ngudn khac nhau. Danh sach day du bao gom
tong cong 427.484.128 mat khau ctua gém
360.000.000 nguoi dung [19], mdt danh sach
thu nho bao gém 37.126 mét khéu dugc cung
cép trong [20] dd dugc s dung dé thir nghiém
cong cu nay.

Danh sdch mdt khdu nguwoi dimg cia dién
dan vnzoom.com. Dién dan chia sé cong nghé
nay da bi tin cong vao ngay 31/5/2012 va dé bi
ro ri ra mot co so dit liéu bao gém mét khau cta
sau triéu nguoi dung trén dién dan nay. Danh
sach sau triéu mat khau nay [21] da dugc dua
vao dé thir nghiém nham muc dich danh gia di
liu tir dién tiéng Viét da duoc dwa tich hop
thém vao dit liéu so khop cua bo cong cu danh
gia.
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Két qua thir nghiém danh gia cac danh sach
mat khau trén dugc thé hién trong Bang 3.
BANG 3. KET QUA THU NGHIEM CONG CU
DANH GIA PO MANH MAT KHAU

Diém xato phpBB | MySpace | vnzoom
0 78 148 a1 220
1 8932 | 26145 4835 96895
2 990 | 81048 | 18340 | 1117424
3 0 52588 | 10456 | 2359467
4 0 23559 3454 2470234
ngg 10000 | 184388 | 37126 | 6044240
Piem | o 2.40 2.34 3.19
e . . . .

Bang trén cho thdy, trong cac danh sach mat
khau dya trén tiéng Anh, xato.net cung cip danh
sach 10.000 mat khau phé bién, thuong co6 mat
trong cac tir dién dbi chiéu cua cac cong cu
danh gia d0 manh, do do, diém danh gia do
manh dat thép nhét, chi khoang hon 1 diém va
khong c6 mat khau nao dat duoc diém 3 hoic 4.
Trong khi d6, mat khau thuc sy duoc nguoi
dung st dung (phpBB.com va MySpace.com)
c6 d0 manh trung binh cao hon, nam trong
khoang gitra 2 va 3 diém, va c6 ca mat khau du
an toan (4 diém).

30000 81948

80000

70000

0:Rit yéu
60000 52588 N

1: Yéu
30000 2: Trung hink
40000 3: Khi manh
4: Di manh

30000 26145 23559

20000

10000 835
78 148 41 930 0 0 3

0

Wxato.net M phpBB.com I myspace.com

Hinh 3. Biéu do6 phdn bé @6 manh mdt khéu ciia cdc
danh sach mat khau dua trén tiéng Anh

Hinh 3 va 4 minh hoa cu thé hon su phan b6

mat khau dua trén ngdn ngit tiéng Anh cia ba

danh sich dau tién (xato.net, phpBB.com,
MySpace.com) theo thang diém d6 manh.



https://xato.net/?source=logo-lo_Hme4LkzLePyX

Nghién ciru Khoa hoc va Cong nghé trong linh vuc An toan théng tin

(b) phpBB.com

(a) xato.net

0.110%

'l 0:R§_t)‘éu

¥ 1: Yéu

u 2: Trung binh
#@ 3: Khd manh
« 4: Pu manh

(c) MySpace.com

Hinh 4. Biéu d6 phan b6 dg manh mat khéu ciia timg
danh sach mdt khau dia trén tieng Anh

Nhirng danh sach mat khau & céc trang web
trén chi chira ngdn ngir tiéng Anh. Bé danh gia
tac dong cua tir dién tiéng Viét ddi v6i bd cong
cu duoc dé xuét, chung t6i da thyc hién danh
gia mat khau cua vnzoom.com trong hai truong
hop: tur dién chi bao gom tleng Anh va tir dién
bao gdm ca tiéng Anh va tiéng Viét. Két qua
thir nghiém hai truong hop nay lan lugt duoc
minh hoa trong hinh 5(a) va 5(b). Ket qua nay
cho thay rang khi c6 thém tir dién tleng Viét vao
dir liéu so khop, ) lwong mat khau duge danh
gid la du manh giam hon 10% (tor 51,479%
xudng con 40,869%). Pidu niy ching to rang
viéc danh gia d6 manh mat khau phu thudc
nhiéu vao ngén nglr ma nguoi s dung lya chon
de thiét 1ap mat khau, va viéc bd sung tir dién
tiéng Viét da gitip danh gia d6 manh mat khau
ciia ngudi dung st dung ngdn ngit tiéng Viét
mot cach chinh xac hon.

0.003%

1.295% 0.004%_. -1.603%
[ =

o 0:R§§ yéu

¥ 1: Yéu

u 2: Trung binh
#@ 3: Khid manh
u 4: Du manh

(a) Tir dién chi bao gém tiéng Anh  (b) Tir dién bao gém ca tiéng Anh va tiéng Viét

Hinh 5. Biéu do phén bo dé manh mdt khdu ciia
vnzoom.com

Hinh 6 minh hoa kétv qua tich hop mé-dun
danh gia d0 manh mat khau vao phan mém.
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Hinh 6. Tich hop mé-dun danh gid mdt khau

Céc két qua danh gia d0 manh mat khau c6
thé gitp cac nha quan tri hé thong dua ra chinh
sach tao mat khau phu hop, vi du nhu chi cho
phép cac mat khéu c¢6 d6 manh dat mot gia tri
t6i thiéu nhat dinh. Mé-dun danh gia d6 manh
mét khau dugc trinh bay trong bai bao nay ciing
da dugc thir nghiém cai dat vao mot s6 hé thong
va cho thdy dugc tinh hiéu qua.

VI.KET LUAN

Bai bao nay dé phén tich va dé xuat phuong
phap danh gid d6 manh mat khau dwa trén
entropy va thtr nghi¢ém danh gia hoat dong cta
phuong phap danh gia d6 manh mat khiu nay.
Két qua thur nghiém st dung phwong phap dugc
dé xuat dé danh gia do an toan mat khau cua
nguol dung mot s6 he thong trén thuc té cho
thdy rang ngay ca cac hé théng ma ngudi dung
c6 trinh d¢ cong ngh¢ thong tin thi ciing chua
dén mot nua sd nguoi dung lya chon dugc mot
mat khau da an toan. Vi vay, van dé vé do an
toan ciia mat khau can phai dat ra ngay ca dbi
v6i nhitng ngudi ding am hiéu vé cong nghé.

Ngoai ra, két qua thir nghiém cai dat mo-
dun danh gia ¢6 manh mat khéu trong mot s6 hé
thdng ciing cho thdy kha ning cong cu nay c6
thé duoc trién khai mot cach don gian va hiéu
qua trong cac hé thong xac thuc ngudi dung dya
trén mat khau.
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