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Mot giai phap cing hoéa phép nhan diém
Elliptic trén truong GF(p)

Tém tit— Bai bdo nay mod ta thuat toan va
cAu trdc mach cho viéc tinh toan va thuc thi phép
tinh nhin diém dwong cong Elliptic trén truong
nguyén toé hitu han GF(p) ¢6 dd dai 256 bit. CAu
tric mach dwoc mo ta biang ngén ngir VHDL va
dwoc thuc thi trén nén tang chip Zyng xc7z030 va
XC7z045.

Abstract—  This paper describles an
algorithm and structure for computing and
implementation point multiplications on Elliptic
cuvers defined GF(p) with 256 bits length. The
circuits have been describled in VHDL in
implemented on chip Zyng xc7z030 and xc7z045.

Tir khoa— FPGA; Dwong cong elliptic trén
truomg GF(p); nhén diém.

Keywords—FPGA; Elliptic
GF(p); Point multiplication.

cuvers over

|. GIOI THIEU VA MO TA THUAT TOAN
NHAN BIEM

Phép tinh co ban va quan trong nhét trong
thuat toan mat ma elliptic 1a phép nhan mot
diém trén duong cong elliptic véi mot sd
nguyén duong. Viéc tinh toan phép tinh nay
phirc tap, tiéu t6n nhiéu thoi gian voi cac s6 16n
do cac phép tinh phai thyc hién modulo cho da
thirc bat kha quy bac cao. Thyc thi cing hoa
phép nhan diém trén FPGA gilip nang cao toc
do giam thoi gian thye hién cho phép tinh, dap
mg duoc yéu ciu trong bai toan thuc té Trong
ndi dung bai bao chung tdi trinh bay, phén tich
lya chon mét s6 thuat toan dya trén mot so tai
liéu khoa hoc va cong trinh nghién ctru trén thé
gidi, dé tir 46 1am co sé cho viéc nghién ciru
thiét ké cimg hoa phép nhan diém trén hé duong
cong elliptic, dugc ung dung trong giao thirc
trao d6i khoa: ECDH, ECHMQV,...chit ky sb
ECDSA [1][7], ma hoa ECIES [6].

Bai bdo dugc nhan ngay 4/9/2018. Bai bdo dugc nhéan
xét boi phan bién thir nhit vao ngay 28/10/2018 va dugc chip
nhan dang vao ngay 8/11/2018. Bai bdodugc nhéan xét bai
phan bién thir hai vao ngay 10/11/2018 va duoc chip nhén
dangvao ngay 21/11/2018.
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Phép nhan diém chinh 1a viéc thuc hién

phép tinh k*P, trong d6 k 1 1 s6 nguyén va P 1a

mot diém trén duong cong elliptic E da duogc
dinh nghia trén truong GF(p) [2].

Thuat toan thyc hién phép tinh nhan diém
nhu sau:
Thuat toan 1:

Pau vao: k = (k ...,
Pau ra: kP
1. Qew
2. cho i chay tir t-1 dén 0 thyc hién
21Q«2Q
22néuk=1thi Q - Q+P
3.Travé Q
Thudt toan 2:

Pau vao: k — (.

Dau ra: kP

1L Qew

2. cho i chay tir 0 dén t-1 thuc hién
2.1 Néuki=1thi g o +p

22 P« 2P

3.travé Q

Déi voi Thuat toan 1 [8], trong vong lap tai
budc 2.1 va 2.2 déu cho ra mot két qua 12 gia tri
Q. Két qua dau ra tai bude 2.1 lam gia tri dau
vao cho budc 2.2. Do vay qua trinh thyc hién
phai tinh toan ndi tiép két thuc budc 2.1 rdi méi
dén budc 2.2. Trong khi d6, & Thuét toan 2,
trong vong lap tai budc 2 két qua phép tinh
bude 2.1 1a Q va 2.2 la P, hai budc nay dugc
thuc hi¢n tinh toan ddc lap khong phu thude
nhau nén khi thyc hién ta c6 thé tinh toan song
song dé nang cao toc do thuc thi phép tinh.
Trong bai bdo nay chiing t6i Iya chon thuat toan
2 dé thiét ké cing hoa phép nhan diém trén nén
tang phan cing FPGA.

Ky, Ko)zs P e E(Fp)

K, Kq), P e E(Fp)

Trong tdm trong hai thuat toan 1 va thuét
toan 2 la vong ldp st dung hai phép cong di€ém
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va nhan doi diém. Hai phép tinh nay duoc thé
hién nhu sau:

Thuat toan nhan ddi diém: véi diém
P(%,Y,) € E(F,),P =P thi
2P = (x3’ y3) dugc tinh nhu sau:

3x+a)
= —2
o[ 52 2
(Al
ys_[ 2y1 j(xl XS) Y1
Thuét toan cong diém:
P=(x,y)e E(Fp)’Q =(X,,Y,) € E(Fp)’
P#1Q
ThiP+Q:(x y)du(yctinhnhu’sau:

X3 = (iz_;/llj —X X%

s = (fj_xj(xl %)=y

Trong phan tiép theo ciia bai bao, ching toi
cling s& trinh bay thuat toan va kién trac phan
cting cua mot sd phép tinh sé 16n phuc vu cho
viéc cimg hoa phép nhan diém trong Muc II va
Muc III. Cuy thé duoc trinh bay ¢ cac muc dudi
day. Muc IV 1a Két qua thyc hién va cudi cing
1a Muc Két luan.

Il. THIET KE CEJNG HOA c{&c PHEP TINH
SO LON CO SO

A. Thiét ké citng héa phép cong so Ién trén
truong GF(p)

Cho hai sO tw nhién X,y
X,YeZ, {O 1..p 1} Ta can tinh toan gia

tri tong cia X va y trén Zp nhu sau:

z=(x+y)modp. Tacé 0<x+y<2p do
d6 z phai bang mot trong hai gia tri sau xty
hodc x+y — p. Tu day ta xay dyng thuat toan dé
tinh toan z nhu sau:

Thuét toan tinh phép cdng trén GF(p):

71 :=x+Yy;

= (z1 mod 2¥) + (2p);
cl ;= z1/2;
c2 1= z2/2%;

Néu cl = 0vac2 = 0thiz:=z1mod 2%
Khong thi z := z2 mod 25;

Két thiic.

Kk — bit
B0 cong

Z, mod 2K oK

b

Kk — bit
B cong

z> mod 2X

A 4

Hinh 1. Ciu trac phép cong sb 16n trén GF(p)

B. Thiét ké cimg héa phép triv s6 lom trén
truong GF(p)

Cho  hai sé tur
X,y €Z,{0,1,..

cia X va y

nhién X, y:
} Ta can tinh toan gia tri

trén 7Z )

z=(x—y)modp. Ta c6 —p<x—y<p do
d6 z phai bang mot trong hai gia tri sau X - y
hodc x -y + p. Tu day ta xay dung thuat toan de
tinh todn z nhu sau:

tong nhu sau:

Thuat toan tinh phép trur trén GF(p).
Tong :=x + (2%y);

zI := Téng mod 2

22 :=z1 + p mod 2;

cl := Tong/2",

Néucl =0thiz:=zl,

Khéng thi z := z2;

Két thiic.

Hinh 2. Ciu triic phép trir s6 16n trén GF(p)
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C. Thiét ké cirng héa phép nhin sé lon trén
truong GF(p)

Phép nhan trén truong GF(p) duogc dinh
nghia nhu sau:

C=abmodp, 0<a,b<p

Pé thyc hién cimg hoa phép nhan da thirc
trén trudng GF(p) can thuc hién hai budc, bude
thir nhat tinh toan phép nhan gitta hai s6 a va b,
budc thir hai tinh phép modulo két qua phép
nhan vai p.

C6 nhiéu thuat toan khac nhau st dung dé
thuc thi phép nhan trén truong GF(p), trong sd
d6 co thuat toan thich hop cho phan cimg, phan
mém hoidc phi‘ln sun... Cac thuat toan su dung
cho phan ctmng can thiét ké sao cho qué trinh
nhén chi sir dung cac phan tir co ban trong phan
cing 1a AND, XOR,... thanh ghi, MUX... tuong
img v6i cac phan tir co ban trong FPGA i
CLBs va LUTSs. Véi tiéu chi nay trén thé giéi da
c6 nhiéu bai bao cong bd cac giai phap khac
nhau dé thuc hién thuat toan nhan trén truong
GF(p), nhung c6 thé tom lai trong mot sd
phuong phap chinh sau:

- Phuong phap nhan rdi chia (multiply and
then divide)

- Phuong phap nhan dan xen (Interleaving)

- Phuong phap nhan Montgomery (nhan
Montgomery). Hién tai, ching t6i thuc hién
cing hoa phép nhan theo phuong phap nhan
dan xen, phuong phap nay dé thyc hién trén nén
tang phan cimg chi st dung phép cong modulo
va phép nhan 2. Trong thoi gian sip t6i ching
t6i s& nghién ctru vé hai phuong phép con lai.
Phuong phap nhan dan xen s€ dugc lam rd hon
trong thuat todn nhan dan xen trich dan trong tai
liéu [4], [5]. Thuat toan nhan dan xen dugc trinh
bay nhu sau:

Cho hai s6 ty nhién X,
X,yeZp :{0,1,..., p—l}. Ta céan tinh toan

gid tri tich cua x va y trén Z = nhu sau:
z=x.ymodp. Ta co
XY = (%12 %, 2 4 .20 )y

=(.(0.24+ X, Y)24+ X ,Y)2+..+ X Y)2+ XY
v6i cach tinh nhu trén, tinh todn phép nhan cé

thé sir dung bang phép cong va nhan dbi sau do
thuc hién phép rat gon (mod p) ta s€ dugc két
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qua phép nhan trén

z=x.ymod p

truong  GF(p),
Thuat toan tinh phép nhan trén GF(p):
r:=0;

voiiin 0to k-1 lap:

r:=(r +r) mod p;

if x(k-i-1)=1thir:=r+ymod p;

két thiic néu;

két thiic lip;

két qua = r;

Step_type

) —
EER!

X P

B{ cong modulo p

Z

l Shift |« update
Mach td Thanh ghi dich

ce | hop 256 - bit
Thanh ghi 256-bit «
clear

x( load fa—Load

load

r

Y
z

Hinh 3. Cau tric phép nhan sb 16n trén GF(p)

D. Thiét ké citng héa phép chia/nghich ddo trén
truong GF(p)

Phép tinh nghich dao 1a truong hop riéng
cua pheép chia khi a/b voi a = 1. Ta xét truong
hop tong quat, cho hai sO ty nhién a, b:
a,beZp{O,l,..., p—l}. Ta can tinh toan gia
tri thuong cua a va b trén Z = nhu sau
z=a/bmodp. (1)

Dé tinh toan biéu thic (1) co nhiéu thuat
toan khac nhau (thudt toan Euclidean thudt todn
nhi phdn, thudt toan cong-trie va thudt toan tinh
nghich dao theo dinh ly Fermat’s Little) trong
phan nay ching tdi lya chon thuat toan nhi phén
de thiet ké module nghich ddo trén truong
GF(p).

Cho hai sb tu
abeZ {01..p-1}

nhién a, b:

- Néu ca hai s6 déu chin, khi d6 ta co:
GCD(a,b) = 2.GCD(a/2, b/2)

- Néu chi c6 mot sd chin, gia sir b chén thi
GCD(a, b) = GCD(a, b/2).

- Néu khong c6 so nao chan va gia st a>b
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thi khi d6 GCD(a,b) = GCD(a, a -b) va khi

d6 a—Db1a sb chan.

Lap lai qua trinh trén sau mot s6 hiru han m
bude ta sé tim dugc mot s6 xac dinh GCD(a ,b)

= GCD(2p, 0). Tir day ta co thé xdy dung thuat
a
toan tinh Z= b mod P nphy sau:

Thuét toan nhi phan tinh nghich dao trén
GF(p):
a:=p;b:=y;c:=0;d:=x;
Trong khi a > 1 lap

Trong khi (b mod 2) = 0 lap

b :=b/2; d := Divide_By_2(d, P);
Két thiic Igp;

Néub>=a thi b:=b-a; d:=
P; Neu khong thi

Old_b :=b; b:=a-b; a:=0ld_b;
Old_d :=d; d := (c-d) mod P; ¢ := Old_d;
Két thiic néu;

Két thiic Igp;

Z:=c;

a b a

b

BY trir B trir

+ * d+bgp
0

1/ 2

J

d2'mod p
p a |ab y b2 | b-ala-b
; 012 ;

Thanh ghl

(d-c) mod

b

B cjng theo ity [“h—
kign

ce
Thanh ghi

ce
Thanh ghi
k- bit K - bit k- bit k- bit

b oo

b d zc

H|nh 4. CAu trdc phép chia/nghich dao theo thuat
toan nhi phan trén trudng GF(p)

Thanh ghl

lIl. THIET KE CUNG HOA PHEP NHAN
DIEM ELLIPTIC TREN TRUONG GF(p)
A. Thiét ké cirng héa phép cong diém Elliptic
trén truong GF(p)
Phép cong diém elliptic dugc dinh nghia
nhu ¢ phan trén khi d6 toa d¢ diem R=P +Q
duoc xac dinh nhu sau:

X3:/12_X1_X2

Yo =A(X, —X;) — Y, voi ﬂ:u

x3 x1

X1-X3

Alx — %) Mod p

¥3

Hinh 5. C4u trac phép cong diém elliptic trén truong
GF(p)

B. Thiét ké cirmg héa phép nhin déi diém
Elliptic trén truong GF(p)

Phép nhan doi elliptic dugc dinh nghia nhu

& phan trén khi d6 toa do diém R=2P duoc

xac  dinh nhu  sau: X, = Af— 2%,
2
= A(X —X;) — Y, voi Lo ta
2y,

Y3

Hinh 6. Ciu tric phép nhan déi diém elliptic
trén truong GF(p)
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C. Thiét ké cimg héa phép nhan diém Elliptic
trén truong GF(p)

Viéc cung hoa phép nhéan diém elliptic trén
truong GF(p) la qua trinh ghep nbi cac module
da thiét ké cimg hoa & cac muyc trén, ciu tric
module thuc hién phép nhan diém elliptic trén
GF(p) nhu sau:

(K+ carry)/2

|t A e
e —

4‘11‘0“—!

[g—0A
) X e

() ] X e

Y

Cing Piém

A MaN=
A-d—

dA—

l:[!!t:
(L

odX—

iA—
X
X:

[}
ATLXEAN
)
X"1XaN

[

IV.KET QUA THUC HIEN

Module phép nhan diém elliptic trén truong
GF(p) dd duogc chung toi tong hop trén 02 nén
chip xc7z030 va xc7z045 va dang dugc tng
dung trong dé tai nha nudc “Nghién ctru thiét
ké, ché tao module bao mat phan ctimg HSM,
mg dung trong cac hé théng bao mat va xac
thuc thong tin”. Dudi day 1a két qua tong hop
phép nhan diém trén 02 nén tang phan clng
khac nhau

Bang 1. Két qua cai dat thudt toan nhan
diém trén nén tang phan ciing FPGA

¥
‘ Thanh ghi XQ, Y

X

|

Hinh 7. Céu trac phép nhan diém elliptic
trén truong GF(p)

[ T v —
~— Uy O———of

Giao dién module thyc hién phép nhan diém
elliptic trén truong GF(p) dua trén cong nghé
FPGA:

Hinh 8. Giao dién module phép nhan diém
elliptic trén truong GF(p)
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Initial: K . Tél’l Sé Té.i
Thuat Chiéu hoat | nguyén
toan Chip dai | dong | thiétké
) nhqén FPGA chuoi
diém bit M (L
}VT Hz) UTs)
Xc7z030 136.1 | 34472
.
todn 1 | XC72045 | 256 157.3 | 34486
V.KET LUAN

Trong ndi dung bai bao nhom tac gia trinh
bay gidi thiéu, phan tich, lya chon thudt toan
nhan diém va mot sb thuat toan thuc hién céac
phép tinh co so trén hé mat duong cong elliptic.
Dé tir d6 1am co so cho viée thiét ké cimg hoa
phép tinh co s& trong muc Il va phép nhan diém
trong muc III. Trién khai cac phép toan trén
FPGA bang ngon ngr mo ta phan cung HDL
VHDL. Dua ra két qua tong hop veé tai nguyén
thiét ké, tan s6 hoat dong cta phép tinh trén 02
chip FPGA xc7z030 va xc7z045. Két qua phép
tinh hoat dong on dinh, dap mg dugc yéu cau
dé ra, dugc ung dung trong dé tai nha nudc
“Nghién ctru thiét ké, ché tao module bao mat
phan cing HSM, tng dung trong cac hé thong
bao mat va xac thyc thong tin”.
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