Nghién ciru Khoa hoc va Cong nghé trong linh vuC An toan théng tin

Vé mot giai phap cung hoa phép tinh liiy thira
modulo

Tom tit— Phép tinh liiy thira modulo 1a phép
tinh co ban trong cic nguyén thiy mat ma RSA.
Paiy la phép tinh phirc tap, tiéu ton tai nguyén va
thoi gian thuwc hién (dic biét véi cac s6 16n). Thye
thi ctrng héa phép tinh lily thira modulo trén
FPGA gitip nang cao toc do xir ly, giam thoi gian
cho phép tinh, dap wng yéu ciu trong bai toan
thuc té. Trong tim phép tinh liy thira 1 phép
nhin modulo sé 16n. Trong ndi dung bai bio
chung toi trinh bay gidi thi€u, phan tich, lwra chon
thuit toan liiy thira modulo va phép nhan modulo
Montgomery dua trén mdt sé cong trinh nghién
ciru trén thé giéi. Phép tinh lidy thira modulo
dwogc thyc thi bing ngdn ngir md ta phin cing
HDL Verilog s6 modulo Ira chon 2048 bit, chip
FPGA XC7z045. Két qua thuc hién phép tinh liy
thira modulo véi hai giai phap thiét ké 16i IP nhan
Montgomery khic nhau dwoc tong hop ngin gon
trén Bang 1 va Bang 2.

Abstract— Modular exponentiation is the
basic operation in cryptography algorithm RSA.
This’s a complicated algorithm, consuming
resource and time to implement (especially with
large number). Hardware implementation of
modular exponentiation on the FPGA would
increase speed, reduce computation time that is
required by the practice. The heart of modular
operand is modular multiplication of large
number. In this paper we presented introduction,
the analysis, choosing modular exponentiation
algorithm and modular multiplication
Montgomery based on several public researchs
on the world. Modular exponentiation operation
is implemented with hardware language HDL
Verilog with the modulus is chosen as 2048 bit,
chip FPGA XC7z045. Implementation results of
modular exponentiation with two different
designs of IPcore Montgomery is briefly
presented in Table 1 and Table 2.
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. GIOI THIEU

C6 thé ndi cho dén thoi diém hién tai RSA
la hé mat ma khoa cong khai dang dugc ting
dung rong rii nhit trong cac san pham bao mat
va an toan théng tin. Dé hé théng mat ma RSA
dugc tng dung mot cach hiéu qua va an toan,
trén thé gigi di co nhiéu cong trinh nghién ciru
cai tién thuat toan tinh liy thira modulo trén
phan cing va phidn mém, day 1a phép tinh co
ban tiéu ton nhiéu thoi gian tinh ton nhét trong
cac nguyén thuy mat ma RSA. Trén co s& cac
két qua da duoc cong bd trén thé gidi, trong bai
viét nay chung t61 trinh bay viéc phan tich, lya
chon va trién khai cai dat cimg hoa thuét toan
tinh lity thira modulo vdi d dai modulo la 2048
bit, duwa ra mot s6 danh gia ban dau khi két qua
cai dat dugc thyc thi trén Chip Xilinx XC7z045.

Pé thuc hién phép liy thira modulo, chung
ta c6 thé st dung mot trong cac thuat toan: phép
Ity thira nhi phan tir trai qua phai (Left-to-right
Binary Exponentiation), phép lily thtra nhi phan
tr  phai qua trdi (Right-to-left Binary
Exponentiation) phép lily thira cira s6 truot
(Slide -window Exponentiation) Tuy thudc vao
moi trudng cai dat ma moi thudt toan cd nhing
diém manh yéu khéc nhau. Dudi day chung t6i
xin gidi thi€u mat s6 thuat toan tinh Ity thura
modulo dua ra phan tich, Iya chon ra mét thuat
toan hiéu qua thyc thi trén nén ting phan cimg
FPGA.

Phan tiép theo cua bai béo s& c6 bd cuc nhur
sau: Muc II s& trinh bay mét s thuét toan liy
thira modulo va mét s6 cai bién cho phép nhan
nhanh Montgomery. Tiép theo Muc III s& trinh
bay cach trién khai thuc hién. Két qua thyuc hién
s& duoc trinh bay trong Muyc IV va cudi cing 1a
Muc Két luan.
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Il. THUAT TOAN LUY THUA MODULO

A. Mot 6 thudt toan [ty thiea modulo
Thudat todn [1]. Thuat toan liy thira tie trai
qua phai k-ary
Dau vao: g va e = (e;ewr...e16 )& day b =
2*vak> 1;
Dau ra: ¢°
1. Tinh toén trudc
11.go<1
1.2. Cho'i chay tir 1 t6i (2° - 1) thyc hién:
go < gi.t do d6, gi = ¢
2.4 1
3. Cho i chay tir t giam vé 0 thyc hién nhu
Sau:
314« 4%
3.2. 4 Ag;
4. Tra lai két qua A
Thudat toan [2]. Thuadt toan liy thua sliding-
window
Dau vao: g va e = (erer1....e1 € ), v6i & = 1,
va mot s0 nguyén k >> 1
Pau ra: ¢°
1. Tinh toan trudc
11l g—g g2 g
1.2. Cho i chay tir 1 t6i (2% - 1) thyc hién:
O2i+1 < g2i-1.02
22A— 1 i+t
3. Trong khi i >> 0 thyc hién:
3.1 Néue=0thi 4« 4% i« i-1
3.2, Néu khong ( ei# 0), tim chudi bit dai
nhat €; ei..... g/ sao cho i - [+1 <k va e; = 1 thuc
hién nhu sau:
A — A +1. g(eiei_l....el)z, i— [-1
4. Tra lai két qua A
Thuat toan 1Ty thtra tur trai qua phai k-ary va
thudt toan sliding-window thuc hién phép tinh
Iy thira qua bon budc tinh toan va hai vong 1ap
thuc hién tai budc 1 va bude 3. Trong d6, Budc
1 thyc hién tinh toan trude gia tri gi va goiva lam
gia tri dau vao trong vong lap tai budc 3. Viée
thyc hién tinh toan trudc gia tri cia g va Qzi+1
gitip qua trinh thyc hién thuat toan nhanh, giai
phép nay rat phu hop vai viée cai dat thuc trén
phan mém, bang cach ta luu trir cac gia tri tinh
todn trudc.
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Thudat toan [3]. Lily thira nhi phdn tuw trai
qua phai
Pau vao: g € G, A 1a mot sé nguyén duong
vae= (et €t-1....€1 €9 )2
Dau ra: ¢°
1. A1
2. Cho i chay tir t giam dan vé 0 thuc hién
nhu sau:
21. A— AA
2.2.Néuej=1thi4—A.g
3. Tra lai két qua A
Thudat toan [4]. Liy thiea nhi phan tie phai
qua trai
DPau vao: g € G va mot s6 nguyén duong
e>>1
Pau ra: ¢°
lA—1,S«—¢g
2. Trong khi e # 0 thuc hién nhu sau:
2.1.Néueléthid«—4.S
2.2. e—e/2
23.Néue#0thiS«<S.S
3. Tra lai két qua A
Déi voi Thuét toan 3, trong vong lap tai
bude 2.1 va 2.2 két qua phép tinh A trong bude
2.1 lam gia tri dau vao cho budc 2.2. Do vay
qqé tri’nh thuyc hién phai ‘tinh toén’ trinh tu noi
tiép ket thuc budc 2.1 roi méi dén bude 2.2.
Trong khi d6, khac voi Thuat toan ,3, ¢ Thuat
toadn 4, trong vong 1dp tai budc 2 ket qua phép
tinh bude 2.1 va 2.3 ¢6 thé thyc hi¢n tinh toan
song song dé nang cao toc do thyuc thi phép tinh.
Trong tam phép luy thura 1a phép nhén modulo
va phép binh phuong modulo s6 16n. Trén thé
gio1 gn day da co nhi€u cong trinh cong bo lién
quan dén vi€c néng cao tinh hiéu qua phep nhan
va phép binh phuong modulo, trong d6 phai ké
t61 thudt toan nhan Montgomery modulo. Trong
phan tiép theo chiing t6i xin gidi thiéu mot giai
phap cai bién cho phép nhdn Montgomery
modulo s6 16n, dong thoi dua ra két qua thuc
hién va danh gia vi¢c cai dat thgat toan liy thira
modulo trén ngdén nglr mod ta phan cung FPGA.
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B. Mgt sé cdi bién cho phép nhdn nhanh
Montgomery

Thudt toan [5]. Thudt toan nhdn
Montgomery co ban

Dau vao: X,YNv6i 0< XY <N
Pau ra: P = (X*Y(2™) mod N
N: s6 modulo
n: do dai theo bit cia N
X;: bit thir i cia X
1.P:=0
2. Vé6i (1=0; i < n; i = i++) thyc hién
2.1.P =P+ X*Y
2.2.NéuPy=1thiP =P +N;
23.P=P/2;
3.NéuP>NthiP=P-N
Han ché cua thudt todn nhian Montgomery
co ban 1a str dung 2 bd cong c6 nh¢ trong vong
1ap ¢ bude 2.1 va 2.2, do d6 dg tre lan truyén
trong cai dat cing héa sé bang n do tré lan
truyén ciia mot FA (Full Adder) mot bit. Co rat
nhiéu phuong phap trong thiét ké d€ tang hi¢u
qua tinh toan va giam thoi gian tré cho bg cong
trong do phai ké tdi phuong phap sut dung bd
cong CSA (Carry Save Adder). B cong CSA
khong phu thude vao c& nhé lan truyeén nén thoi
gian tré trong moi phép tinh ding bang do tré
CI:Ja mot bo cong FA mat bit. Tuy nhién ket qua
déu ra cua bo cong CSA la két qua trung gian
chua phai 1a két qua cudi cung cua phép tinh.
bé thay duoc viéc ung dung bd cdng CSA Véq
thuat toan nhan Montgomery co ban nhu thé
nao, chiing ta xem xét cac cai bién dudi day.
Thugt toan [6]. Thugt toan Faster
Montgomery
Dau vao: X,Y,N v6i 0 <X Y <N
Pau ra: P = (X*Y(2™)) mod N
N: s6 modulo
n: o dai theo bit cia N
X;: bit thtr i cua X
1.S=0,C=0;
2. Vi (1=0; i < n; i = i++) thuc hién
2.1.
Néu ((So=Co) va (X)) thil=0
Néu ((So!=Co)va ~X; thil =N
Néu ((So » Co” Yo) &X;)thi 1=Y

Néu (So™ Co”Yo) & ~Xithi I=N+Y

2.2.(S,C) :=CSA(S,C,1);

23.5:=SDiv2;C:=CDiv2
3.P=S+C;

4.Néu P>Nthi P=P-N;

Piém ndi bat cua thuit todn Faster
Montgomery so v6i thudt toan Montgomery co
ban do la trong vong 13p thay the hai bo cong co
nhé bang mot bo cong CSA, véi sy thay the nél)NI
giam duoc tai nguyén thict ke, giam duge do tre
¢ nhé trong bd cong s6 16n nang cao dugc tan
s0 hoat dong cua 10i IP khi thyc hién giai phap
nay. Han che trong thudt toan Faster
Montgomery van st dung mét by cong ¢6 nhé ¢
ngoai vong ldp trong Budce 3, vi vay tan so tong
hop cua IPcore Faster Montgomey van phu
thudc vao tan so by cong nay. Tiep theo ching
t0i s& gidi thiéu mot ket qua dugce cong bo trong
bai bao [3] dé cai tién b cong trén.

Thudt toan [7]. Thudt todn Semi Carry Save
Adder Montgomery

Déau vao: X,Y,N véi 0 < XY <N

Pau ra: SS[k+2]= (X*Y(2™)) mod N

N: s6 modulo

n: d6 dai theo bit N

1. (SS,SC) = CSA(Y,N,0);

2. Trong khi (SC!=0)

(SS,SC) = CSA(SS,SC,0);
3.D=SS;

4. SS[0] = 0; SC[0] = 0;

5. Véi (i=0; i<n+1; i++) thyc hién

di = (S[iJo * Cli]o + Xi* Yo ) mod 2;
Néu (Xj = 0 va g; = 0) thi 1 = 0;

Néu(Xi=0vaq =1)thil=N;
Néu(Xi=1vaq =0)thil=Y;
Néu(Xi=1vaq =1) thil=D;

(SS[i+1], SCI[i+1] ) = CSA(SSIi], SCIi],1)/2;

6. Trong khi (SC[k+2] I=0)

(SS[k+2], SC[k+2]) = CSA(SS[k+2],SC[k+2], 0);

7. Tra lai két qua SS[k+2];

Diém noi bat giai phap Semi Carry Save
Adder Montgomery (SCSAMM) la thay the bo
cong ¢6 nhe trong Budc 3 cua thuat toan Faster
Montgomery bang b cong SCSA tai Buoc 6
trong thuat toan SCSA Montgomery. Vi giai
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phap thiét ké nay thuat toan khong con str dung
bo cong ¢6 nhé. Do dé, s& khac phuc duoc han
ché trong thuat toan Faster Montgomery, nang
cao tan s6 hoat dong cho 16i IP nhan
Montgomery sau khi tong hop, va giam thoi
gian thuc hién mot phép tinh dé giai phap nay
c6 thé ap dung hiéu qua véi nhitng sé6 modulo
c6 kich thudc 16n nhu 2048, 3072, hoac 4096.

1. PHUONG PHAP TRIEN KHAI THUC
HIEN THUAT TOAN LUA CHON

A. Thiét ké citng héa 16i IP SCSA Montgomery

Loi IP SCSA dugce xay dung thiét ké dua
trén thuat toan [7] voi do dé’i sO modulo 2048
bit, dudi day la mo hinh thiét ke 161 IP SCSA
Montgomery trén FPGA.

Y L
H
o—* O o—;\ qu opr
cul0 ciL Ay
N ()
v ! Y
l Y ch'
s s Loop_control ||
Ctrl_0
. Y > Zero D —»
SS[k+2]
Y

Hinh 1. M6 hinh thiét ké 16i
IP SCSA Montgomery trén FPGA

L8i IP SCSA duoc thiét ké str dung mot bo
cong trung thm CSA voi ba ngd dau vao 1,2,3
va hé thong céc thanh ghi luu trix X, SS, SC, N.
Trong d6 thanh ghi X, N duoc thiét ké dé luu
gia tri dau vao, SS va SC luu két qua tinh toan
dau ra, cac thanh ghi duogc thiét ké c6 do dai
2048 bit. By diéu khién vong lap dong vai tro la
may thai, diéu khién qua trinh hoat dong cua 15i
IP dong thoi sinh ra cac tin hiéu diéu khién
Ctrl_0, Ctrl_1 dugc st dung dé lua chon dau
vao cho bd cong CSA. Két qua mdi vong thuc
hién duoc luu & hai thanh ghi SS, SC dong thoi
lam gia tri phan hoi cho vOng lap tiép theo. SH
vong lap phu thudc vao kich thude chidu dai
chudi bit ctia s6 modulo. Duéi day la két qua
téng hop thuc hién 16i IP SCSA Montgomery
trén chip FPGA.
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BANG 1. KET QUA THUC THI LOI IP
MONTGOMERY TREN FPGA

Chidu Tan so6 Tai
e s Chip e hoat ngqyéq
Thuattodn | coon | daIDIt g 1 thic ké
(9 (MHz) | (LUTS)
TT[6]

Faster MM 194 25.279

TT[7] Xcr 2048

2045

SCSA MM 284 20.241

Loi IP SCSA Montgomery dugc thiét ké
theo Thudt toan [7] da giai quyet duge han ché
trong Thuat todn [6] nang cao tan so hoat dong
cua 16i IP tir 194 MHz Ién 284 MHz day la mot
minh ching cho thay tinh hi¢u qua cua I8i IP
dugc thiet ké theo giai phap SCSA
Montgomery.

B. Thuec thi phép tinh lity thita modulo

1. RSA va phep tinh liy thira modulo

Phép ma hda giai md RSA thuc hién tinh
toan nhu sau: C = M® (mod n), M = CY (mod n)
trong d6 M |a ban 18, C 1a ban m4, e la khoa
cong khai (public key), d la khéa bi mét (private
key), n la s6 modulo ¢6 Kich thudce k bit. Moi
quan hé gitra e,d,n dugc thé hién qua biéu thirc
e.d = 1(mod(p-1)(g-1),véi n = p.q, trong d6 p
va q la hai s6 nguyén to 16n c6 kich thude xap
xi k/2 bit.

2. Sir dung 161 IP SCSA Montgomery trong
phép tinh lity thira modulo

Dua trén viéc phan tich wu nhuge diém cac
thudt todn cai dat phép tinh liy thira modulo,
trong bai bao nhém tac gia thuc hién theo thuat
toan [4] str dung song song hai 18i IP SCSA
Montgomery  dugc ky hiéu SCSA_MI,
SCSA_M2 d¢ nang cao toc d cho phép tinh liy
thira modulo. Thuét todn [4] duoc trién khai nhu
Sau:

Thudt toén liy thuwa (C,M,d,n)

K= 2% (mod n)

k : kich thude chiéu dai chudi bit

n: s6 modulo

1. P[0] = SCSA_M1(K, C, n);

R[0] = SCSA_M2(K, 1, n);
2. Vong lap cho i chay tir 0 toi k
Néu d[i] = 1 thi
R[i+1] = SCSA_M2(R[i], P[i], n);
Két thlc néu;
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P[i+1] = SCSA_M1(PJi], P[i], n);

Két thic vong lap

3. M =SCSA _M1(1, R[K], n);

Tra lai két qua M;

L6i IP phép tinh liy thira modulo 2048 bit
duogc 1ap trinh bang ngbn ngit mo ta phan cimg
HDL Verilog, duoc thuc hién kiém tra theo bd
tiéu chuan tham s6 NIST FIPS 186-3. Duéi day
1a mot s6 két qua thuc hién 18i IP phép tinh liy
thira modulo:

BANG 2. KET QUA CAI DAT THUAT TOAN [4] LUY
THUA MODULO SU DUNG CAC IP BO NHAN
MONTGOMERY KHAC NHAU TREN FPGA

BANG 3. KET QUA THUC HIEN MOT SO PHEP TINH

LUY THUA MODULO
) 3 RSA RSA
Siip 9| FPGA © khéae | khoad
(ms) (ms)
IPcore nhan
Faster MM 0,24 211
| xc7
Peorenhan | oe | 08 | 022
SCSA MM 15,6

Thuat toan Chidy | Tanso T
4 Chip e hoat nguyén
[4]sudung | -p dai bit dong thiét ké
IPcore ()
(MHz) (LUTs)
IPcore nhan
Faster MM 194,4 48.740
3 ha XCT
re nhan
corennan | 045 | 2048
SCSA MM 281,2 42.311

LGi IP phép tinh Iy thira modulo 2048 bit
str dung 16i IP nhan modulo dua trén giai phap
méi Semi  Carry Save Adder (SCSA)
Montgomery. Biéu nay khic phuc duoc mot sb
han ché trudc d6 ctia phép nhan modulo duoc
thiét ké theo giai phdp Faster Montgomery. Két
quéa tong hop 18i IP trén nén tang phan clng
chip FPGA XC7z045 nhu sau: s luong thanh
ghi 57.475 chiém 13%, s cong LUTs sir dung
61.929 chiém 28% tong s tai nguyén cia chip
FPGA, tin sb hoat dong 16n nhit cua 16i IP dat
281 MHz, duoc thé hién trong Hinh 2.

Device Utilization Summary (estimated values) | [
Logic Utilization Used Available
Number of Slice Registers 57475 437200 13%
Number of Siice LUTs 61929 218600 B%

Utilization

Number of fully used LUT-FF pairs 39024 80380 4%
Number of bonded [0Bs 0 0 0%
Number of BUFG/BUFGCTRLS 2 k7] 5%

Speed Grade: -2

Minimum period: 3.556ns (Maximum Fregquency: 281,207MHz)
Minimum input arrival time before clock: 1.091ns
Maximum output required time after clock: 1.836ns
Maximum combinational path delay: No path found

Hinh 2. Két qua tong hop 16 IP trén nén tang phan
cting chip FPGA XC7z045

Dé thay rd hiéu ning cua thuit toan 6 so Vi
cac thuat toan 3 va thuat toan 5, nhém nghién
chu di tong hop va nap lén chip
ZynQq7z045ffg676-2 thuat toan ldy thira modulo
su dung cac thuat toan néu trén. Mot s6 tiéu chi
ky thuat so sanh giita chiung c6 thé tom luoc
nhu trong Bang 4 du6i day (van véi cac tham sb
trong [5])

BANG 4. SO SANH CAC THUAT TOAN NHAN
MODULU TREN CHIP Zynq7z045ffg676-2

Thoi Thoi
Thuat . Tai . .
. Tan s6 i gian gian
toan lock nguyén he he
cloc o é é
nhan thiét ké Phep Phep
MHz ma hoa | giai ma
modulo (%)
(ms) (ms)
T.Todn 3 | 141,36 25% 0,338 42,00
T.Toan5 | 225,78 33% 0,218 21,10
T.Toan6 | 284,10 28% 0,24 15,67

Trong bang Bang 4 cho ta thiy 15i IP liy
thira modulo ap dung giai phap thiét ké 15i IP bo
nhan modulo Montgomery theo phuong phap co
ban,tai nguyén chiém 23%, tan sb hoat dong 16n
nhit 141 MHz, thoi gian thyc hién phép tinh Iy
thira 42,0 ms. Ap dung giai phap thiét ké 13i IP
bd nhan modulo Faster Montgomery tai nguyén
chiém 33 %, tan s6 hoat dong 225 MHz, thoi
gian thuc hién phép tinh ldy thura 21,1 ms. Con
véi viée ap dung thiét ké 15i IP bo nhan modulo
theo giai phap SCS-based Montgomerytai
nguyén chiém 28% tong sb cell logic, thanh ghi,
tan s6 hoat dong 284 MHz, thoi gian thyc hién
mot phép tinh 15,67 ms, day 1a mot két qua méi
rit y nghia trong bai toan thuc thi hiéu ning cao
(cac két qua trén dugc thuc hién trén chip trén
chip Zynq7z045ffg676-2)
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IV. KET QUA THUC HIEN

Trén co s cac két qua nghién ctru da duoc
cong bd trén thé giéi vé téi uu hoa hiéu ning
khi trién khai cdc thuit toan tinh liy thura
modulo bang ngdn ngit md ta phan ctng, nhom
nghién ctru da phén tich, danh gid va lua chon
va cai dat thanh cdng thuat toan liy thira nhj
phén tir phai qua trdi &p dung giai phdp Semi
Carry Save Adder trong b nhan Montgomery.
Két qua thyc thi trén dong chip Zynq
72045ffg676-2 cho thiy cac uu diém vé i
nguyén thiét ké, tin s6 hoat dong, thoi gian thuc
hién da thé hién két qua tot hon so voi mot sb
thuat toan dugc cong bd trude d6. Cac két qua
trén cling da duoc chung téi tich hop cho cac
module phan cimg bao mat (HSM) do Vién
Khoa hoc Cong nghé mat md, Ban Co yéu
Chinh phu chu tri thiét ké ché tao.

V.KET LUAN

Trong khuon khd bai béo nay, nhéom tac gia
trinh bay va cap nhat mot sd cong trinh nghién
ctru khoa hoc trén thé gidi. Tir 6, phan tich mot
s6 thuat toan, dé Iya chon ra mot phuong phap
hiéu qua c6 thé thiét ké ctimg hoa phép tinh liy
thira modulo 2048 bit. Trong phan thyc nghiém,
nhom tac gia trién khai thyc thi phwong phap
ndy bang ngdn ngit mod ta phan cimg HDL
Verilog, st dung nén tang phan cimg c6 sin Kit
FPGA ZynqZC706. Sau d6, dua ra mot sd két
qua so sanh gitra cac giai phap ma nhom da thuc
hién véi cac giai phap da co, dé lam rd tinh wu
viét cua giai phap nghién ciru méi ma nhém lya
chon. Trong thoi gian tdi, hudng nghién cuu
tiép theo nhom sé& thuc hién giai phéap trén véi
phép tinh Ity thira modulo 4096 bit.
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