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Phat trién Framework tng dung AI ho tro
tur dong khai thac 10 héng bao mat

Nguyén Manh Thién, Pham Ding Khoa, Nguyén Pirc Vuong, Nguyén Viét Hing

T6m tit—Hién nay, nhiém vu danh gia an toan
thong tin cho cic hé thong thong tin c6 y nghia
quan trong trong dam bao an toan thong tin. Panh
gida/khai thac 16 hdng bio mit cin dwoc thue hién
thuwong xuyén va ¢ nhiéu cip d9 khac nhau ddi véi
cAc hé théng thong tin. Tuy nhién, nhiém vu nay
dang gip nhiéu khé khiin trong trién khai dién
rong do thiéu hut di ngii chuyén gia kiém thir chit
lwong & cac cip do khac nhau. Trong khuén khd
bai bao nay, chung t6i trinh bay nghién ctru phat
trién Framework cé kha ning tw dong trinh sat
thong tin va tw dong lya chon cac mi dé tién hanh
khai thiac muc tiéu dua trén coéng nghé hoc ting
cuong (Reinforcement Learning). Bén canh do
Framework con c6 kha nang cap nhat nhanh cac
phwong phap khai thac 16 héng bao mat méi, hd
tro tot cho cac can b phu trach hé théng thong tin
nhung khong phii 1 chuyén gia bio mit c6 thé tw
dong danh gia hé thong cia minh, nhim giam
thiéu nguy co tir cic cudc tin cong mang.

Abstract—Currently, security assessment is one
of the most important proplem in information
security. Vulnerability assessment/exploitation
should be performed regularly with different
levels of complexity for each information system.
However, this task is facing many difficulties in
large-scale deployment due to the lack of
experienced testing experts. In this paper, we
proposed a Framework that can automatically
gather information and automatically select
suitable module to exploit the target based on
reinforcement learning technology. Furthermore,
our framework has intergrated many scanning
tools, exploited tools that help pentesters doing their
work. It also can be easily updated new
vulnerabilities exploit techniques.

_ Tir khéa—Bdnh gid kiém thir xam nhdp; Phan tich 16
héong bdo mdt; Hec ting cwong; M6 hinh Asynchronous
Advantage Actor-Critic; A3C.
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Reinforcement learning, automated exploitation.
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1.GI161 THIEU CHUNG

Lo héng bao mat dé cap dén su thiéu sot hodc
yéu kém cua hé thong c6 thé dan dén viéc danh
cép dr liéu bi mat, pha v tinh toan ven cua dir
liéu hodc anh huong dén tinh kha dung cua tng
dung. Ké tan cong co thé truy cap thong qua
nhitng diém yéu nay va sau d6 khai thac, pha hoai
hé théng.

Pé kiém thir khai thac 16 hong bao mat, thong
thuong phai trai qua giai doan trinh sat thong tin.
Sau khi thu thap du cac thong tin can thiét, kiém
thir vién s& tién hanh danh gia cac 16 hong bao
mat, lva chon ra céac 16 héng 6 tiém nang khai
thac. Kiém thtr vién sé& xay dung hoac lya chon
cac cbng cu tan coéng phu hop, tién hanh thir
nghiém khai thac. Qua trinh nay thuong s€ dugc
thuc hién tryc tiép boi cac chuyén gia c6 kinh
nghiém, voi sy gitp do cta cac cong cu hd trg.
Hién nay, nhiéu cong cu da dugc phat trién dé
gitp thuc hién thu thap thong tin va kiém tra cac
16 héng bao mat ton tai trong hé théng, c6 thé ké
dén nhu:

- Nmap (“Network Mapper”) [1] 1a mot cong
cu bao mat duoc phat trién bai Gordon Lyon. N6
dugc dung dé phat hién cac may chu va cac dich
vu trén mang may tinh bang cach giri cac goi tin
va phan tich cac phan hoi.

- Acunetix Web Vulnerability Scanner [2]: 1a
mot cong cu kiém tra bao mat ung dung web. No
tw dong kiém tra cac ing dung web dé tim kiém cac
16 hong bao mat nhu SQL Injection, Cross-Site
Scripting (XSS), ... Py 1a mot phin mém tra phi.

- Metasploit [3]: La mot méi truong dung dé
kiém tra, tan cong va khai thac 156i cia cac
service. N6 duoc phat trién tir ngdn ngit Perl va
c6 thé chay trén hau hét cac hé diéu hanh: Linux,
Windows, MacOS.

- Wappalyzer [4]: La mot tién ich da nén tang
giup kham pha cac cong ngh¢ dugc str dung trén
cac trang web.



Phan 16n cac phan mém ké trén déu thyc hién
mdt chirc ning nhat dinh, khong c6 phan mém
nao hd tro hiéu qua day du cac budc nhu da mo
ta nén nguoi dung khong cé dugce danh gia chinh
xac vé mirc do an toan thong tin ctia hé thong.
Bén canh d6, viéc xuat hién nhiéu trudng hop
canh bao gia khi do quét 16 hong bao mat mang
dén nhiéu kho khian cho can bo phy trach hé
thong thong tin néu nhimg ngudi nay co it kién
thirc vé& bao mat hé thong.

Hién nay da tdn tai mot sé6 Framework khac
nhau dé kiém tht bdo mat. Trong dé co thé ké
dén nhu:

- Rengine [5]: La mdt Framework thu thap
thong tin. N6 cho phép tich hop cac cong cu thu
thap thong tin khac dé thyc thi va dwa ra mot két
qua tong hop.

- VulScan [6]: La mot Framework cho phép
tich hop cac ma khai thac cho cac 16 hong phd
bién(CVE) va kiém thr trén muc tiéu voi mot
giao dién web.

- Nexpose [7]: La mot cong cu tinh phi cho
phép thu thap thong tin, do quét, khai thac cac 16
hong bao mat (n€u co6) cua cac hé thong.

- TestREx [8]: Mot Framework cho phép
kiém thir ma khai thac voi cac cau hinh hé thong
khac nhau ciia website. Str dung két hop docker
Kkét hop selenium 13p lai thao tac kiém thir trén
giao dién thir nghiém ma khai thac véi cac 16
hong khac nhau(XSS, SQL injection, ... ).

Cac Framework hodc cong cu trén duogc thiét
ké va xdy dyng chi danh cho mét sé6 muyc dich
nhit dinh nhu: thu thap thong tin, khai thac 15
hdéng bao mat nhung nguoi st dung phai dién
thong tin chinh xac diém cudi(endpoint) dé tién
hanh viéc kiém thu,... Mot sb cong cu c6 ma
ngudn dong chi cho phép kiém thtr dua trén cac
cong cu di dugc cAu hinh sin trong hé théng gay
kho khan cho ngudi dung va anh huong dén két
qua kiém thtr. Tir d6 dat ra viéc phai phat trién
mot Framework cho phép ngudoi dung cé thé su
dung cac cong cu mong mudn, tham chi 1a do
nguoi ding tu dinh nghia dé c6 thé kiém thir bao
mat hé thong thong tin. Viéc tich hop 14 can thiét
gitip tan dung diém manh cua timg cong cu, toi
da hoa két qua phuc vu cho viéc kiém thir bao
mat. Viéc kiém thir khong chi gidi han trong cac
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website ma mé rong ra dén ca cac h¢ thong thong
tin chi can c6 két ndi mang dén.

Framework dugc thiét ké va xdy dung nhim
cho phép nguoi ding ¢ thé thyuc hién day di cac
budc trong quy trinh khai thac bao mat, trong do
c6 module Iya chon mi khai thac dua vao Al dé
thir nghiém tdn céng vao cac 16 hdng bao mat. Hé
thong cho phép chay song song cac tién trinh thu
thap thong tin va danh gia cac 16 hong bao mat
voi cong nghé multithreading [9] va docker [10].
Duya vao do, thoi gian thuc hién quy trinh thu
thap thong tin ciia hé théng duoc rit ngin. Bén
canh do, hé théng con thue hién tién trinh kiém
tra lai (re-testing), cho phép han ché céac trudng
hop canh bao gia va dua ra canh bao vé 16 hong
bao mat chinh xac dén nguoi quan tri.

I1.PHAN TICH VA THIET KE HE THONG

V&i muyc tiéu xay dung nén tang cho phép tich
hop céc cong cu thu thap thong tin ma ngudn mo,
tu dong tim kiém, kiém thir cac 16 hong, ching
t6i da tién hanh khao sat, phan tich quy trinh kiém
thir, khai thac 16 hong bao mat, tir d6 thiét ké ra
Framework c6 cac chitc nang phu hop.

Céc chuc nang chinh cua Framework gom:

- Thém muc tiéu, thong tin vé muc tiéu (bé'mg
céc thong tin c6 duge tir cic ngudn khac, néu cb).
Thuyec hién nhiém vu nay 1a nhém module dau vao
c6 chuc nang nhan thong tin tir phia ngudi dung
va tién xir Iy thong tin.

- Thu thap théng tin vé dbi tuong théng qua
cac module thu thap thong tin. Nhém module do
quét s€ phuc vu muc dich thu thap thong tin, do
quét cac 16 hong, thong tin ddi twong hudng téi.

-Kiém thir cac 16 hong CVE, cac 16 hong
nghiém trong. Nhém module kiém tra 16 hong c6
muc dich 14 kiém tra cac 15 hong trong qua trinh
do quét, ddng thoi tim ra cac 16 hong CVE tiém
ndng ma module do quét khong tim dugc.

-Pua ra bao cdo vé qua trinh kiém thir gdm
cac thong tin vé qua trinh do quét va thong tin
vé cac 16 hong tim duoc dong thoi cé thé thyc
thi cac 16 hong RCE khi can thiét. Nhém module
dau ra c6 myc dich dua thong tin ra sau mdi lan
kiém thtr t6i nguodi dung bang bao céo, hodc
xuat thong tin cho cac cong cu khai thac 16 hong
truc tiép khac.
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Hinh 1. Ludng dit liéu duoc xir 1y trong Framework.

-Cho phép b6 sung cac module dugc viét
bang python vao Framework dé dang. Cac cong
cu, ma nguén mo duoc cai dat trén moi truong
docker, CVE-plugins duoc viét bang python.

Dé ¢6 thé thue hién duge cac module roi rac
nhau, Framework can phai t6 chirc dir liéu, xdy
dung quy trinh chung cho qué trinh do quét, khai
thac 16 hong . Pua ra ludng dit liéu trao ddi giita
cac module, thu tu thyc hién, kha nang déng bo
tir d6 dua ra ludng dir liéu (Hinh 1).

Dz liéu dau vao: La dit liéu duoc nhap tir phia
nguoi dung, cac thong tin lién quan téi muc ti€u
can do quét, khai thac 16 hong. Cac thong tin nay
bao gém cac thong tin ma nguoi ding co.

Modules: La cic module dugc thiét 1ap sin
trén Framework, ngudi dung s& truyén cic
module vao Framework thong qua truyén tén cua
cac module. M&i module dugc thiét ké theo mot
khudn mau nhét dinh ma chi Framework c6 thé
thue thi duoc.

Chudn hoéa di liéu dau vao Framework: Véi
mdi loai dix liéu dau vao khac nhau can chuin hoa
sao cho Framework c6 thé doc duogc theo cac
treong da duoc khoi tao, ngoai cac truong do ra
thi cac dau vao khac s& duoc loai bo. Céc truong
cia dau vao duoc ldy ra tir ddu vao cua cic
module. Tt dau vao dé s& duge dua vao module
twong tmg dé module c6 thé hoat dong duoc.

Sdp xép cac module theo the tir thuec hién: Cac
module s€ dugc chia thanh cac vao cac nhom
module. Hién tai Framework hd tro 4 nhom
module chinh nhu sau: Module Input,
Module Reconnaissance, Module Expoit,
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Module Output va mdt nhém hd  tro:
Module Other. Trong qua trinh thuc thi, céc
module duoc truyén vao s& dugc phan vao 4
nhom, thir tu thue hién cac module dugc sép xép
theo nhém module.

Thuec thi module véi dau vao: Cac module s&
dugc chuyén thanh cac d6i tugng twong ting voi
mdi module dugc thuc thi. Dau vao tir
Framework s& duoc chuyén doi thanh dau vao
ctia module, diéu nay gitip module c6 thé st dung
chinh x4c cac truong can thiét.

Chudn héa dau ra cho module: Cac module
s& tra vé cac gia tri, cac truong khac nhau. Vay
nén can thiét phai chuén hoa lai theo mot mau
thong nhat chung dé cic module sau co thé st
dung. Sau d6 phan dit liéu nay sé& truyén nguoc
lai thong qua chuan hoa dau vao dé cho module
tiép theo c6 thé sir dung.

Chudn héa dau ra cho Framework: Qua trinh
xuét dit liéu dau ra cho Framework sé& tiép tuc
duoc chuin hoa sao cho dit liéu duge chinh xac
nhat. Cac module khac nhau c6 thé tra vé cung
kiéu dit liéu vay can thiét phai loai bo cac module
trung nhau. Két qua thu duoc sé& gui ra ngoai
Framework.

Piém manh ctua Framework 1a tinh mé, c6
thé cho phép dé& dang tich hgp module khai thac
moéi vao Framework. Mdi module s& chuan hoa
dau ra sao cho khép véi cac truong thong tin ma
Framework di c6. Cong viéc chuan héa bao
gom nhu sau:



- Phan loai dit liéu dau ra vé cac truong thong
tin khop véi Framework da co hodc bo sung thém
cac truong mdi néu Framework chua co.

- Loai bo cac thong tin trung 1dp trong mot
truong. Dinh nghia gidng nhau s& do cac chinh
cac module quy dinh.

- Gop céc thong tin khac nhau, xung dot voi
nhau thanh mot danh sach.

Chi tiét cac thanh phan dé Framework c6 thé
hoat dong hoan chinh dugc trinh bay trong hinh
dudi day (Hinh 2).

Tang GUI: gém API va Web-GUI cung cip
kha néng truy cap dir liéu vao Framework.

Tang Process: dam nhiém phan ludng dit liéu
tdi cac module, truy xuat thong tin toi database,
bao gom:

-Process Main: by xu ly chinh cua
Framework c¢6 nhi¢m vu: BPam nhén truy xuat dir
ligu tir database voi GUI. Truy xuét dir liéu tur
database, chuyén dinh dang dau vao cho timg
module do méi module khac nhau thi s& c6 dinh
dang khac nhau.
liéu

- Database: luu trr dor

mongoDB.

su dung

Tang nhém module: chira cac module thuc thi
chinh cua Framework, gom 4 nhém chinh:

Khoa hoc va Cong nghé trong linh vuC An toan théng tin

Module-Input: Cac module hd tro nhap dir
liéu dau vao va sau d6 chuyén thanh mdt chuan
co dinh.

Module-Reconnaissance: Nhom cac module
thu thap thong tin, dau vao s€ lay tir module-input
hodc tir cac module thu thép thong tin khac.

Module-Exploit: Nhém cac module s€ su
dung thong tin tr nhém module-reconnaissance
dé tién hanh kiém thir va tim kiém 16 hong trén
muc tiéu.

Module-Output: Nhém module xuét dau ra
cho Framework.

Cac Nhom module s€ chua cac module, cac
module s€ thuc hién cac chirc nang khac nhau
nhin chung chirc nang cta ciia module s€ dya trén
3 thanh phan chinh:

M4 thyec thi python: Module truc tiép duoc
viét bang python, thuc thi cac yéu ciu va tra vé
két qua. Cac cong cu sir dung hinh thirc nay thong
thuong la cac cong cu don gian, khong bi xung
dot nhiéu véi cac cong cu khac.

Docker: Cac cong cu duoc trién khai trén moi
truong docker s€ co6 kha nang tach bi¢t vdi cac
cong cu khac, 6n dinh hon trong qua trinh khai
thac. Chiing toi khuyén khich nén sir dung docker
dé phat trién cac module.

Ma thuc thi python

Docker Két ndi AP1

el

Nhdm Module- .
Madule Module-Input Reconnaissance Module-Exploit Module-Output

Process Process <:::> Database

Gul AP S —— Web-GUI

Hinh 2. Cic thanh phan chinh cta Framework.
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Két néi API: Két ndi, st dung tdi1 cac cong cu
trong mang, sir dung thong qua céc két ndi giao
tiép dé diéu khién, giri va nhan dir liéu.

Céc thanh phan gép phan hd tro qua trinh tim
kiém, khai thac 16 hong thuan tién nhat. Hién tai,
nhom chiing t6i da xay dung mot s6 module phuc
vu muc dich tim kiém, khai thac 15 hong (Bang 1).

BANG 1. MOT SO MODULE TRONG FRAMEWORK

Nhém Tén A
T Module module Chire niing
Module- Chuye.:fl daU‘. vao cla
1 Input muc tiéu thanh dang
Target X
chuan
Str dung cong cu
Module- | NP 40 quét cdng,
2 Nma dich vu, hé diéu
P hanh,.. st dung
docker nmap [11]
Module- Xac dinh cac cong
3 WebApp o
mo dich vu web
Detect
Do quét duong dan
4 Reconnai | Module- | ddi véi trang web st
ssance | DirSearch dung docker
Dirsearch [12]
Module- D? quét dg'ch Vu chay
5 Wappalyz trén website st dung
or docker Wappalyzer
[14]
Do quét 16 hong,
6 Module- | dich vu cia muc tiéu
Nuclei st dung docker
Nuclei [13]
Module- | Kiém thir d6i voi céc
; PoCChec 16 hong CVE sir
k dung cac script khai
Exploit thac
Module- Kiém thir str dung
8 Metasploi | module Al chon loc
tAl payload Metasploit
9 Module- Xuét bao céo dang
Report pdf
Module- | 08O gt
10 Output O;?‘ig:fe dua trén két ndi
P msgrpe [23]
Module- |y - hi 16 héng thi
11 OutputSh N N
oll cong bang shell
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III. MODULE UNG DUNG AI TRONG TU BONG
KHAI THAC LO HONG BAO MAT

Trong Framework xay dung, ching t6i co
phat trién va tich hop module khai thac 15 hong
bao mat ty dong st dung tri tu¢ nhan tao.
Module nay s€ nhan thong tin trinh sat tu
module Reconnaissance, sau d6 tu dong lua
chon ma khai thac trong cong cu Metasploit va
thuc hién khai thac.

A. Y tréng chung

Dé giai quyét van dé dat ra, chiing t6i nghién
ciu viéc 4ap dung Hoc tang cuong
(Reinforcement Learning) cho kiém tra xadm
nhdp mang tu dong. Trong nghién cuu nay,
chung t6i cai tién mé hinh hoc ting cuong
Asynchronous Advantage Actor-Critic (A3C) dé
giai quyét van dé. Module nay két ndi cong cu
Metasploit voi mot mo hinh thuat toan A3C dé tu
dong hoa viéc thuc hién mot loat cac thao tac tu
thu thap thong tin dén phat hién va khai thac cac
16 hong bao mat trén hé théng. Hé thong két ndi
v6oi Metasploit thong qua RPC API (Remote
Procedure Call) ciia Metasploit dé thuc thi cac
cau 1énh khai thac ctia Metasploit tir xa. Dya vao
thong tin trinh sat dugc tir phan Trinh sat cua
Framework t61 may chi muc tiéu, h¢ théng Kkét
nbi v6i Metasploit va mo hinh hoc ting cudng
A3C dé dua ra cac thong tin duoc s dung dé c6
thé khai thac duoc trén Metasploit (rhost, rport,
module exploit, payload, target,...), tor do gui
thong tin khai thac dén Metasploit, thyrc hién khai
thac va dua ra két qua khi thanh cong (tao duoc
session dén may muc tiéu).

Két qua trinh st @ ;\
ﬁlu,ctiéu | Python \\/

v /

\_/, Request RPC

= Respanse :API

' ™ & ‘[@melasploﬂ \%%

Training Server

Hinh 3. Céc thanh phan trong module tw dong khai
thac ung dung tri tu¢ nhan tao.



Trong bai toan nay, tur cac thong tin trinh sat
duoc (dich vy, phién ban dich vy, hé diéu hanh)
s& lay ra duoc cac module khai thac va target
(option target trong Metasploit) twong ung co
thé stir dung. Nhiém vy cua may luc nay 1a dua
ra duoc payload thich hop twong tUng dé thuc
hién tin cong. Dé giai quyét van dé nay, chiing
t6i st dung thuat toan hoc ting cuong A3C dé
danh gia va lya chon dugc cép trang thai - hanh
dong tbi vy, tir d6 dua ra cac thong tin khai thac.

B. M0 ta md hinh Al
1. Hoc tang cwong

Hoc tang cuong la k¥ thuat cho phép dua ra
chinh sach va tir d6 hoc chinh sach tot nhat thong
qua tuong tac voi moi truong. Hoc ting cuong
lién quan dén viéc day cho may (Agent) thuc hién
tdt mot nhiém vu bﬁng cach tuong tac voi moi
truong (Environment) thong qua hanh dong
(Action) va nhan dugc diém (Reward) va trang
thai tiép theo cia may. Diém nay c6 thé tot hodc
Xau, tir do, may sé& bat dau hoc va cd géng thuce
hién cac hanh dong ma c6 thé nhan vé dugc diém
t6t. Cach hoc nay dugc goi 1a trial-and-error [17].

4 May
3 (Agent)
Trang thai Bigm
(state) (reward) Hanh dgng
5 It (Action)
8

: T+ 4

; M@ truong

by St (Environment)

s

Hinh 4. Co ché hoat dong cua hoc ting cudng.
Hoc ting cuong bao gdm [17]:

e S={5, S S3 ..., sn}: 1a tap biéu dién cac
trang thai cia hé thong.

e A={ay, &, as, ..., an}: 12 tap biéu dién cac
hanh dong ctia may cé thé dugc thuc hién
tai trang thai hién tai.

Khoa hoc va Cong nghé trong linh vuC An toan thong tin

e R(s;, a)): la diém tirc thoi ma may thu dugc
khi thyc hién hanh dong a; tai trang thai s;.

e 1 duoc goi la mdt chinh sach, dugc may st
dung dé tim ra hanh dong tiép theo dua trén
trang thai hién tai.

2. M0 hinh

Thudt toan A3C dugc phat hanh bdi nhom
DeepMind cua Google vao nam 2016 va tao nén
cudc cach mang trong hoc cung ¢, nhanh chong
vuot qua thuat toan DQN quen thudc. N6 nhanh
hon, don gian hon, manh mé& hon va c6 thé dat
dugc két qua tot hon nhiéu [18]. A3C c6 thé ap
dung trong ca khong gian hanh dong lién tuc va
hanh dong roi rac.

Thuat toan cho phép may hoat dong mot
cach khong dong bo - Asynchronous. Thay vi chi
sit dung mot may dé cb gang hoc chinh sach tdi
uu nhu Deep Q learning, trong A3C su dung
nhiéu may tuong tac voi méi truong. Ta cd nhiéu
may tuong tac véi moéi trudng trong cung mot
thoi diém, twong tac voi mdi truong gidng nhau
[18]. Ta goi cac may nay la ‘worker’, dong thoi
cling c6 mot may riéng biét dugc goi la ‘global
network’. Cac ‘worker’ dwgc huin luyén song
song voi nhau va cdp nhat vao ‘global network’
sau T budc. Moi worker sau T budc s& cap nhat
trong sb vao ‘global network’, vi thé cac ban cap
nhat nay khong dién ra dong thoi, va do la
nguyén nhan cua s khong déng bo. Sau mdi lan
cap nhat, cac ‘worker’ cap nhat lai trong sb cua
n6 bang cach sao chép lai trong s6 cua ‘global
network’. Thuat toan st dung ham lgi thé -
Advantage cho mang no-ron hoc. Trong do6 c6 2
mang 1a mang Actor va Critic. Actor la mot thuat
toan Policy Gradient dé xac dinh chon hanh dong
nao, Critic 1a thuat toan Q-learning st dung ham
loi thé dé danh gia hanh dong ma mang Actor da
chon [18].

Advantage — lgi thé, duoc tinh b'fmg ham
Advantage-function la hi€u cua Q-function
(state-action value function) va V-function (state
value function) [18]. Q-function danh gia hanh
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Hinh 5. Thuat toan A3C.

dong a trong mot trang thai S va V-function dung
dé danh gia trang thai s trong khong gian trang
thai S. Tir d6, Advantage-function s& cho ta biét
muc do cai thién khi thyc hién hanh déng a so
voi gia tri mong doi cua trang thai do. Noi cach
khac, ham nay la diém phu nhan duoc néu thuc
hién hanh dong a vuot qua voi gia tri mong doi
clia trang thai d6. Néu may chon dting hanh dong,
tac 1a Q(s,a) > V(S) loi thé s& 1a mot gia trj
duong, tuy nhién, néu 1a moét hanh dong xdu:
Q(s,a) < V(s) thi loi thé s& 1a mot gia tri am. Do
d6, Advantage-function duoc st dung dé cai
thién hanh vi cia may [18].

=Q(s. a) - V(s) 1)

Boi vi khong thé tinh duge gia tri Q truc tiép
trong A3C, nén ta c6 thé udc tinh Q bang cach st
dung lgi nhuén chiét khau (discounted return) R:

A(s, a)

R=1ry+ prng1 + 72 (2)
Ham loi thé s& dugc wdc tinh bang:
A(s,a) =R —V(s) 3)

Khi d6, ham mat mat gia tri tinh bang:
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ValueLoss(L,) = X (R — V(s))? (4)

Ham mat mat chinh sach dugc tinh theo
cong thuec:

PolicyLoss(L,) = -log(n(a | s)) * 5)
A(s) - B*H(m)

Trong do, H(m) 1a Entropy, la thude do muc
d6 lan toa cia cac xac suit, dugc sir dung dé
dam bao tham do day du vé chinh sach. Khi
Entropy cao, xac suit ctia moi hanh dong s&
nhu nhau, do d6, may s& khong chic chin vé
hanh dong nao sé duoc thuc hién, khi gia tri
Entropy thap, mot hanh dong s& c6 xac suat cao
hon cac hanh dong khac va may co thé chon
hanh dong co6 xac suit cao nay. Do do, viéc
thém Entropy vao ham mat mat s& khuyén
khich may kham pha thém va tranh bi méc ket
tai diém toi vu cuc bo.

GoOp 2 ham mét mat ta dwoc ham mét mat
tong thé:

L =0.5*2(R-V(S))?- log(n(a | (6)
$))*A(S) - B*H(x)
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Hinh 6. Thuat toan A3C trong tu dong khai thac bang Metasploit [19].

Trong bai toan nay, dé xay dung mé hinh A3C
ta can xac dinh mot sb yéu td. PAu tién, moi
truong ma may tuong tac 1a méi truong két ndi
gitra Metasploit va may chi muc tiéu. Nhiém vu
cia may 1a giri module khai thac dén may chu
muc tiéu thong qua Metasploit, lam cho viéc khai
thac thanh cong. Trang thai trong bai toan nay
gdm 5 truong:

e Loai hé diéu hanh (OS type).

e Dich vu (Service)

e Phién ban dich vu (Service version)
e Module khai thac (Exploit module)

e Muc ti€u khai
Metasploit)

thac (target trong

Day 1a cac truong thong tin can thiét dé thuc hién
khai thac mot 16 hong bao mat trén Metasploit.

Nhi¢m vy cia m6 hinh A3C luc nay la danh
gia dugc muc do tdi wu cua cac hanh dong
(action) cho cac trang thai, tuc 1a danh gia muc
do tbi wu cua cac cdp trang thai — hanh dong,
tr d6 xac dinh dugc thong tin dé khai thac
thanh cong.

Céc payload ctua Metasploit la cac hanh dong
nén s payload s& bang s6 hanh dong cta may.
Tuy cac phién ban Metasploit ma s& c6 sb
payload khac nhau. Tuy nhién, c6 cac module
khong st dung payload nén sb hanh dong phai
cong thém véi 1 (tng véi “no payload”).

Mang A3C ldy dau vao la trang thai cia may,
dau ra 1a cac hanh dong, vi thé ta ¢ 16p dau vao
clia mang gdm 5 node twong ung véi 5 truong
clia trang thai, 16p dau ra s& c6 s6 node tuong tng
bﬁng s6 hanh dong (Npayload + 1).

Trong bai toan nay, vdi mdi mot dich vy trinh
sat dugc s& c6 thé c6 nhiéu module trong
Metasploit, v6i mbi module lai c6 nhidu payload
va target twong Gmg. Vi vay sé& c6 rat nhiéu cip
trang thai — hanh dong xay ra. M6 hinh A3C su
dung Advantage-function dé danh gia mirc do tot
cua hanh dong (Payload) trong mdt trang thai so
voi gid tri mong doi, tuc la danh giad cap trang
thai — hanh dong. Cap trang thai — hanh dong
trong bai toan nay chira thong tin sir dung dé khai
thac trong Metasploit (Module, Target, Payload).
Do d6, mé hinh A3C dugc sir dung dé danh gia
va module MetasploitAl chi lya chon nhirng cap
trang thai — hanh dong c6 diém dénh gia cao nhat
dé khai thac ma khong can phai thir qua tat ca cac
truong hop.
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C. Tich hop module Al trong Framework

BANG 2. BANG KET QUA KIEM THU FRAMEWORK VGI

o A, MOT 5O CVE
Dé thuén tién cho qua trinh kiém tha, tim
kiém 16 hong, module Al trong Framework dugc TT Loai POC thir Két qui
xdy dung dudi dang client-server dé qua trinh POC nghi¢m
thuc thi dugc phan tan, dé dang trién khai trén hé 1 ' CVE-2020-
théng mang. window 1472 Thanh cong
2 CVE-2019- . N
CMS 9978 Thanh cong
3 CVE-2019- \ N
 Module-Metasplitl (€ » o Senerdl apache 0232 Thanh cong
4 . CVE-2021- \ n
git 22192 Thanh cong
Framepiork 5 . CVE-2021- o
big-ip 22986 Thanh cong
y Module- . ] - -
OutpuiMetasploit 7| Serveretasplol 6 vmware CVE-2021 Thanh cong
21985
7 CVE-2021- \ N
exchange 34473 Thanh cong
Hinh 7. Module két hgp MetasploitAl voi 8 ) CVE-2021- o
Framework. linux 3156 Thanh cong
Hai module Module-MetasploitAl va Két qua cho thiy kha ning khai thac 15 héng

Module-OutputMetasploit duoc xdy dung dé
phuc vu qua trinh khai thac d6i v6i Framework.
Server Al s& nhan cac thong tin tir ddi tuong
thong qua cac API, sau do tién hanh tim ra cac
payload c6 kha ning ton tai 15 hong bao mat nhat.
Sau d6 sé tién hanh t dong khai thac théng qua
Metasploit RPC [22] tir 6 x4c dinh duoc 15 hong
c6 thuc sy ton tai. Trong qua trinh ty dong khai
thac c6 thé st dung cac dit liéu thu thap thong tin
dé hd trg qua trinh. Sau d6 s& giri két qua vé lai
Framework. Server-Metasploit 1la mot server
nhan cic yéu cau thyc thi tr Module-
OutputMetasploit dé tao m&i session va thuc thi
cac cau lénh theo yéu cau.

IV.DANH GIA THU NGHIEM HE THONG
1. Cac ma khai thac da xay dung

Tuy vao timg dbi twong khac nhau, chiing toi
da dyng cac méi truong ton tai cac 16 hong dé
kiém thir qué trinh khai thac, trién khai trén moi
truong mang LAN va mdi truong mang Internet.
Qua kiém thir trén hé thong: méy sir dung hé diéu
hanh Kali Linux véi cu hinh CPU 2.5 Ghz,
RAM 4Gb, tién hanh khai thac véi cac 16 hong
CVE thudc cac nén tang khac nhau, chung toi thu
dugc két qua (Bang 2) nhu sau:
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ctia Framework c6 thé dap tng nhiéu loai 16 hong
khac nhau, trén nhiéu nén tang khac nhau. Viéc
két hop cac script khai thic 16 hong vao
Framework, giup qua trinh kiém thir tré nén
nhanh chéng ma van dam bdo tinh chinh xéc.
Ngoai ra, khi str dung cac ma script trén nén tang
ngon ngtt Python, qua trinh thém mai, chinh sua
s& don gian hon, dugc hd trg nhiéu thong qua cac
hé thong mi ngudén mé (mot luong 16n cac ma
khai thac dugc cong bd duge viét bang Python -
Github [25]). Ngon ngit Python cling dap ung cac
két ndi giao tiép SSH, TCP, HTTP, NRPC [24]....
Vay nén, ngon ngit Python du dé dap tmg cho qua
trinh khai thac 16 hong ciia Framework.

Dé 1am phong pht thém kha ning tim kiém va
khai thac 16 hdng, chung t6i d xdy dung mot sb
mai script ctia nhiing 16 hong méi nham tang kha
ning tim kiém 16 hong ciia Framework (Bang 3):

BANG 3. MOT SO SCRIPT KIEM THU CVE TRONG

FRAMEWORK
i DPanh gia
. So
TT | Loai POC Leo
lugng | RCE | Auth
Thang

1 window 6 4 1 2
2 CMS 8 8 0 0
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3 apache 5 5 0 0 BANG 4. KET QUA THU THAP THONG TIN CUA
4 git 2 2 0 0 FRAMEWORK
5 big-ip 2 2 0 0 DeepExploit[19] Framework
6 vmware 3 3 0 0 Cong cu Nmap, scapy Nmap, WebDetect,
7 exchange 4 4 1 0 Cai dat truc tiép Wappalyzer, Nuclei
8 linux 2 1 0 1 Str dyng thong qua
p docker
To 32 29 3
one Moi Metasploitable2 Metasploitable2
Dé kiém thir kha ning khai thac d6i voi nhiing truong
muyc tiéu ngoai phong thi nghiém, chiing t6i da Keét qua
thir nghiém Framework do quét hé thong thong Congmd | Toéng sd: 13/33 Tong s6: 13/13
qua mang Internet va thu dugc két qua: Ti 1é chinh xéc: Ti 1€ chinh xéc:
Sl AL R A ; 39.39% 100%
L6 héng bdo mét clia muc tiéu @ X _ _
Dich vu So dich vu: 13/33 So dich vu: 13/13
trén cong | Til¢ dung: 39.39% |  Ti ¢ dung: 100%
Tén h Téng s6: 10/16 Téng s6 11/12
Cong , . , .
., Cé version: 3 C¢ version: 5
nghe su Ti 1€ chinh x4 Ti 1¢ chinh x4
i . dun i1é chinh xac: 1 1€ chinh xéac:
e e 62.50% 91.67%
i _;”vt: e e ~ 2 2 r 2 r ~
— Lo hong Tong so6: 0 Tong s6: 22/27 16
bao mat héng chinh xac
— Ti 1€ chinh x4c:
o 81.84%
Hinh 8. L3 hong tim kiém dugc dbi véi mot muc Hé didu Téng s6: 1 Téng s6: 1
tiéu mail exchange. hanh Ti 16 chinh xéc: Ti 1& chinh xéc:
. . <2 , 1A X . 1009 1009
Qua trinh kiém tha véi hé thong mail — 00% 00%
exchange da tim ra 10 hong bao mat, tién hanh Em ﬁﬁm 262s 550s
khai thac th nghiém dam bao khong con duong | <" — —
tinh gid. Két qua thir nghiém co thé thyc thi 15 | Nhanxeét | Thoi gian thuthdp | Thoi gian thu thap
hé tré h. ’ nhanh, ton it b kha lau, chay ton bd
ong ngay tren server exchange. nhé, két qua thu nhé. Két qua thu
2. Két qud thu thdp thﬁng tin duoc ti 1€ chinh xac | duoc bao dam, ti 1é
’ . khong dugc cao, chinh x4c cao hon.
Framework cho phép lua chon stt dung nhiéu xuét hién nhidu
cong cu do quét thong tin cia hé thong nhu thong tin sai

Nmap, Nuclei, Wappalyzer,..., dua ra dugc
nhiéu thong tin da dang va chinh x4c hon. Ching
t6i tich hop cong cu Nmap dé do quét cac cong
va dich vy, dong thoi st dung Scrapy tim ra cac
duong dan dich vu web, sau d6 guii request va
phan tich response bang ky thuat so khép chudi
dé tim ra cac thong tin vé tmg dung web (k¥ thuat
duogc st dung trong cong cu DeepExploit [19]).

Dé thir nghiém d6 chinh xéc ciia qua trinh thu
thap théng tin nhom d tién hanh so sanh d6 chinh
xac két qua thu thap thong tin ma DeepExploit v&i
Framework cho két qua nhu Bang 4.

Két qua thu thap thong tin co két qua chinh
xac cao(100%) thé hién két qua tra vé co ti 1
chinh xac cao hon, sang loc duoc cac canh bao
duong tinh gia (false positive).

Tuy cho két qua véi do chinh x4c cao nhung
dong nghia s& mat nhiéu thoi gian hon, s6 request
dugc giri di nhiéu hon. Trong qua trinh thu thap
thong tin, do quét hé thong ddi voi muc ticu 1a
server mail exchange, c6 st dung firewall thong
qua moi truong Internet. Két qua thu dugce qua
trinh mat t&i hon 120 phtt méi ra dugc két qua.
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Hinh 9. Thoi gian do quét 15 hong.
3. Két qua thiz nghiém md hinh Al

M6 hinh A3C dwgc huén luyén trong méi
treong may ao Metasploitable 1 [20]. Thong tin
thiét 1ap cau hinh cho may ao Metasploitable 1
duoc thé hién trong Hinh 10.

Discovery:

ftp 21/tep 220 ProFTPD 1.3.1 Server (Debian) [::ffff:10.0.8.48]

ssh 22/tep SSH-2.9-0penSSH_4.7p1 Debian-8ubuntul

telnet 23/tep Ubuntu 8.@4\x@ametasploitable login:

smtp 25/tcp 220 metasploitable.localdomain ESMTP Postfix (Ubuntu)
dns 53/tcp

dns 53/udp BIND 9.4.2

http 80/tcp Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5.18 with Suhosin-Patch
smb 139/tcp

simb 445/tcp Unix Samba 3.0.20-Debian (language: Unknown)

mysql 3306/tcp 5.8.51a-3ubuntus

distced 3632/tcp

postgres 5432/tcp 8.3.8

http 8180/tcp Apache-Coyote/1.1

Bruteforce:

smb Anonymous

ssh 6 sessions

telnet 6 sessions

bind n/a

apache 2 web apps (twiki and tikiwik)
postgres  db compromise (postgres:postgres)
mysql db compromise (root:root)

tomcat 5.5 shelled (tomcat:tomeat)

Hinh 10. May 4o Metasploitable 1.

Xay dung may chii muc tiéu hé diéu hanh
Linux, c6 cai dat cac phién ban dich vu chua 16
hong bao mat dé thtr nghiém.

Sau khi thir nghi€ém véi module tri tu¢ nhan
tao tu dong khai thac, dat dugc két qua nhu sau:

BANG 5. KET QUA THU NGHIEM MODULE Al

STT L6 hong Kétqua | Ghichi
1 | CVE2010-4221 | Thanh
cong
2 | CVE2017-7722 | Thanh
cong
CVE 2011-4862 | Thét bai
4 | CVE2005-1099 | Thanh
cong
5 | CVE2013-2028 | Thanh
cong
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6 Apache Tomcat | Thét bai Du doan
Manager ding
Application module va
Deployer payload
Authenticated nhung khai
Code Execution thac khong
thanh cong.
7 | RaINXPHP Bot | Thét bai
PubCall
Authentication
Bypass Remote
Code Execution
CVE 2007-5423 | Tht bai
9 Samba Thét bai
“username map
script” Command
Execution
10 Oracle MySQL Thanh
UDF Payload cong
Execution
11 PostgreSQL for | That bai
Linux Payload
Execution
12 CVE 2019-9193 Thanh
cong
13 | CVE2017-12617 | Thitbai | Du doan
ding
module va
payload
nhung khai
thac khong
thanh cong.

Module da c6 thé budc dau phat hién va khai
thac duoc mot sb 15 héng bao mat hoan toan tu
dong, tuy nhién hi¢u qua va dd chinh xac con
chua cao, 1y do 1a méi truong dung dé huin luyén
cho mé hinh AI con it va han ché. Trong thuc
nghiém, chang t6i st dung may chu
Metasploitable 1 dé huan luyén nén mo hinh hoc
con chua 6n dinh, chua thue su ¢6 hiéu qua cao
v6i cac 16 hong bao mat moi. Bén canh do, ciing
c6 mot sd truong hop module giri ding cac
options cua 18 hong (exploit module, payload,
rhost, rport,...) dén Metasploit RPC API, tuy
nhién lai thyc hién khai thac khong thanh cong
do nhitng bién méi truong thay d6i. Ching toi
dang cb ging khic phuc va cai thién mé hinh dé
¢6 duge két qua t6t hon trong tuong lai.



KET LUAN

Bai bao da gidi thicu vé Framework tu dong
hd trg danh gia/khai thac 16 hong bao mat cia cac
hé thong thong tin. Framework ctia chung t6i co
tinh mé cao, cho phép bd sung nhiéu cong cu
trinh sat, do quét hé thong dé thu thap duoc thong
tin. Framework ciing dong thoi tich hop kha ning
mo rong, c6 thém cac Script, module khai thac
mdi. Dya trén moi truong Metasploit, ching toi
da xay dung thanh cong module c¢6 kha nang du
doan cac module khai thac va payload tuong ting,
tu dong st dung dé khai thac 15 héng bao mat cua
hé théng.

Framework s€ thuan tién trién khai hudng téi
viée str dung rong rii cong cu danh gia, kiém thir
hé thong thong tin. Nhitng can bd ¢ co sé khong
can c6 kién thirc chuyén gia ciing c6 thé dé dang
van hanh hé thong dé danh gia/kiém thu khai thac
16 héng bao mat sau khi hé théng duoc cap nhat
cac module khai thac méi do cac chuyén gia &
trung tim bo sung.

Tuy nhién, Framework van con nhiéu han ché
nhu: do quét thong tin mét twong ddi nhiéu thoi
gian, do chinh xac con han ché khi thong qua
tuong lira, chua phat hién duoc cac bay
honeypot. Trong thoi gian téi, chung t6i sé& tiép
tuc md rong cac chirc ning cua hé théng, xay
dung kho dir li€u chira cac ma khai thac cap nhat
trén nhiéu nén tang, nhiéu phién ban khac nhau
dé hd tro viéc danh gia, khai thac 16 hong bao mat
duoc hi¢u qua hon.
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Email: ndvuong98@gmail.com

Qua trinh dao tao: Hoc vién nam tha 5
— Hoc vién Hoc vién K¥ thuat Quan sy
Hudng nghién ctru hién nay: Tri tué

Nguyén Viét Hing

Pon vi cong tac: Hoc vién Ky thuat
Quan sy

Email: hungnv@lqdtu.edu.vn

Qué trinh dao tao: Tét nghiép Cir nhan
(2006), Thac si (2008) va Tién si
(2012) tai Dai hoc Vat Iy Ky thuat
Mat-x-co-va.

Huéng nghién ctru hién nay: An toan khong gian mang,
tri tu¢ nhan tao.





