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Tém tit—Bai bao trinh bay mét giai phap sir
dung ning luc cia mang may tinh phan tan cho
tham ma khdi. H¢ thong ¢6 ciu tric dua trén 3
phin mém. Phin mém quin tri sir dung cho nhip
dir liéu diu vao, phan tich va chia khoiang khéng
gian khoa va phan tich két qua. Phin mém tham
ma trén CPU va GPU dugec cai dat twong ung cho
ciac may tinh trong mang phan tian c6 nhiém vu
tham ma ddi véi dir liéu phan mém quan tri cung
cip. Két qua dwoc giri vé phin mém quan tri dé
phéan tich va gidi ma. Qua trinh tham ma dwgc
thue hién cung lic trén toan b may tinh trong
mang vao thoi gian may tinh nhan rdi, khéng anh
huéng téi hoat dong hang ngay ciia ngwoi dung.
Hé thong bao gom ca cac may tinh cé sir card GPU
gilip ting hiéu suit tham ma lén gip 11 lan. Giai
phap di dwoe tmg dung trong tham mat khiu
Windows qua ma bam LAN Manager.

Abstract—This paper presents a method to use
the capabilities of distributed computer networks
in cryptanalysis of block ciphers. The system is
structured based on 3 software. Management
software for input data entry, analysis, and
keyspace division. Cryptanalysis software on CPU
and GPU is installed respectively for client
computers in the distributed network is
responsible for cryptanalysis of data provided by
the management software. The results are sent to
the administrative software for analysis and
decoding. The encryption process is performed on
all computers in the network at the same time in
their spare time, without affecting the user's daily
activities. The system includes GPU computers
that increase the performance of the cryptanalysis
by 11 times. This solution has been applied in
Windows password detection via LAN Manager
hash code.

Tir khoa—Thdm mad, vét can, ma khéi, mang mady tinh
phan tan, DES.
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I. TONG QUAN

Cong nghé thong tm va Vlen thong ngay cang
phat trién, doi héi nhu ciu vé xir ly thong tin ngay
cang cao, nhanh hon nhiéu 1an tdc d6 phat trién
clia tai nguyén phan ctimg va phan mém. Co6
nhiéu van d& dit ra ma cac hé thong tap trung
thong thuong khong dap ung duoc, do tée do xir
Iy con han ché [1]. Xay dung mot hé thong phan
tan c6 kha ning xir Iy dong thoi mot bai toan trén
nhiéu may tinh 1 mot huéng giai quyét kha thi
va dd duoc chimg minh tinh hitu dung. Hé théng
phan tan con tao nhiéu thuén loi trong vi¢c chia
sé thong tin trén toan thé gisi.

Vi nhitng wu diém noi bat do, hé thong phan
tan da dugc Ung dung vao nhiéu linh vue khéac
nhau nhu: mang vién thong (mang dién thoai,
dién thoai di dong, mang may tinh, mang cam
bién khong day); cac tng dung mang (World
Wide Web cac mang ngang hang, cac tro choi
tryc tuyén c6 nhiéu ngudi choi, thuc té 4o, co s&
dir liéu phan tan va hé quan tri...); kiém soat quy
trinh thoi gian thuc cac hé thdng diéu khién (diéu
khién cong nghiép, diéu khién thiét bi bay,...);
tinh toan song song (dién toan dam may, dién
toan ludi,...) [2].

Trong mat ma hoc, viéc ing dung hé théng
phan tan dé tin cong vét can vao mot $6 loai ma
¢6 thé noi khong phai 1a didu méi. Dién hinh nhu
céc ké hoach tin cong cua Distributed.Net 1én cac
hé ma: DES — cac du an DES [, II, III, RC5 — cac
du an RC5-56, RC5-64 gan day nhat 1a RC5-72
dugc cap nhat mai nhét vao thang 02/2021 véi
hon 142.000 may tham gia. Viéc tham ma st dung
hé théng méy tinh phén tan s& tan dung dugc toi
da phan cimg va thoi gian ranh rdi cta cac may
tinh trong mang. Tuy nhién d6i v6i mdi loai ma
can ¢ nhimg thuat toan tham ma ciing nhu cach
thirc phan chia cong viéc phu hop dé dat duoc két
qua toi vu nhat [3]-[7].

Duéi day 1a giai phap tham ma khoi 1y dai
dién DES bang viéc sir dung phéan cimg ranh rdi
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- Giaima

Phan mém guan tri
- Pwrge car dat trén may host
- Phan clua khoang vét can cho cac may chent
- Nhan ket qua vét can tir cac may client

e Xir ly dit liéu dau
vao: loc cac ky tu trung
nhau: dé dam bao cac ky
tu trong khong gian cia
bin 16 va khoéa déu
khong bi lap lai; loc cac

Phian mém thim mi DES trén CPU
- Puore can dat trén may chient CPU thong thuang
- Vet can khoa DES trén khoang dam nhiém
- Gt théng tin vét can ve may host

Phan mém thim mai DES trén GPU
- Puoe car dat trén may chent co card GPU
- Vet can khoa DES trén khoang dam nhiém
- Gt théng tin vét can vé may host

ky tu ¢6 7 bit dau gidng
nhau doi voi khéng gian
cac ky tu khoa va sap

Hinh 1. Cac phan mém trong bd cong cu thaim ma.

trong hé théng mang may tinh phan tan. Viéc
phan phdi cong viéc mot cach twong ddi dong
déu va tmg dung xtr 1y song song ddi voi cac may
tinh ¢6 card GPU gitp tang tdi da hiéu suit lam
viéc cua cac may tinh trong mang.

II. GIAI PHAP THAM MA TREN MANG MAY
TINH PHAN TAN

Hé¢ thong mang may tinh phan tan phuc vu cho
tham ma DES st dung bd cong cu thim ma gom
3 phan mém véi cac chic ning co ban duge mod
ta trong Hinh 1.

Phan mém quan tri 12 phan mém cé giao dién
dugc viét bang ngon ngit C* trén méi truong C*
Builder 10.3. Giao dién phén mém dugc thé hién
trén Hinh 2.

Phan mém dugce cai dit trén mot may quan tri
trong mang, cé chirc nang chinh 1a chia khoang
vét can, quan 1y qua trinh giai ma va giai ma khi
cac may trong mang g két qua vé. Cu thé:

e Nhan dit liéu dau vao: Dir liéu dau vao
bao gom sb luong cac khoang can chia: s6 lugng
nay khong phu thudc vao sd lugng may tinh c6
trong mang; khong gian
cac ky tu cua khoa va cua

| © Coptanaiysis
Mena Help

ban rd: cho phép toan by ™

cac ky tu trong h¢ ASII va

cac ky tu nhap duogc tir ban

phim dbi v6i khong gian  |*= o=
cua khoa; d6 dai cua khoa o

va ctia ban rd: cho phép t6i -

da 1a mot khéi 64 bit; ban —
ma: mot khéi ban ma 64 |
bit, may host s€ khong gui

toan bd ban ma xudng cac

may client cho qua trinh

thir khoa;
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xép ching theo thir tu
trong bang ASCII 128:
Trong ma hoa DES, khoa dau vao 1a mot khdi 64
bit, tuy nhién qua trinh xir Iy dau vao cac bit thi
8 s& duogc loai bo thanh khoa 56 bit do d6 dé giam
khong gian cac ky tu khoa phan mém s& tw dong
loc b6 cac ky tu ¢6 7 bit dau giéng nhau. Vi du
néu trong khong gian cac ky tu khoa dau vao chira
cac ky tu b (01000010), c (01000011), d
(01000100), e (01000101) thi phan mém s& chi
giit lai b va d vi b va ¢ ¢o 7 bit dau gidng nhau
tuong tu d6i voi d va e. Nhu vay khong gian ky
tu khoa s& duoc giam xudng. Chiang han d6i véi
khong gian dau vao la
“abcdefghijklmnopgrstuvwxyz” gdm 26 ky tir s&
dugc giam xudng con 14 ky tr la
“abdfhjinprtvxz”;

e Tinh tong s6 khoa dung cho vét can: Gia
su khong gian céc ky tu khoa gém nky tu {ao, ai,
<.y @n1}, d0 dai cua khoa can tao 1a m vi khoa dau
vao 1a mot khéi 64 bit, do d6 2 < m < 8 (truong
hop m# 7, cac ky tu con lai ctia chudi s& dugc 1§p
day bang ky tu trang cho di1 64 bit). Tong s6 khoa
c6 thé thanh 1ap chinh bang n™. Néu goi k 1a sb
thtr tu ctia chudi tirc 1a 0 <k <n™— 1, thi véi mdi

X | @ DES-crypanalysis - a x

Menu Help

Platestaphabet Key sphabet Uit

qertispashikdoec bom rertysopasdghiloicebom Change
Neber_laerd Platest ko 2

text

= » Keplesge 1 -

1 pr— Kaow_plainges: | Yes

Liot et Show resk Show it of later_PC

o

Hinh 2. Giao dién phan mém quan tri.




Start

{0, A1, .o0y AR}
m: (2<m<38)
k: (0 <k < (n™-1))

/

/

b, by, ..., by /

— jtt

End

"/

Hinh 3. So d thuat toan tao mot chudi (8 ky tw) tir khong gian céc ky

tu cho trude va sb thir tu caa chudi.

t=[n"/Npc]
d=n"- teNp

A 4

Start; = (i- 1)+ (t+1)
End;=(i-1) e (t+1)+t-1

Start;=(i-1) = (t+ 1)
End; = i (4119 -1

I

T

— i++

Start;, End;
(1< Ng)

Hinh 4. So d6 thuat toan chia khoang cho cac may tinh trong mang.
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k s& tao duogc mot chudi 64
bit riéng (bob1b2b3b4b5b6b7).
Thuét toan tao chudi (khdi 64
bit) ky tu khi biét trudc do
dai va khong gian cac ky tu
dugc trinh bay trong Hinh 3.

e Chia tong s6 khoa
can thyc hién vét can thanh
tung khoang va luu vao file:
Dé chia khong gian khoa cho
cac may tinh tham gia vét
can mot cach gan déu ta sir
dung so d6 thuat toan Hinh
4. O day ky hiéu n" duoc sir
dung lai la téng s6 khoa can
thir, Npc 12 s lwgng may tinh
tham gia trong mang. Start;
va End; 1a ky hiéu sb tht tu
bat dau va két thuc cta khoa
can thtr trén méy tinh thi i.
Theo d6 néu lay tong s6
khoéa n™ chia cho tong sb
may tinh duoc gia tri lat va
du d, thi tir may tinh th{r nhat
toi may tinh thtr d s& thyuc
hién thir lan luot (t+ 1) khoa,
cac may tu may tha (d + 1)
tro di t6i may cudi cing s&
thr t khoa. Do d6 sé luong
khoa duoc phan bo tuong
d6i déu cho cac may.

e Giai ma: D¢ dam bao
tinh an toan, bao mat d6i voi
dir liéu, qua trinh giai ma
toan b ban ma s€ duogc thuc
hién trén phan mém quan tri
sau khi thu dugc khoa diung
tir két qua thir khoa & cac
may client trong mang.

Phan mém tham ma DES
trén CPU va GPU la phan
mém khong c6 giao dién,
dugc xdy dung bing ngdn
nglt C™" trén modi truong
Visual Studio 2019. Cac
phian mém nay dwoc cai dat
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C = )
Wi S?“‘;_ﬂ:ﬂzck’ block x = blocks needed
Ps_Per_ block y = blocks needed

blocks — =

blocks_needed > 1024

I

keys_to_check
= (end; — start;)) + 1

thread needed =
keys_to check*32

block x=1024
block y =1024

block z = blocks needed

l

threads_needed >
32*waps_per_block

thread_in_block =
thread needed

threads_per block->x=
threads_in_block;

threads per block->y=1;
threads_per block->z=1;

thread_in_block =
32L*waps_per_block

blocks_needed =
threads_needed/
threads_in_block

blocks—>x = block_x;
blocks—=y = block_y;
blocks->z = block_z;

End

C

\_/

Hinh 5. So d6 thuat toan xéac dinh sb lugng blocks va threads trong card GPU.

1én cac may tinh tham gia vao mang theo do
tuong thich c¢6 chic nang thir khoa va ban ro
trong moi khoang dam nhiém. Cu the:

e Nhan dit liéu dau vao tir may quan trj: Dir
lidu dau vao cho phan mém tham ma tai cac may
trong mang bao gébm: khéi ban mé; khong gian
cac ky tu cua khoa va ban ro; do dai cua khoa va
ban r0; khoang vét can: mdi may tinh s€ chi thuc
hién thur khoa trén mot khoang nhat dinh. Sau khi
thyc hién xong néu van con nhitng khoang chua
duoc xtr Iy, may d6 s& tu dong lay va xu 1y tiép,
cu nhu vay va khong theo thr tu may nao trudc
may nao sau;

e Tinh tong s0 ban rd dung cho vét can;

e Tao khoa trong khoang vét can: Lan
luot tao cac truong hop ban ro ¢6 thé va ma hoa
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bang thuat toan DES voi khoa duge tao tur
khoang vét can;

e So sanh ban ma thu dugc vdi ban ma dau
vao va dua ra két qua;

e Gui két qua vé may quan tri sau khi thuc
hién xong moi khoang.

D6i v6i phin mém chay trén may tinh ¢ card
GPU dugc tmg dung xir 1y song song trén cac ti¢u
trinh (threads) dé ting tdc qua trinh thir khoa. Viéc
tinh toan sd lugng khéi (blocks) can thiét theo cac
chiéu (x, y, ) va cac threads can thiét trong mdi
block trén co sé cac khoang phan phdi khoa cho
trudc dugc mo ta trong thudt toan Hinh 5.

O déay chiing ta sir dung mé hinh 3D grid of
1d blocks ttrc 1a mdi hat nhan (kernel) c6 mot lugi
(grid) 3 chiéu (3D) véi cac phan tir 1a mot khoi
mot chidu (1D) cia cac threads. Néu ky hiéu



blockDim.x, y, z — sb luong tiéu trinh trong mot
khéi, theo hudng twong tmg x, v, z; GridDim.x, y,
z — 6 lugng blocks trong mot ludi theo hudng
twong ing x, y, z; thi chi muc khdi duoc xéac dinh
nhu sau:

blockld = blockldx.x + blockldx.y * gridDim.x
+ gridDim.x * gridDim.y * blockldx.z;

Va chi muc tiéu trinh dugc tinh béng:
threadld = blockld * blockDim.x + threadldx.x;

Khi d6 chi muc cua moi warp dugc xac
dinh bang:

warp _Id = threadld /32,

Viéc thtr mdi khoa dugce tién hanh song song
trén cac warp sau khi tinh toan sb lugng tiéu trinh
phu hop véi tiing card GPU hay tirng khoang ma
may tinh dugc phan chia.

[II. THUC NGHIEM THAM MA KHOI DES
A. Xay dung hé thong va cai dat phan mém.

M0 hinh cai dat phﬁn mém phuc vu trién khai
thtr nghiém dugc trinh bay nhu Hinh 6. Trong d6
st dung 1 mdy tinh dong vai tr6 may quan tri,
duoc cai dat phan mém quan tri két ndi vao mang
va chia s¢ dir liéu tham ma. Dbi voi cac may
trong mang khong c6 card GPU sé€ duogc cai dat
va chay phan mém vét can khéa danh cho CPU.
Déi véi cac may client ¢6 sir dung card GPU s&
duogc cai dat va chay ph?m mém vét can khoa co
ung dung lap trinh song song trén GPU.

PC Host
- Cdi diit phanmem quen trj
- Tao va chia se dit ligu dau

PC Client (CPU) PC Client (GPU)
- Cai ddit phanmem vét can - Cadi dicit phan men vét can
khoa CPU khoa GPU

Hinh 6. M6 hinh cai dt phin mém trén hé théng
mang may tinh phan tan.
Dir liéu phuc vu cho vét can trén cac may sé
dugc tao va chia sé boi may quan tri. Sau khi tao
cac dir liéu va chia sé, cac may khac trong mang
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tiy vao thoi gian ranh rdi ciia minh c6 thé chay
phan mém tham ma dé thuc hién qua trinh tham
ma. Két qua vét can trén cac may tham gia nay sé
duoc ty dong guri vé may quan tri dudi dang so
nguyén 64 bit. Cac ky hi€u sir dung trong phan B:
Cipher: ban ma;
Plaintext: ban r0;
Plaintext length: PO dai ban r0;
Key: Khoa ma;
Key length: B§ dai khoa;
Number of interval: S luong khoang.
B. Két qua thir nghiém tham ma DES.

Qua trinh thir nghiém tham ma DES khi biét
1 cap ro-ma dugc tién hanh trén cac dir liéu dau
vao sau:
Khoi ban ré tiwong iing biét trudc: cong hoa
Cipher: “1cd59fa9307ddabl ”’;
Plaintext: “cong hoa’;
Plaintext length = §8;
Key: “abcd”;
Key length = 4,
Number of interval: 50

Tién hanh 1an luot 2 thir nghiém véi hé thong
gom 1 may quan tri va 5 may client. Trong d6 c6 2
may co6 card GPU. Két qua thadm ma duogc the hién
tom tat tai Bang 1 véi truong hop biét trude 1 cap
r3-ma va khong gian cac ky tu khoa tang dan. Bang
2 thé hién két qua thdm ma trong truong hop ting
dan d6 dai ctia khoa ma. So lugng phép thir dugc
tinh bang tich cua s6 kha nang c6 thé ctua khoa véi
cac kha nang co thé cta ban 0.

BANG 1. KET QUA TONG HGP THAM MA KHI BIET

TRUGC 1 CAP RO-MA TRUONG HOP TANG KHONG GIAN

KY TU KHOA
STT Khéng gian cac | S6 lwgng Thoi gian
ky tu khoa phép thir tham ma
1 a-z ~21838 0.447 s
2 A-Z,a-z =273 58s
3 0-9,A-Z,a-z =253 12s
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BANG 2. KET QUA THAM MA KHI BIET TRUOC 1 CAP RO-
MA TRUONG HQP TANG BO DAI KHOA

391,266
ngay

(udc tinh)

~ 24594 11 may

10.311,792
ngay

(udc tinh)

~ 23066 283 may

gpr | P daikhoa S6 lwgng | Thoi gian
(ky tw) phép thir tham ma
1 4 ~2188 0.447 s
2 5 B3 44s
3 6 ~%82 1.23 phit
4 7 ~2329 17.5 phat
5 8 ~2376 35h

269.889,15
99

& 25537 7.390 may
Ngay (udc

tinh)

Qua trinh thir nghiém tham ma DES khi chi
biét ban ma duogc tién hanh trén cac dir liéu dau
Vao sau:

Plaintext_alphabet: acghno
Plaintext length: 8
Key length: 4
Key alphabet: abcdefghijklmnopqrstuvwxysz
Number_of interval: 49

Dbi vai thir nghiém nay d6 dai ban 16 duoc ¢d
dinh 1a 8 ky tu, do dai khoa sé thay doi lan luot
tir 4 dén 8 ky tu. Khong gian cac ky tu khoa va

ban 1d duoc giit nguyén. Két qua tham ma duoc
thé hién trong Bang 3.

BANG 3. KET QUA THAM MA KHI CHi BIET BAN MA

6.966.523,
736 ngay
(udc tinh)

190.734

~ 260.06
may

Bang 4 biéu thi su so sanh thoi gian tham ma
doi véi may tinh CPU va cac may tinh c6 su dung
card do hoa GPU.

BANG 4. SO SANH THOI GIAN THAM MA TREN MAY TiNH

CPU vA GPU
S6 lugn Thoi
CAu hinh may tinh hé thlgr gian
phacp tham ma
DESKTOP
System: Intel(R) Core(TM) 17, ~ D26.04 4545
RAM 16.0 GB, System type
64 bit, Window 10 Pro N
DESKTOP
System: Intel(R) Core(TM) i7,
RAM 16.0 GB, System type ~ 92604 41
64 bit, Window 10 ProN, | ~ s
Card GPU: NVIDIA Geforce
GT 730

S6 lwong
Téng may tinh

Do dai s Téng thoi cin thue
STT | khéa | jygng | gian vét hi‘?;“ tham
, phép can ma trong

R 6 thang
(wéc tinh)

| 4 24125 15,158
ngay
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Két qua tham ma tir cac may client sau khi
hoan thanh dugc giri vé may quan tri dé phan tich
va giai ma (Hinh 7).
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%3 DES-cryptanalysis — O *
Menu Help
Plaintext alphabet: Key alphabet: ULL input:
acghno abcdefghijklmnopgrshrvwxyz |70172?9351032905728 Change
hbbd
Number_Interval Plamtext length: |8 ~ achd
(P et
= 50 Key length: |4 ~
1cd59fa9307ddab1 ‘ Al aced
T bbe
Know_plaintext: |No a
Generate DB - ache
abce
Show result Show list of Inter PC acce
Ouput:

Key: 0 Plaintext: 0 CPU_time: 17720719 PcName DESKTOP-VEN3511 Interval From 0 To 1867784246
Key: 0 Plaintext: 0 CPU_time: 19810976 PcName DESKTOP-JJ3516T Interval From 0 To 768

Key: 0 Plaintext: 0 CPU_time: 22041451 PcName DESKTOP-J81COPH Interval From 1538 To 2306
Key: 0 Plaintext: 0 CPU_time: 27294616 PcName DESKTOP-PTA3RKS Interval From 2307 To 3075
Key: 0 Plaintext: 0 CPU_time: 28728589 PcName DESKTOP-VEN3511 Interval From 3076 To 3844
Key: 0 Plaintext: 0 CPU_time: 33092062 PcName DESKTOP-03PDV21 Interval From 769 To 1537

Key: 0 Plaintext: 0 CPU_time: 19773921 PcName DESKTOP-JJ3516T Interval From 3845 To 4613

Key: 0 Plaintext: 0 CPU_time: 22043202 PcName DESKTOP-J81COPH Interval From 4614 To 5382
Key: 7017279351032905728 Plaintext: 7165066921374150497 CPU_time: 27270861 PclName DESKTOP-PTA3RKS Interval From 5383 To 6151
Key: 0 Plaintext: 0 CPU_time: 19782032 PcName DESKTOP-JJ3516T Interval From 7690 To 8458

Key: 0 Plaintext: 0 CPU_time: 28737408 PcName DESKTOP-VEN3511 Interval From 6152 To 6920
Key: 0 Plaintext: 0 CPU_time: 33103014 PcName DESKTOP-03PDV21 Interval From 6921 To 7689
Key: 0 Plaintext: 0 CPU_time: 22046220 PcName DESKTOP-J81COPH Interval From 8459 To 5227
Key: 0 Plaintext: 0 CPU_time: 73621756 PcName DESKTOP-IBOSKHO Interval From 0 To 1836020294
Key: 0 Plaintext: 0 CPU_time: 19791694 PcName DESKTOP-JJ3516T Interval From 9997 To 10763
Key: 0 Plaintext: 0 CPU_time: 27579972 PcName DESKTOP-PTA3RKS Interval From 9228 To 9996
Key: 0 Plaintext: 0 CPU_time: 28777934 PcName DESKTOP-VEN3511 Interval From 10766 To 11534
Key: 0 Plaintext: 0 CPU_time: 22026180 PcName DESKTOP-J81COPH Interval From 12304 To 13072
Key: 0 Plaintext: 0 CPU_time: 19817153 PcName DESKTOP-JJ3516T Interval From 13842 To 14610

RPN | R AT e ne 22001022 TN e TVOC T TN A2TITNET YT Tanbnim o] Trmann 11825 T 132012

Hinh 7. Két qua phan tich va giai ma khéa trén may quan tri.

Ddi v6i tham ma vét can sir dung nang lyc cua
hé théng may tinh phan tan c6 két nbéi mang.
Khong gian céac ky tu va do dai cua khoa ciling
nhu ban rd anh hudng truc tiép ti thoi gian tham
ma. Khong gian va d dai cang tang thi thoi gian
tham mi cang ting. P& rat ngan thoi gian can
tang s lwong may tinh client tham gia thim ma.
Téc do tham ma cua may tinh ¢6 sir dung card
GPU (Nvidia Geforce GT 730) nhanh gip
khoang 11 1dn so voi méy tinh c¢6 ctng céu hinh
khi khong str dung card GPU.

Qua trinh st dung b cong cu phuc vu cho
tham ma anh huong khong dang ké toi qua trinh
lam viéc cuia cac may client. Pac biét co thé khai
thac t6i da nang lyc cua cic méy tinh trong thoi
gian ranh roi.

IV. THAM MAT KHAU WINDOWS

Windows sur dung hai phuong phap hash mat
khau ngudi dung, ca hai déu c6 nhimg diém
manh va diém yéu riéng. D6 1a LAN Manager
(LM) va NT LAN Manager version 2
(NTLMv2). Ham hash 1a ham mot chiéu ma néu
dua mot lugng dir lidu bat ki qua ham nay s€ cho
ra mot chudi c6 do dai ¢d dinh. LM hash 1a mot
trong nhitng thuat toan biam mat khau dau tién

duoc st dung boi cac hé diéu hanh Windows, day
13 phién ban duy nhat duoc hd trg cho t6i khi xuat
hién NTLMv2. Hién nay n6 van st dung trong
cac phién ban Windows 2000, XP, Vista va
Windows 7. LM hash dugc thuc hién qua 6 budc
sau (Hinh 8):

User Supplies Password

&

PassWord123
PASSWORDI123

PASSWORDI123000

PASSWOR and D123000

PASSWORI1 and D1230001

E52CACGET419A9A22
A
664345140A852F61

ES2CACET419A9A22664345140A852F61

W7

Hashed Password Stored

Hinh 8. Qua trinh bién d6i mat khau
thanh mgt LM hash trong Windows.
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e Chuyén mat khau thanh cac ky ty in hoa;

e B6 sung thém cac ky tu 0 vao mat khau cho
to1 khi du 14 ky tu;

e Chia mat khau moi thanh hai phan, mdi
phan co6 7 ky tu;

e Tao khéa DES tir hai nira trén bang cach
thém vao mot bit chan 1é dé tao cac khoa
64 bit;

e Mi héa modt chudi ASCI mic dinh
(KGS!@#$%) lan luot bang hai khoa
duogc tao ¢ trén, cho két qua ra trong hai
chudi vin ban mat 8 byte;

e Ghép hai chudi vin ban mat 8 byte thu
dugc sau khi ma hoa thanh mot gia tri 16
byte. Gia tri nay chinh 1a mot LM hash
hoan chinh.

Céc mat khau tuan theo phuong phip LM
hash str dung phwong phap mi hoa DES. Piém
manh 16n nhit trong LM hash chinh 1a trong quéa
trinh tao khoa DES. Trong qua trinh nay, mat
khau duoc cip bai ngudi dung sé tu dong chuyén
doi tat ca thanh in hoa, sau d6 dugc chén them
thanh chudi c6 d6 dai 14 ky tu (ddy la chiéu dai
t6i da cho mat khau theo phuwong phap LM hash),
tiép d6 duoc chia thanh hai hash 7 ky tu. Day c6
thé coi 1a mot diém yéu vi chudi mat ma bi chia
nho va chi str dung cac ky tw ASCII in hoa. Xét
vé ban chét, thuat toan nay lam cho viéc sir dung
cac ky tu khac ciing nhu ting chiéu dai mat khau
tr& nén vo nghia, d6 chinh 1a diéu lam cho cac
mat khau LM tr nén dé bi tan cong bang phuong
phap vét can.

C6 thé str dung nhiéu phan mém dé thu duoc
ma bam mat khiu ciia windows nhu Meterpreter.
Céac ham bam nay sé& duoc sir dung dé tim ra tén
ngudi ding va mat khau tuong tng qua. Tép mat
khau chtra thong tin tai khoan ngudi dung duoc
hién thi nhu sau:

Administrator:500:CEEBOFASF240C200417EAF40CFAC29C3:0280553F0103F2E643406517296E7562::
User1:1011:758424888D2C9F9EAAD3BA435BS 1404EE: 186CB09181E2C2ECAACTBBCATCT29904::
User2:1012:AC5BA6A44526699AAD3B435B5 1404EE:FOTAIDFFFC2C5CTFIDIEBCB3FDOIDGAE::

User3:1013.ETEED3FSC2C85B88AAD3B435BS 1404EE:6AA15B3D14492D3FA4AATCSEICDCOESA::

Hinh 9. Ma bam mét khau tir Windows.

78 S61.CS (13) 2021

MJi trudng dwoc phan cach voi nhau biang
dau “:’ cu thé nhu sau:

Truong thd nhit:  Tén
(Administrator, Userl, etc.).

dang nhéap

Truong thi hai: Ma nhan dang twong ddi
(Relative Identification RID): Nhan dang tuong
doi (RID): 3-4 chir sO cudi cung ciia Ma dinh
danh bao mat (Security Identifier SID), moi
nguoi dung c6 mot ma duy nhat.

Truong tht ba: LM hash:
CEEBOFA9F240C200417EAF40CFAC29C3
7584248B8D2CIO9F9EAAD3B435B51404EE
AC5BA6A944526699AAD3B435B51404EE

E7EED3F5C2C85B88AAD3B435B51404EE

Truong thir 4: NTLM hash:
D280553F0103F2E643406517296E7582
186CB09181E2C2ECAACT68C47C729904
FO7A9DFFFC2C5C7FIDIEBC83FD69ID6SE
6AA15B3D14492D3FA4AATC5EICDCOEGA

Dé giai ma mat khau windows chung ta sir
dung chtrc nang LM Hash Cracking trén phan
mém quan tri. Giao dién phan bé khoa mat khau
bang ham bam LM Hash nhu Hinh 10. Sau khi
nhdp day du céac truong chiing ta click vao nut
“Run” dé tién hanh bé khoa mat khau va cho két
qua. Két qua sé dugc hién thi trén truong Result.

@ LM Hash Cracking - 0o X

Ua-z

[JA-Z

0o-9

[1Symbol 14 1@#$%A*() ~+=

O1Symbol 18 *~{}{]|\:"

Character Set:

‘ABCDEFGHUKLM NOPQRSTUVWXYZ0123456789 ‘

Enter LM Hash
‘844C4E57D83FAE69AAD3B435851404EE ‘

Run

Result:

il

Hinh 10. Két qua thyc hién
tham mat khdu Windows.



KET LUAN

Ung dung mang may tinh phan tan cho qua trinh
tham ma giup ti wu duoc viée khai thac st dung
phéan cimg phén tan trong thoi gian ranh roi. Két
hop cac may tinh c6 card GPU s& phét huy tdi da
hiéu suat va hiéu qua lam viéc ciia timg may tinh
trong cac co quan, don vi. Ngoai ra khai thac va s
dung hé thong may tinh phén tin bang bd cong cu
tham ma s€ mo ra mot hudng ing dung mai trong
viéc nghién ctru tham ma khéi néi riéng va tién toi
14 cac hé mé khac. Khong can thiét phai dau tu ngay
cac trang thiét bi hién dai, toi uu nhét. Tir két qua
tham ma dat dugc s& hd tro cho qua trinh giai ma
cac tap tin bi ma hoa thu thap duoc cling nhu giap
kiém thir d6 an toan cua cac phuong phap ma hoa
trude khi tmg dung vao thuc té.
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