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Abstract—The secure scalar product is one of
the most important protocols in PPDM. It is used
in many problems such as safe auction, secure
voting, ensuring privacy for recommendation
systems and statistical data analysis, etc... In this
paper, we propose an efficient multi-party secure
computation protocol using Elliptic curve
cryptography, which allows to compute the sum
value of multi-scalar products without revealing
the input vectors. Moreover, theoretical and
experimental analysis shows that the proposed
method is more efficient than others in both
computation and communication.

T6m tit—Giao thire tinh tich v hwéng an toan
dwoc 4p dung rong rii dé giai quyét cac véan dé thuc
té nhw khai pha dir liéu c6 dam bao tinh riéng tw,
diu gia an toan, bé phiéu dién tir an toan, hé gei y
c6 dam bao tinh riéng tw,... Mt giao thirc tinh toan
bio mat nhiéu thanh vién cai tién sé dwoc dé xuit
st dung hé mat ma trén dwong cong Elliptic cho
phép tinh tdng gia tri cia céc tich vé6 huéng trong
khi khong tiét 1§ gi vé cac vecto ddu vao. Hon nira,
phan tich ly thuyét va thwc nghiém cho thiy
phwong phap dé xuit cé hiéu qua ca vé tinh toan
va truyén thdng so véi cac phwong phap khic.

Keywords— Scalar Product Protocol, Secure Multi-party
Computation, Secure Sum Protocol, Elliptic curve
cryptosystem, Privacy preserving data mining, Privacy
preserving frequency mining.

Tir khba— Kh?i pha dé liéu cé dam bdo tinh ri?ng tw, Tinh
toan bao mdt nhiéu thanh vjén, Giao th#c tinh tong an toan,
Puwong cong Elliptic, Tinh téng cdc tich vé hwéng an toan.

|. INTRODUCTION

Secure Multi-party Computing (SMC for
short) evolved from a curious theory in the 1980s
into a tool for building practical systems today.
Over the past decade, SMC has been one of the
most active research areas in theoretical and
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applied cryptography [1]. SMC allows
participants to perform the same calculation
without disclosing any participant’s private
inputs. SMC protocols can be either semi-honest
or malicious [2]. SMC protocols are based on a
semi-honest model that assumes that the parties
follow the protocol rules, but they still try to find
out the private information of others by analyzing
all the messages which are exchanged. In the
malicious model, the parties can perform some
arbitrary operations to cause damage to other
participants while implementing the protocol.
Therefore, the semi-honest model is used more
regularly than the malicious model. Effective and
practical SMC protocols are a hot topic of interest
to many researchers and have yielded many
results. The SMC protocol has the following
important properties:

e Correctness: The outputs of an SMC
protocol must be the desired values.

e Privacy: The private inputs of each
honest party need to be securely
protected, even if there are some
participants colluding together.

e Efficiency: The SMC protocol must be
efficient to be applicable in large-scale
distributed scenarios.

In this work, we propose an efficient secure
sum of multi-scalar product protocol (SSMSP).
The problem can be solved as follows: Assume
that that there are n users in which each person U;
keeps a secret vector i;, and a special party
(denoted as a miner) owns his private vector v.
The miner desires to obtain the sum of scalar
products 7.2 with i = 1,n. The secure scalar
product protocol has been widely applied in many
fields such as privacy-preserving data mining [3,
4, 5, 6], privacy-preserving statistical analysis
[14, 15], privacy-preserving computational
geometry [7, 8], cloud computing [9, 10].
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Although our problem can be solved by using
the available SMC protocols such as secure scalar
product [3, 6, 9, 4, 11], secure multi-party sum
[12, 5, 13], and privacy-preserving frequency
mining in 2PFD setting (2-Party Fully Distributed
setting) [14, 15] protocols, but these
cryptographic tools either do not protect the
privacy of each party or reduce the solution’s
performance significantly. The SSMSP protocol
in [16] can solve this problem without
communication channels between different users.
Moreover, this protocol also provides strong
privacy for each user without loss of accuracy.
However, this protocol is based on the EIGamal
cryptosystem with low performance. Therefore,
the main contribution of this paper is to develop
an efficient protocol for the secure sum of multi-
scalar product computation by optimizing the
protocol in [16] with the use of Elliptic curve
cryptography. The proposed protocol inherits the
advantages of the original protocol such as:

e The proposed protocol has the capacity to
ensure the correctness of the output result
while privately protecting the parties’
inputs and outputs.

e The proposed protocol only requires one
flow of communication between the
miner with each data user. This advantage
especially makes the protocol appropriate
in web applications as the data providers
only need to submit and finish their task.

e The proposed protocol does not require
any communication between each tuple of
the data providers. As aresult, it is suitable
for multi-party computation models.

The experimental results and performance
analysis find that the proposed protocol has better
performance than others [16].

To illustrate the effectiveness of our solution,
we implemented protocols to calculate the sum of
dot products for different numbers of users from
10,000 to 50,000 and different numbers of vector
dimensions of each user from 10 to 50.

The rest of the paper is organized as follows.
Section 2 reviews some technical preliminaries
used in this work. Our protocol is described in

Section 3. Finally, Section 4 discusses the
conclusion of the paper.

1. PRELIMINARIES
A. Shanks’ baby-step giant-step algorithm

In this section, we present Shanks’ baby-step
giant-step algorithm [17] that is used to solve the
discrete logarithm problems on Elliptic curve.

Input: An Elliptic curve E(F,) with base
point G has order g, and a point Q.

Output: Value x satisfiesx.G = Q.

m « [\/E] +1
forall j where 0 <j <mdo

Compute j. G and store the pair (j, j. G)
in a hash table

Compute —m. G
B <Q
forall i where 0 <i <mdo

if 5 is the second component (j.G) of

any pair in the hash table then
retumx = i.m + j

elsef <« —m.G

Fig. 1. Shanks’ baby-step giant-step algorithm.
B. Elliptic curve cryptography

In this section, we review elliptic curve
analog of the ElGamal system [18] that is the
main fundamental to construct our solution.

Let E(F,) be an Elliptic curve over a finite
field F, with a point O at infinity and p be a large
prime, in which elliptic curve discrete logarithm
problem is hard. In addition, G is a base point of
the elliptic curve E with order q (i.e., .G = 0).
The private key is the random number de [1,q —
1], and the corresponding public key curve point
iS Q =d.G. To encrypt the plaintext m, the
sender uses the public key Q to compute the
ciphertext C from the plaintext m as follows: he
randomly chooses k from |[1,q—1] and
computes the ciphertext C = (C, =B, +
k.Q,C, = k.G) where P, is a point of E with
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xp. = m. To decrypt the ciphertext C using the
private key d, the receiver may compute m = x,,,
inwhich M = C; + (—d. ().

Under the decisional Diffie-Hellman assumption
for the curve E, elliptic curve analog of the
ElGamal system is semantically secure.

I111. SSMSP PROTOCOL BASE ON ELLIPTIC CURVE
A. Problem statement

In this paper, it is assumed that there are n
users {Uj, ..., U,} in which each user U; owns his

private k-dimensions vector u® = (uf), ) u,(f))
and a special party U, (called the miner) who
keeps a secrete k-dimensions vector u(® = 7 =

Wy, v with  u,v; € {0,1}.  While
executing a data analytic process on n users’ data,

the miner needs to compute the value S =

— T
Y. v.u®  without knowing each data user’s
vector. Simultaneously, he also reveals nothing
about his private vector and the output value S.

B. Definition of privacy

The SSMSP protocol is designed to follow a
semi-honest model in which each user must abide
by the protocol’s rules. Therefore, all parties
involved are only semi-honest and anyone can
become corrupted. So we have the following
security definition:

Definition 1 [16]: Assume that each party U;

keeps a private vector W’ and he has the set of
private keys PriK; with the corresponding set of
public keys PubK;. An SSMSP protocol protects
each user’s privacy against t corrupted parties in the
semi-honest model if, for all I < {0,1,2,...,n}
such that [|I]] = t, there exists a probabilistic
polynomial-time algorithm M such that:

{M (5, [W PriKi]iEI‘ [PUbKj]je,)}

= {vieW{Pi}ieI ([W’ PriKi]?ﬂ)}
1)

where £ is computational indistinguishability.
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C. Protocol

Before the protocol starts, the participants
prepare the parameters to enhance the efficiency
of the proposed protocol as follows:

e Let E(Z;) be an elliptic curve with a
point O at infinity and d be a large prime,
in which elliptic curve discrete logarithm
problem is hard. In addition, G is a base
point of the elliptic curve E with order d
(ie.,d.G = 0).

e The miner keeps the private m and
corresponding public key M = m.G.

e Each user U; has already owned private
keys x;,y;€[1,d—1], and the
corresponding public keys is X; =
x;.-G,Y; = y;.G. These public keys are
sent to the miner before the protocol starts.

Then because of the efficiency, the miner
pre-computes:

Where: x = Y, X, ¥y = 2, Vi

Subsequently, the miner sends the message
(M||X|]Y) to all users.

Our proposed protocol has three main stages
as summarized in Fig. 2.

The miner
Phase 1:

User U;

e Chooses k random numbers
ti€[1,..,d—1].

o Computes: € = v;.G +t;. M;
c =t.6.

Oict
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Phase 2: e Chooses a random
numberr; €[1,..,d —
1].

e Computes:
k

R® = Z(ujgi)cl(j)

j=1
+Ti.M
+‘}Q.)(

—'xi.Y)
k
RY = Z (u?) Cz(j)
j=1
*'TE.G)

e
1‘------

Phase 3:

o Computes

K = ZR(‘) mZR(‘)

o Executes Shanks’ algorlthm
to find out S that
satisfies S.G = K.

Fig. 2. An efficient and secure protocol for
computing the dot product value.

D. Proof of correctness

In this section, to show the correctness of the
proposed protocol, we prove the following theorem:

Theorem 1. The protocol for secure n-parties
sum presented in Fig. 2 can exactly compute the

—T
sumvalue S = ¥, v.u® .
Proof. Indeed,

S.¢6 =K

n n
= Z RY —m, Z Ry
i=1 i=1

n k
Zz( (l)CU) +1.M+y. X

i=1 j=1
- Xi- Y)

k
- mz Z(uj(.i)Cz(j) +713.G)

i=1 j=1

n k
ZZ(u](l) v;. G+u(l) t.M+1. M
j=

i=1
+y. X —x.Y —m. (u]@. t;.G
+‘7}.G)
n k
— ® ®
= Zz(uj VG Ut m.G
i=1 j=1
®
+rmG—-mu. .G

-m.r.G+ (y;. X —x;.Y))

—T
v.u® .G

—T
Thus, S = Y1, 0.u® |

Note that, if the vectors (u(o),u(l), ...,u(n)) ¢

{0,1}*, our proposed protocol still properly
executes as long as the range of S is not too large
and it can be limited.

E. Proof of Privacy

In this section, we show that the proposed
protocol securely protects each honest user’s
privacy in the semi-honest model under the
necessary assumptions.

In this protocol, the miner sends an EIGamal
encryption on Elliptic curve (v;.G + t;. M, t;. G)
to all users. Thus, our protocol securely preserves
the miner’s privacy in the semi-honest model.
Similarly, because of the security of ElGamal
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encryption, an adversary can not distinguish the

values (R”, R%") of each user. Hence, U;'s inputs

(i.e. ugi), ...,u,(f)) is hidden from the adversary.

Next, we prove that the protocol still preserves
the privacy of the honest users in the case of some
participants colluding as long as the ElGamal
encryption scheme is secure. We have the
following theorem:

Theorem 2. The protocol presented in Fig. 2
preserves the privacy of the honest users against
the miner and up to n - 2 corrupted users or
preserves the privacy of the miner against the
collusion of n corrupted users.

Proof. To obtain complete proof for Theorem
2, we need to show a simulator M that simulates
what the corrupted participants have observed
during the protocol execution by a poly-nominal
time algorithm. Particularly, we need to give an
algorithm that computes the joint view of the
corrupted parties in polynomial time using only
the corrupted parties’ knowledge, the public keys,
and some ElGamal encryptions on the Elliptic
curve. We considered the two following cases:

The case of the miner colluding with (n —
2) corrupted users against two honest
users: without loss of generality, it is assumed
that U; and U, do not collude and I =
{3,4,...,n}. We describe the algorithm of

simulator M computes(R™,R(™)  and

(R®,R?) as follows:
- M takes the following encryptions as its input:
(@pa’y) = A+ (x, +

V1)-G,%5.G); (az,a’;) = (%1 +¥2).G, X1.G)
(@za'3) =0+ (x; +

y2).G,%x1.G); (ag,a’y) = (X5 +y1).G, X,.G)

Where A=35, u]@. P+ r.M; 0 =
{-‘=1u§2). ¢’ + r,.M, and it computes the values:

Rgl) =a1+2j61x]'. Yl_az—
R:EZ) :a3+2j61x]’. Yz_a4_
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— T

in which, &6§=S—-Yr.0.u® — v.a’ —
3.fTand @ B € {0, 1} .

Next, M simulates R, R® using random
ElGamal ciphertexts on the Elliptic curve.

The case of the collusion of n corrupted
users against the miner: because the miner does
not publish the value S, the algorithm M only

needs to simulate (€, ¢’") using random
ElGamal ciphertexts on the Elliptic curve.

Thus, according to Definition 1, our protocol
is semantically secure and has the same level of
security as the original protocol.

F. Performance evaluation

In this section, we implemented our solution
and the original protocol [16] in the C# language
of Visual Studio 2019 environment, using the
System.Numerics namespace to compare the
performance of them (i.e., communication
overhead and time complexity). Note that all
public key operations in our protocol are defined
over the safe curve 25519 [19] with 256 bits keys
and the protocol [16] uses 256 bits private keys
and 3072 bits public keys that have the same
security level with the curve 25519. Moreover,
our experiments run on the laptop with a 2.60
GHz Intel core i5 processor and 8GB memory.

For the communication overhead comparison,
we considered the number of communication
messages and these lengths (bits) in all phases of
both our solution and the protocol [16].

For the time complexity comparison, we
measure the total executing time of each protocol
for different numbers of users, from 10.000 to
50.000 with different numbers of vector
dimensions from 30 to 50. This time consists of
the time for each user to perform the necessary
computations and the time required for the miner.
We assume that all users perform their tasks at the
same time, and the network latency is not
included in the total executing time.

1. Communication Overhead

Considering the protocol in [16], before this
protocol starts, each user needs to send two public
keys (X;||Y;) to the miner. After the miner
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computes the two public keys, it sends these two
public keys and the miner's public key (M||X[|Y)
to all users. In the first phase of [16], the miner
needs to send 2k values (Cl(j) | |Cz(j))(j € [1,k])to
the user U;. In the second phase, each user U;
sends two values (R\”|| R%") to the miner. Since
each public key is 3072 bits in length, protocol

[16] exchanges 4n messages of size (21504 +
6144k)n bits where n is the number of users.

Similar to the original protocol, the proposed
protocol also exchanges 4n messages, however,
each part of the message is a point of the curve
consisting of two elements, each element is 256
bits in length, so the solution is recommended to
exchange (3584 + 512k)n bits. As a comparison
of the communication costs between the proposed
protocol and the original protocol in Table 1, it can
be seen that the proposed protocol exchanges the
same number of messages as the original protocol,
but the number of bits transmitted is much lower
than that of the original protocol.

TABLE I. THE COMMUNICATION OVERHEAD
COMPARISON BETWEEN OUR SOLUTION AND THE
ORIGINAL PROTOCOL

Protocols The number The number of bits
of messages
The original 4n (21504 + 6144k)n
protocol
Our protocol 4n (3584 + 512k)n

(Note: n is the number of users)
2. Time complexity of the protocol

To measure the running time of the proposed
protocol, we run 25 times for different numbers
of users from 10,000 to 50,000 and the number of
dimensions  of  private  vectors k=
10, 20, 30, 40, 50, then we calculate the average
running time. Note that the delay time is not
included in our evaluation.

140

120
100 88.011 93.155

80

60

40

20 1.542 [45.015
0

The number of users (x 104)

106.263 114.384

Ig 489 IZ 445

B The proposed protocol

98.595

Time (seconds)

M The original protocol

Fig. 3. The computation time of protocols with
vector k = 50 dimensionality.

Fig. 3 shows the execution times of the two
protocols in the cases n=
10.000,20.000,30.000,40.000,50.000 and
k = 50. The results show that the new protocol is
much more efficient than the original, especially
as the number of users increases.

150

96.251
72,298 81.485
55.295

114.384
7.485 I9 144 I9 927 Il 278 I2 445
The number of dlmensmns of vectors

= The original protocol m The proposed protocol

Time (seconds)

Fig. 4. The calculation time of protocols with the
number of users n = 50000.

Next, we present the executing time of the
protocols in the cases of k = 10,20,30,40,50, and
n = 50,000 in Fig. 4. The results show that the
proposed protocol is much more efficient than the
original protocol, especially when the number of
dimensions of the vector increases, for example
in the case of n = 50,000 and k = 50, our protocol
only runs for about 22 seconds while the original
protocol runs for about 114 seconds.

In summary, considering the above
experimental results, it can be seen that the
proposed protocol is more efficient than the one
in [16].
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CONCLUSION

In this work, we have proposed an efficient sum
of multi-scalar products protocol. The protocol is
able to protect the privacy of the parties involved,
ensuring the correctness of the calculation results.
We also carry on some experiments in order to
evaluate the new solution’s performance. The
experimental and theoretical results indicate that
the proposed protocol outweighs the original one.
Therefore, it is possible to integrate this protocol
into practical applications.
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