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Abstract— Malware classification in cloud
environments remains a critical challenge due to the
increasing complexity and volume of cyber threats.
This paper proposes CMC (Cloud-based Malware
Classification), a novel framework that enhances
multi-class malware classification efficiency through
the integration of feature selection, dimensionality
reduction, and imbalanced data handling
techniques. The CMC framework aims to improve
classification accuracy and computational efficiency
by optimizing feature representation and addressing
class imbalance, which are common
real-world malware datasets. To evaluate its
effectiveness, we apply the proposed model to two

issues in

public benchmark datasets: CMD_2024 and
CIC-MalMem-2022. Experimental results
demonstrate that CMC outperforms existing

approaches in terms of classification accuracy,
F1-score, and computational efficiency, proving its
potential for real-world deployment in cloud-based
security solutions. These findings highlight the
importance of intelligent data preprocessing and
feature optimization in enhancing malware
classification on cloud platforms.

Tom tdt— Phan loai phan mém déc hai trén moi
truong dam may van la mét thach thirc quan trong
do tinh phitc tap va khdi lwgng ngay cang ting cia
cac mbi de doa mang. Bai bao nay dé xuat CMC
(Phan loai phan mém déc hai trén dam may), mét
khuén kho méi givip ting cuong hiéu qua phan loai
phan mém doc hai da 16p théng qua viéc tich hop
lua chon tinh ning, giam chiéu va cac ky thuét xi Iy
dit litu mét can bang. Khuén khd CMC nham muc
dich cai thién do chinh xic ctia phin loai va hiéu qua
tinh toan bing cach t6i wu héa biéu dién tinh ning
va gidi quyét tinh trang méit can bang 16p, day la
nhitng van dé phé bién trong céc tap dit liéu phan
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mém déc hai trong thé gigi thuc. D€ danh gia hiéu
qua ctia khuén khé dé xuét, chiing t6i ap dung CMC
cho hai tap dit liéu chuiin cong khai: CMD_2024 va
CIC-MalMem-2022. Két qua thi nghiém ching
minh rang CMC vuot trdi hon cic phuong phap
hién cé vé do chinh xac phan loai, diém F1 va hiéu
qua tinh toan, ching minh tiém ning trién Khai
trong thé gidi thuc cia né trong cic giai phap bao
mat dua trén dam may. Nhing phat hién nay lam
ndi bat thm quan trong ctia viéc xt Iy dit liéu thong
minh va t6i wu héa tinh ning trong viéc ting cudng
phén loai phan mém déc hai trén nén tang dam may.
Malware Random
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I. INTRODUCTION

Malware detection and classification have
become increasingly critical in  today’s
cloud-centric environment, where cyber threats
rapidly evolve and target diverse infrastructures
[1-3]. The proliferation of malware, including
viruses, trojans, worms, and ransomware, poses
severe risks to both individual wusers and
organizations operating on cloud platforms.
Traditional malware detection approaches, such
as signature-based, heuristic-based, and
behavior-based techniques, have been enhanced
with Machine Learning (ML) and Deep Learning
(DL) models to improve detection accuracy and
scalability [4-6]. However, the effectiveness of
these models 1is often hindered by several
challenges, including imbalanced datasets and
high-dimensional feature spaces, which
significantly impact classification performance.

Recently, various publicly available malware
datasets have been introduced to facilitate
research in this field, including
CIC-MalMem-2022 [7] and CMD_2024 [8].



These datasets provide valuable insights into
malware behavior but also exhibit notable
limitations that affect classification performance.
The primary challenges associated with malware
classification on cloud environments are as
follows:

o Imbalanced Datasets: Malware datasets are
often dominated by benign samples, leading
to a lack of representative malicious samples.
This imbalance causes classifiers to favor the
majority class, reducing the detection
accuracy of minority malware families.

o High-Dimensional Data: Malware datasets
typically contain a large number of features,
many of which are redundant or
non-informative. Retaining irrelevant features
can lead to overfitting and increased
computational  costs, making efficient
dimensionality reduction a necessity.

o Real-Time  Classification: Cloud-based
security solutions demand fast and accurate
classification models to handle large-scale,
real-time data streams effectively.
Computationally expensive models struggle
to meet these requirements.

To address these challenges, we propose the
Cloud-based Malware Classification (CMC)
framework, which integrates feature selection,
dimensionality = reduction, imbalanced data
handling, and gradient boosting-based
classification to enhance malware detection in
cloud environments. The key components of
CMC are as follows:

o Variance-Based Dimensionality Reduction
(VDR): CMC eliminates low-variance
features that contribute little to classification
performance. By removing features with
negligible variance across samples, the
framework reduces model complexity while
preserving relevant information.

o Synthetic Minority Oversampling Technique
(SMOTE) combined with Random
Undersampling: To address dataset
imbalance, CMC applies a combination of
SMOTE [9] and Random Undersampling.
SMOTE generates synthetic samples for the
minority malware classes by interpolating
between existing instances, enhancing model
generalization and improving classification
performance for rare malware families.
Simultaneously, Random Undersampling is
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employed to reduce the number of samples
from the majority class, thereby balancing
the class distribution and improving the
model’s accuracy and stability.

o Soft Voting-Based Classification with DNN
and LGBM: CMC employs a Soft Voting
approach by combining Deep Neural
Networks (DNN) and LightGBM (LGBM)
for malware classification. This approach
leverages the strengths of both models,
where DNN is used for learning complex
patterns from the data, and LGBM provides

efficient handling of high-dimensional,
imbalanced datasets. The Soft Voting
mechanism  aggregates the  probability

outputs from both models to make the final
classification decision, ensuring improved
robustness and accuracy. This ensemble
method enhances classification performance
by balancing the strengths of DNN’s ability
to model non-linear relationships and
LGBM’s efficiency in dealing with large
datasets, offering better scalability and faster
training compared to traditional classifiers.

The main contributions of our work are:

1. Efficient Feature Selection and
Dimensionality Reduction: The application
of Low Variance Filtering and Scaling
reduces  computational  overhead by
eliminating features with low variance,
while preserving the essential features
needed for accurate classification.

2. Balanced Malware Classification: The
combination of SMOTE and Random
Undersampling effectively addresses dataset
imbalance, improving detection rates for
underrepresented malware families.

3. Optimized Soft Voting Model with DNN
and LGBM: The CMC framework utilizes a
Soft Voting ensemble model combining
DNN and LGBM. This hybrid approach
ensures high accuracy and computational
efficiency, making it ideal for real-time
malware classification in cloud-based
environments. By aggregating the
predictions from both DNN and LGBM
through Soft Voting, the framework
leverages DNN’s ability to capture complex
patterns and LGBM’s efficiency in handling
large-scale, imbalanced datasets. The result
is a robust and scalable classification model
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capable of delivering high performance in
dynamic, real-time scenarios.

4. Extensive Evaluation on Public Datasets:
CMC is thoroughly tested on CMD_2024
and CIC-MalMem-2022 datasets,
showcasing superior classification
performance compared to baseline models.

The remainder of this paper is structured as

follows. Section II provides the background,
discussing the fundamental concepts and
challenges in  malware  detection  and

classification. Section III reviews related work in
the field, highlighting existing malware
classification approaches and their limitations.
Section IV details the proposed CMC framework,
including techniques for feature selection, data
balancing, and classification. Section V presents
experimental results and an evaluation of the
framework’s performance on CMD_2024 and
CIC-MalMem-2022  datasets. @~ The  paper
concludes with key findings and future research
directions.

II. BACKGROUND

A. Cloud-based
Classification

Malware Detection and

Malware detection and classification play a
crucial role in modern cloud security. The
emergence of polymorphic and metamorphic
malware, which dynamically alter their structure
and behavior, reduces the effectiveness of static
analysis techniques [10]. Although dynamic
analysis enhances detection accuracy, it requires
substantial computational resources, making it

less feasible for large-scale, cloud-based
environments [11, 12].
Cloud environments, provide an ideal

infrastructure to address these challenges. By
leveraging the scalability, distributed processing
power, and resource pooling offered by the cloud,
it becomes feasible to handle the high demands
of malware detection and classification in
real-time. The cloud enables efficient monitoring
and extraction of malware-related data from vast
networks of cloud-based devices, servers, and
virtual machines. In cloud-based environments,
malware detection is enhanced by the ability to
continuously monitor large volumes of data
across multiple virtual machines and containers.
These cloud resources can be distributed to track
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real-time system behavior, including network
activity, file operations, system calls, and API
interactions, all of which are indicative of
malware behavior. The cloud infrastructure
allows for the extraction of relevant features from
these data streams, which can be processed and
analyzed using advanced machine learning and
deep learning models.

Another challenge in malware classification
is the high dimensionality of malware datasets.

These datasets often contain redundant or
non-informative features, which increase
computational complexity and degrade the

performance of ML models. Feature selection
and dimensionality reduction techniques, such as
variance-based filtering, are crucial to mitigating
these issues by retaining only the most
informative features while discarding those with
minimal variance.

Additionally, data imbalance remains a major
concern, as benign samples typically outnumber
malicious ones, leading to biased models with
poor detection rates for minority malware
families [13]. Traditional classifiers struggle with
such imbalances, favoring the majority class and
reducing the ability to detect rare malware
variants. To address this, Synthetic Minority
Oversampling Technique (SMOTE) has been
widely adopted to generate synthetic samples for
underrepresented classes, improving classification
performance.

A key challenge in malware classification is
ensuring model generalizability across different
platforms and environments. Malware behavior
varies  across  operating  systems, cloud
infrastructures, and attack vectors, limiting the
adaptability of models trained on specific
datasets. Addressing these issues requires
scalable solutions that handle high-dimensional
data, mitigate class imbalance, and efficiently
detect evolving malware threats.

B. ML/DL Approaches for Malware Detection

ML and DL have been widely utilized in
malware detection and classification tasks.
Traditional ML techniques, including Support
Vector Machines (SVMs), Random Forest (RF),
and  k-Nearest Neighbors (kNN), have
demonstrated effectiveness in extracting patterns
from malware datasets [14 - 16]. These methods
typically rely on handcrafted features, making



them highly dependent on feature engineering.

On the other hand, DL models, such as
Convolutional Neural Networks (CNNs) and
Recurrent Neural Networks (RNNs), can

automatically learn complex and hierarchical
representations from malware data, significantly
improving detection accuracy [17], [18].

Recent studies have explored the application
of deep learning architectures for malware
classification. For example, CNN-based models
have been successfully applied to classify
malware binaries based on their image
representations [19]. Meanwhile, RNNs and Long
Short-Term Memory (LSTM) networks have been
leveraged to detect sequential patterns in malware
execution logs [20], [21]. Nguyen et al. [22]
present a new approach that leverages deep graph
learning for dynamic malware analysis. By
representing program behavior as a graph, the
authors use deep graph learning techniques to
capture both structural and dynamic features of
PE files. This allows for more robust detection of
sophisticated malware that might evade
traditional feature-based detection methods. The
study demonstrates that deep graph learning
significantly enhances the classification accuracy
in dynamic analysis, providing a more effective
solution for malware detection in real-world
environments. Dinh et al. [23] focus on the
importance of selecting dynamic features for
malware  classification. They propose a
behavior-aware dynamic feature selection method
that adapts to the evolving characteristics of
malware. This approach enables the model to
select the most relevant features from execution
traces, improving the performance of malware
detection systems. The study’s results show that
dynamic feature selection leads to better
classification ~ outcomes,  especially ~ when
combined with behavior-aware models, thus
advancing the field of dynamic malware
detection.

Despite these advancements, several critical
challenges remain, particularly in the context of
cloud-based malware classification:

o Limited Feature Optimization: Most
ML/DL models do not employ effective
feature  selection = methods.  Retaining
irrelevant features leads to overfitting and
excessive training costs.

o Data Imbalance Not Properly Addressed:
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While techniques like oversampling and
undersampling have been used to balance
datasets, they often fail to preserve
real-world data distributions, reducing model
effectiveness in detecting rare malware
families.

« High Computational Overhead: Many
existing models rely on deep learning
architectures (e.g., CNNs, LSTMs) that
demand substantial computational resources,
making them impractical for real-time
malware detection in cloud environments.

III. RELATED WORK

The challenge of handling imbalanced
datasets in malware classification has been
extensively addressed in recent research, with
various techniques proposed to mitigate the
impact of class imbalance. In this section, we
review the methodologies proposed by several
researchers, including feature extraction methods,
resampling strategies, and ensemble learning
approaches.

Cayir et al. [24] (2021) proposed a Random
CapsNet Forest Model for imbalanced malware
classification, using Capsule Networks (CapsNet)
to reduce model complexity and improve
generalization. By combining CapsNet with
Bootstrap Aggregating (Bagging), they enhanced
detection of underrepresented malware families.
However, they noted that careful hyperparameter

tuning is necessary to avoid overfitting.
Demirkiran et al. [25] (2022) focused on
transformer-based models like BERT and

CANINE for imbalanced multi-class malware
classification. They introduced the Random
Transformer Forest (RTF) ensemble model,
which combines multiple transformer models
using bagging. Their results showed that RTF
outperformed traditional models, achieving an
F1-Score of 0.6149, demonstrating the
effectiveness of transformer-based ensembles in
handling class imbalance. Similarly, Zhu et al.
[13] (2023) introduced the MEFDroid
framework, which used hybrid deep learning
models like Sparse Autoencoders (SAE) and
Deep Autoencoders (DAE) to extract features and
applied ensemble learning to  improve
classification. While achieving high performance
with an Fl-score of 97.12%, they highlighted the
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dependency on classifier choice and feature
selection.

Xue et al. [26] (2024) proposed a hybrid

framework combining oversampling,
undersampling, and weighted majority voting
classifiers (WMVC) to address multi-class

anomaly detection in imbalanced malware
datasets. They used SMOTE and Tomek Links to
balance the data, achieving an Fl-score of
97.12%. However, they noted challenges such as
overfitting and the complexity of tuning
ensemble classifiers. Latif et al. [27] (2024)
proposed a hybrid model combining Vision
Transformer (ViT) and 1D Convolutional Neural
Network (1IDCNN) for ransomware classification
to address data imbalance. They used SMOTE to
balance the dataset, achieving 98% accuracy
while reducing false positives and negatives.
However, oversampling introduced noise, which
could impact real-world performance. Andeli¢ et
al. [28] (2025) focused on Android malware
detection using graph-based models and
ensemble learning. Their method, combining
symbolic  classifiers  with  multi-ensemble
threshold techniques, achieved 99.99% accuracy
and an Fl-score of 82.15%. Despite these
successes, precision and recall were limited,
particularly for certain attacks with
misclassifications. Putra et al. [29] (2025)
introduced a graph-based botnet detection model
using network flow analysis and adaptive
weighting. The model used IP addresses as nodes
and communication links as edges, with 16
weighting methods. Despite strong performance,
the model struggled with detecting low-intensity
attacks and faced precision issues in some cases.

These studies emphasize the importance of
feature selection, resampling techniques like
SMOTE, and ensemble learning in overcoming
imbalanced datasets for malware detection. While
approaches integrating deep learning and hybrid
models have improved classification performance,
challenges like overfitting, model complexity, and
the need for further optimization remain.
Motivated by these limitations, our CMC
framework is designed to optimize multi-class
malware classification by effectively addressing
these issues, improving model robustness and
performance in real-world scenarios.
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IV. PROPOSED FRAMEWORK: CMC

The proposed CMC framework (Figure 1) is
designed to improve malware detection and
classification, especially for imbalanced datasets,
by combining advanced preprocessing techniques,
data  balancing  strategies, = dimensionality
reduction, and ensemble learning. The framework
is organized into three distinct phases, each
targeting a specific challenge in the malware
detection process.

A. Phase 1: Data Preprocessing and Feature
Selection

In the first phase, the original dataset
undergoes preprocessing to prepare it for further
analysis. This includes applying Low Variance
Filtering and Scaling, which helps to remove
irrelevant features with minimal variance, thereby
reducing the dimensionality of the dataset. The
dataset is then split into two sets: 80% for
training and 20% for testing. The feature
selection process is achieved using Low Variance
Filtering, which enhances the feature set by
retaining the most relevant and informative
features while discarding those with little
variance. This ensures that the dataset is clean,
well-scaled, and ready for the subsequent stages
of data balancing and classification.

To further enhance model performance and
prevent  scale-induced  bias, we  apply
Standardization (Z-score normalization) to ensure
all features have a mean of zero and unit
variance. This step improves model stability by
making features comparable across different
scales.

1. Low Variance Filtering

Variance measures the spread of values in a
feature. Features with very low variance provide
minimal useful information for classification.
Therefore, we remove any feature f; whose
variance V; is below a predefined threshold 7:

Vi= ! zn:(%g — z;)°

j=1

)

where:

« 1 is the number of samples in the dataset.
o x;; is the value of feature f; in sample j.
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Figure 1. CMC Framework Detailed Architecture

e T; is the mean of feature f;, given by:

I IR

7=1

A feature f; is removed if:
Vi<t 3)

where 7 is a small predefined threshold (e.g.,
0.01).

2. Feature Standardization

After selecting relevant features, we apply
Z-score  normalization (also known  as
standardization) to ensure that all features have a
mean of zero and a standard deviation of one.
The transformation is defined as:

Tij — i
o)

“)

)

where:

e 1i; is the mean of feature f;, calculated using
Equation 2.

e 0; is the standard deviation of feature f;, given
by:

: > (s — pi)?

j=1

n

(&)

g; =

This transformation ensures that features are
on the same scale, preventing those with larger
magnitudes from dominating the learning process.

The detailed procedure
Algorithm 1.

is outlined in

Algorithm 1 Data Preprocessing and Feature
Selection
Input:
D = (X,)) — Input with features F' and labels Y.
T — Variance threshold for feature selection.
7 — Train/Test split ratio; default 0.2 (e.g., 80%
training, 20% testing).
Output:
T — Training set.
V' — Testing set.

1: (X,Y) < ExtractFeaturesAndLabels(D) >
Separate features and labels

2 X'+ X > Initialize feature set

3: for f; € X do > Apply Low Variance Filtering

4: V;; < ComputeVariance( f;)

5: if V; < 7 then

6: X'+« X'\ {f:}

7: end if

8: end for

9: X, < StandardScaler(X’) > Normalize features

10: Y’ < LabelEncoder(Y") > Label encoding

11: (T, V) < SplitTrainTest(X,,Y’,r) > Train/Test
split

12: return (7,V)

B. Phase 2: Data Balancing Using SMOTE and
Random Undersampling

Phase 2 focuses on addressing class
imbalance, a major challenge in malware
detection. To achieve this, the dataset is balanced
using a combination of SMOTE and Random

Undersampling. SMOTE generates synthetic
samples by interpolating between existing
instances in the minority classes, ensuring
adequate representation. Meanwhile, Random
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Undersampling reduces the size of the majority
class, preventing dominance over other
categories.

This process produces a balanced training set,
mitigating bias towards majority classes and
enhancing classification performance across all
categories. The detailed balancing procedure is
outlined in Algorithm 2.

Algorithm 2 Data Balancing with Random
Undersampling and SMOTE

Input:
T = (X7,Yr) — Imbalanced training set.
V = (Xv, Yy ) — Testing set (remains unchanged).
f — Maximum allowed size for majority classes;
default 6 = 2000.
p — Minimum target size for minority classes;
default p = 2000.
Output:
T = (X7, Y) — Balanced training set.
V = (Xv,Yy) — Testing set (unchanged).
1: (Smajs Smin) < GetClassDistribution(T") > Spaj =
majority classes, Sy, = minority classes
2: T" + T 1> Initialize 1" as the original training set
3: if Spy # (0 then > Reduce majority classes
4: M+ {c| | > 6} > M = Set of classes
exceeding 6

5: T’ < RandomUndersample(7”, M, 0) >
Apply undersampling to M

6: end if

7: (Shaj» Stin) < GetClassDistribution(7”) >
Recompute S, Sy, after undersampling

8: if S}, # 0 then > Increase minority classes

9: L+ {c|]|c| < p} > L =Set of classes below
p

10: T" <+ SMOTE(T", L, p) > Apply SMOTE to
L

11: end if

12: return 77,V

C. Phase 3: Malware Classification Using Soft
Voting with DNN and LGBM

In the final phase, the balanced dataset is
classified using a Soft Voting ensemble
combining Deep Neural Networks (DNN) and
LightGBM (LGBM). This method leverages the
complementary strengths of both models: DNN
effectively captures complex, non-linear patterns
in malware behavior, while LGBM handles
high-dimensional, imbalanced data efficiently
with fast training times.

The DNN model extracts hierarchical features
through multiple layers, enabling the detection of
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intricate patterns. In parallel, LGBM—a gradient
boosting framework—is optimized for large-scale
learning, with adjustments to mitigate -class
imbalance and overfitting.

Soft Voting aggregates the prediction
probabilities from both models and assigns the
final label based on the weighted average. This
ensemble  enhances  overall classification
performance and robustness, making it suitable
for real-time, large-scale malware detection tasks
under imbalanced conditions.

V. EXPERIMENTS AND EVALUATION

This section describes the experimental
evaluation of the proposed CMF framework,
focusing on its application to two malware
datasets. The experiments assess the framework’s
effectiveness in handling imbalanced data and
improving malware detection and classification
accuracy. The datasets, experimental setup, and
results are detailed below. The framework is
evaluated through the three phases: data
preprocessing and feature selection, data
balancing, and malware classification using
ensemble learning.

A. Datasets

To evaluate the CMF framework, we use two
public  malware datasets with  differing
characteristics in class distribution, feature types,

and imbalance levels, providing a robust
benchmark. Table 1  summarizes class
distributions before and after balancing.

The balancing strategy from  Phase
2—SMOTE combined with Random

Undersampling—addresses class imbalance by
synthetically augmenting minority classes and
reducing majority samples. This preserves natural
distribution while focusing on hard-to-classify
regions, improving learning and reducing bias
toward dominant classes.

As a result, the adjusted distributions
(Table 1) show improved balance, boosting
classification performance, particularly for rare
malware types.

CMD 2024: This dataset contains 20,850
samples across eight malware families: Trojan,
Virus, Worm, Ransomware, Adware, Miner,
PUA, and Downloader. Features include both
static (e.g., file size, entropy, byte sequences) and



dynamic attributes (e.g., system calls, API calls,
memory usage). Low Variance Filtering is
applied to retain only informative features,
enhancing classifier performance.

As shown in Table 1, the CMD_2024 dataset
exhibits extreme imbalance, with minority classes
like Downloader (26) and PUA (39) significantly
underrepresented compared to the dominant class
(>5000 samples). In contrast, CIC-MalMem-2022
shows a more moderate imbalance, with malware
classes ranging from 1100-1900 samples, and a
dominant benign class (>13,000).

To address this, we applied dataset-specific
balancing strategies. For CMD_2024, we set a
uniform target of 5000 samples per class
(¢ = p = 5000), enhancing minority
representation and reducing majority dominance.
For CIC-MalMem-2022, a lower threshold of
2000 (# = p = 2000) was chosen to reflect its
less severe imbalance. These thresholds were
determined empirically to maintain class diversity
while improving balance.

Although SMOTE and Random
Undersampling are standard methods, our
contribution lies in adaptively tuning their

parameters based on dataset characteristics. This
enhances  generalization and classification
stability across both datasets.

CIC-MalMem-2022: This dataset contains
58,596 samples across 16 classes (e.g., Emotet,
Maze, Zeus). Features are extracted from
memory dumps using VolMemLyzer, yielding 55
behavioral attributes such as process activity, file
operations, and network connections. Low
Variance Filtering is applied to retain only
informative features, reducing dimensionality and
improving classification efficiency.

B. Experimental  Results

Evaluation

and  Performance

This section presents the experimental results
and an in-depth analysis of the proposed CMC
framework applied to two malware datasets:
CMD_2024 and CIC-MalMem-2022. These
datasets were selected to comprehensively
evaluate the framework’s performance under
varying conditions, including high-dimensional
feature spaces, significant class imbalance, and
diverse malware families. The experimental setup
and results for each dataset are detailed below.
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1. CMD_2024 Dataset

The D2MDM framework (Nguyen et al., 2024
[8]) combines D2MD (Dynamic and Deep
Malware Detection) with Random Forest (RF) to
improve  malware  classification. = D2MDM
integrates CNN, BiGRU, and self-attention
mechanisms to capture both local and sequential
dependencies in malware data.

In comparison, the CMC framework, which
uses Soft Voting to combine DNN and LGBM,
shows superior results on the CMD_2024 dataset,
achieving 91.79% accuracy and maintaining
balanced metrics across precision, recall, and F1
score. The CMC framework excels in classifying
imbalanced malware data and efficiently handles
high-dimensional datasets, thanks to the use of
Soft Voting which leverages the advantages of
both deep learning and gradient boosting
techniques. The results in Table 2 clearly
demonstrate the superior performance of the
CMC framework compared to  previous
approaches on the CMD_2024 dataset.

TABLE 2. COMPARISON OF CMC WITH
PREVIOUS APPROACHES ON CMD 2024 DATASET

Model

D2MDM (Nguyen et al., 2024 [8])
CMC Framework

Accuracy (%) Precision (%) Recall (%) Fl-score (%)

86.97 87.35 86.97 86.91
91.79 91.79 91.79 91.78

The results in Figure 3 further validate the
CMC framework’s effectiveness in malware
classification. The confusion matrix and ROC
curve show strong performance in classifying
major malware families like trojans and viruses,
while also demonstrating improved accuracy for
less common classes like ransomware and
miners. The ROC curves show an AUC of
98.1%, confirming the model’s ability to robustly
distinguish between malware types. These results
demonstrate that CMC effectively balances
feature selection and model performance,
ensuring high accuracy while maintaining
computational efficiency.

2. CIC-MalMem-2022 Dataset

The CIC-MalMem-2022 dataset, specifically
designed for memory-based malware detection,
contains advanced features derived from memory

dumps and system activities, making it
particularly suitable for identifying modern
threats such as fileless malware. CMC
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TABLE 1. CLASS DISTRIBUTION BEFORE AND AFTER BALANCING (SMOTE +
RANDOM UNDERSAMPLING) ON TRAINING SET

Train Set Before Train Set After Balancing
No. Dataset Original Data . (SMOTE + Random
Balancing .
Undersampling)
Trojan: 7484 Trojan: 5987 Trojan: 5000
CMD_2024 (8 Virus: 3955 Virus: 3164 Virus: 5000
1 Classes) Worm: 2673 Worm: 2138 Worm: 5000
Adware: 800 Adware: 640 Adware: 5000
Ransomware: 751 Ransomware: 601 Ransomware: 5000
Miner: 90 Miner: 72 Miner: 5000
PUA: 49 PUA: 39 PUA: 5000
Downloader: 32 Downloader: 26 Downloader: 5000
Benign: 29298 Benign: 13438 Benign: 2000
Transponder: 2410 Transponder: 1928 Transponder: 2000
Gator: 2200 Gator: 1760 Gator: 2000
CIC-MalMem- Shade: 2128 Shade: 1702 Shade: 2000
2 2022 (16 Classes) CWS: 2000 CWS: 1600 CWS: 2000
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Figure 2. Data Distribution for CMD_2024 (8 Classes)
demonstrated superior performance in the for both configurations are shown in Figure 4.

16-class classification of the CIC-MalMem-2022
dataset. The confusion matrices and ROC curves
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The DNN model (Roy et al. [30], 2023) relies
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Figure 3. Evaluation results of CMC on CMD_2024 dataset with 8 classes
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Figure 4. Evaluation results of CMC on CIC-MalMem-2022 dataset with 16 classes

on deep learning techniques to automatically
extract features and capture complex, non-linear
patterns in the data, making it suitable for
malware classification tasks that involve large
amounts of dynamic data. DNN has proven
effective in many applications, including malware
detection, as it is adept at learning from large
datasets and detecting intricate patterns in
malware behavior.

CMC’s performance is further validated in the
16-class classification scenario, where it achieved
71.98% accuracy, 71.60% F1-score, and 72.99%
precision, as shown in Table 3. These results
demonstrate CMC’s robust capability to handle
multi-class malware classification tasks. The
confusion matrix and ROC curve in Figure 5
highlight CMC’s  ability to  minimize
misclassifications and demonstrate excellent class
separation.

TABLE 3. COMPARISON OF CMC WITH PREVIOUS
APPROACHES ON CIC-MALMEM-2022 (16 CLASSES)

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%)
DNN (Roy et al. [30], 2023) 70.29 70.33 72.06 70.33
CMC Framework 71.98 72.99 71.98 71.60

CONCLUSION AND FUTURE WORK

This paper introduces the CMC framework, a
robust  solution for multi-class malware
classification, particularly in cloud environments.
By integrating Low Variance Filtering and
Scaling, data balancing, dimensionality reduction,

and Soft voting-based classification, CMC
demonstrates substantial improvements in both
classification accuracy and computational

efficiency. The experimental results confirm that
CMC outperforms existing models on multiple
datasets, including highly imbalanced ones such
as CMD_2024 and CIC-MalMem-2022.
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Figure 5. Data Distribution for CIC-MalMem-2022 (16 Classes)

The CMC framework is tailored for cloud

environments, leveraging scalability to
dynamically allocate resources for processing
large datasets in real-time. It utilizes distributed
data processing to monitor and analyze malware
behavior across multiple systems, ensuring
comprehensive detection. With efficient resource
management, CMC optimizes data preprocessing,
feature selection, and classification, making it
suitable  for  large-scale  deployment. Its
cloud-based architecture allows for continuous
adaptation to new threats, improving accuracy
while  balancing cost and  performance,
particularly in handling imbalanced datasets and
high-dimensional features.

A major contribution of this framework is the
use of Low Variance Filtering and Scaling in
Phase 1, which reduces feature redundancy while
preserving essential features for classification.
The results indicate that this technique effectively
lowers the dimensionality of the datasets, leading
to faster prediction times without sacrificing
performance. Additionally, the combination of
SMOTE and Random Undersampling for data
balancing addresses the class imbalance issue,
significantly ~ improving detection rates for
underrepresented malware families, even in the
presence of extreme class imbalance. While CMC
shows promising results, there are still challenges
to address. One challenge is handling the extreme
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class imbalance, particularly for emerging and
rare malware types. Although the data balancing
strategies used in CMC mitigate this issue, future
research could explore hybrid sampling methods
to enhance this capability further.
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