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Abstract— Secure frequency computation 
protocols have been researched and applied to 
address various privacy-preserving problems in 
machine learning, data mining, and data analysis. 
However, these protocols only allow for the 
calculation of a single frequency value in one 
execution. In this paper, we propose a protocol for 
calculating multiple secure frequency values 
concurrently for the 2PFD data model, which is a 
relatively new distributed data model that has 
appeared in many practical problems but has not 
received much attention. The proposed protocol not 
only maintains the accuracy of the output results 
and a high level of security but also exhibits good 
performance.

Tóm tắt— Giao thức tính tần suất bảo mật đã 
được nghiên cứu và ứng dụng để giải quyết nhiều 
bài toán đảm bảo tính riêng tư cho học máy, khai 
phá dữ liệu, phân tích dữ liệu. Tuy nhiên các giao 
thức này chỉ cho phép tính một giá trị tần suất trong 
một lần thực thi. Trong bài báo này, chúng tôi đề 
xuất giao thức tính đồng thời nhiều giá trị tần suất 
bảo mật cho mô hình dữ liệu 2PFD, đây là một mô 
hình dữ liệu phân tán còn khá mới, xuất hiện trong 
nhiều bài toán thực tế và chưa được nhiều sự quan 
tâm. Giao thức đề xuất không những duy trì được 
độ chính xác của kết quả đầu ra, mức an toàn cao 
mà còn có hiệu suất tốt.
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I. INTRODUCTION

Over the past few decades, Over the last two 
decades, privacy and data security have become 
major priorities for both individuals and 
enterprises. Among these concerns, the problem 
of secure frequency computation plays a crucial 
role in privacy-preserving data mining, 
privacy-preserving data analysis solutions, and 
other computations. Current privacy-preserving 
methods include randomization, anonymization 
(k-anonymity, l-diversity, t-closeness), 
partitioning-based methods, and encryption [1]. 
Among these, cryptography-based 
privacy-preserving methods often give very high 
levels of data privacy due to their powerful 
primitives. This approach ensures the privacy of 
participants’ input data and the correctness of the 
output, even if certain participants are colluded 
by adversaries [1].

Moreover, the centralized storage of user data 
in any form raises concerns about data privacy. 
Therefore, privacy-preserving computational 
solutions for distributed data models are essential 
and are receiving significant attention from 
researchers. The data used in the analysis process 
can be stored in several distributed models, 
including horizontal partitioning, vertical 
partitioning, fully distributed, two-party fully 
distributed (2PFD), etc. The 2PFD model is 
widely used in practice, and secure frequency 
computation is critical for many similar 
distributed data scenarios [2]. In practice, this 
issue is quite prevalent, for example, in 
privacy-preserving Naive Bayes classification for 
2PFD [3], [4], or in vertically distributed data 
models where a central computation hub 
collaborates with participants to securely 
compute multiple frequency values necessary for 
calculating the required probabilities.
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Additionally, there are many other practical
privacy-preserving problems, such as decision
tree mining [5], association rules [4], clustering,
correlation analysis, etc., that ensure data privacy.
However, existing SMC-based solutions for
frequency estimation that ensure privacy require
significant computational and communication
costs. Therefore, in order to expand practical
applications, there is a need for solutions that
maintain accuracy, security, and further improve
efficiency.

This paper proposes a secure computation
protocol that allows for the efficient simultaneous
computation of secure frequency values in the
2PFD model (Secure Multi-Frequency
Computation, abbreviated as SMFC). This
protocol enables the calculation of the frequency
of value pairs in a 2PFD dataset while ensuring
the privacy of each component frequency value
held by the users. Although this problem can be
solved using existing SMC protocols by
repeatedly combining a privacy-preserving inner
product computation protocol [6]–[8] with a
privacy-preserving summation protocol [9]–[11],
this approach incurs high computational and
communication costs. Furthermore, combining
different protocols multiple times complicates the
design and may introduce privacy issues during
the integration process. Another way to perform
this computation is by repeatedly executing the
multi-party privacy-preserving inner product
protocol in a semi-fully distributed data model
[12]. However, this method requires multiple
rounds of interaction between the participants
and the central computation hub, and it also
offers lower security compared to existing 2PFD
frequency computation protocols [2], [4], [13],
[14].

A simpler approach to calculating these
frequency values is to execute the
privacy-preserving frequency computation
protocol [2], [4], [13], [14] multiple times in the
2PFD model. These protocols do not require
communication between users and ensure strong
privacy for each user without compromising
accuracy. However, these protocols compute only
one frequency value per execution, reducing the
efficiency of tasks that require multiple
frequency values and necessitating repeated
rounds of interaction between participants and
the computation centre. This makes the solution

less feasible. Therefore, the main contribution of
this paper is to develop an efficient protocol that
allows for the simultaneous computation of
multiple frequency values in the 2PFD model in
a single execution. The proposed protocol
inherits the advantages of typical protocols, such
as ensuring the correctness of the output while
protecting the input and output privacy of the
participants, without requiring any
communication between individual datasets
among data providers. Thus, it is appropriate for
multi-party computation models. Furthermore,
practical results and performance analysis have
demonstrated that the new protocol outperforms
typical ones in the same computational model. To
demonstrate the effectiveness of the proposed
solution, the study develops the protocols to
compute frequency values for varying numbers of
users and shows that the proposed protocol
betters the other protocols.

The rest of the paper is organized as follows:
Section 2 discusses the key theoretical
foundations used in this study. In Section 3, the
suggested computation protocol is described,
studied, and compared to existing standard
protocols in terms of privacy, communication,
and computational cost. Section 4 finishes the
paper.

II. PRELIMINARIES

A. Simultaneous computation of multiple secure
frequency values in the 2PFD model

In the two-party fully distributed setting
(2PFD), a dataset (a data table) contains n
records, with each record represented by attribute
values. The dataset is distributed across two
groups of users U = U1, U2, ..., Un and
V = V1, V2, ..., Vn, where each user Ui,Vi holds
a set of private binary values ui,j ,vi,l ∈ {0, 1},
with j ∈ [0, nu), l ∈ [0, nv) and nu ≥ nv. Each
pair of users (Ui, Vi) holds one record, where Ui

knows the values of a subset of relevant
attributes, and Vi knows the values of the
remaining attributes. The computation center
needs to find the sum of the frequency values:
F = {fm}m∈[0,nunv) ={

∑n
i=1 u0v0,

∑n
i=1 u0v1,

...,
∑n

i=1 u0vnv−1,
∑n

i=1 u1v0, ...,
∑n

i=1 unu−1vnv−1}
without revealing the individual values of ui,j

and vi,l.
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B. Definition of Privacy

Since this study follows the semi-honest
model [15], in which each user must adhere to
the rules of the protocol, but anyone may be
corrupted, the definition of security frequency
computation in 2PFD as follows:

Definition 1. Assume (E
(u)
i , D

(u)
i ) and

(E(v)
i , D(v)

i ) are the corresponding sets of public
and secret keys for each user Ui and Vi,
respectively. A protocol for the above-defined
multi-frequency computation problem protects
each user’s privacy against the centre
computation along with t1 colluding users Ui and
t2 colluding users Vi in the semi-honest model if,
for all I1, I2 ⊂ [1, n] such that |I1| = t1 and
|I2| = t2, there exists a polynomial-time
probabilistic algorithm M such that:
{M(F, [ui, D

(u)
i ]i∈I1 , [E

(u)
j ]j∈I1 , [vk, D

(v)
k ]k∈I2 ,

[E
(v)
l ]l∈I2)}

c≡

{V iewminer,Uii∈I1
,Vkk∈I2

[ui, D
(u)
i , vi, D

(v)
i ]ni=1}

(1)

where
c≡ denotes computational

indistinguishability.

C. Elliptic curve cryptography

Given an elliptic curve E(Fp) over the field
Fp with the point O called the point at infinity
and p being a large prime number, the discrete
logarithm problem on the elliptic curve is
considered difficult. Additionally, G is a base
point on the elliptic curve E with order d (i.e.,
d.G = O). The secret key is a random number
q ∈ [1, d), and the corresponding public key is
Q = qG. To encrypt a plaintext message m, the
sender uses the recipient’s public key Q to
compute the ciphertext C of the plaintext m as
follows: the sender chooses a random number
k ∈ [1, d) and computes the ciphertext
C = (C1 = Pm + kQ,C2 = kG), where Pm is a
point on the curve E with xPm = m. To decrypt
the ciphertext C using the secret key q, the
recipient can compute m = xM , where
M = C1 + (−qC2).

III. SECURE MULTI-FREQUENCY
COMPUTATION PROTOCOL IN 2PFD

A. The Proposed Protocol

The detailed protocol for secure
multi-frequency computing in the 2PFD model
using the elliptic curve encryption scheme
PPMFC() is presented in detail in Algorithm 1,
with nk and nk1 computed according to
Equations 2 and 3, respectively.

Each user uses two pairs of common private
and public keys to compute each private value
fm =

∑n
i=1 ui,jvi,l. Therefore, if the parties use

nk pairs of common private and public keys, they
can encrypt up to C2

nk
private values. Hence,

only nk pairs of private and public keys need to
be prepared, where nk is determined as follows:

nk =

⌈
1

2
+

√
2nunv +

1

4

⌉
(2)

As seen in Algorithm 1, each pair of common
private and public keys is formed from two pairs
of private and public keys from each Ui and Vi.
Therefore, if each party uses nk1 pairs of private
and public keys, they can generate up to F 2

nk1
pairs

of common private and public keys. Thus, each
participating party only needs to prepare nk1 pairs

One key element to remember is that because 
the parties are semi-honest, they are assured to 
use the real inputs written on their input tapes. 
This is significant since it indicates that the 
output is properly defined and does not depend 
on the adversary. Specifically, for inputs x and y, 
the output is defined to be f(x, y), and the 
simulator can be given that value.

Essentially, the definition states that 
computation is secure if the joint view of the 
computing centre and the colluding users (t1
users Ui and t2 users Vi) during the protocol 
execution can be efficiently simulated by a 
simulator, based on what the computing centre 
and the colluding users have observed in the 
protocol using only the result F , the knowledge 
of the colluding users, and the public keys. 
Therefore, the computing centre and the 
colluding users cannot learn anything from F . 
According to the definition, proving the privacy 
of a solution requires demonstrating the existence 
of a simulator that meets the above equation. 
This formulation implies that the parties learn 
nothing from the protocol execution beyond what 
they can derive from public values, their input
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Input: n: the number of participant parties
ui,j : the private values of ith

participant party in the first data domain,
i ∈ [1, n], j ∈ [1, nu]

vi,j : the private values of ith

participant party in the second data
domain, i ∈ [1, n], j ∈ [1, nv]

Output: fj =
∑n

i=1 ui,⌊j/nv⌋vi,j%nv where
j ∈ [0, nunv)

Begin
1. Initialization phase: - Each user Ui

does the following:
xi = Random(1, d− 1);Xi = xiG;
for j ← 0 to nk1 − 1 do
ksui,j = Random(1, d− 1);
KPUi,j = ksui,jG;

end
Sends to The computing center (CC):
{KPUi,j, Xi}j∈[0,nk1);

- Each user Vi does the following:
yi = Random(1, d− 1);Yi = yiG;

for j ← 0 to nk1 − 1 do
ksvi,j = Random(1, d− 1);
KPVi,j = ksvi,jG;

end
Sends to CC: {KPVi,j}j∈[0,nk1);
- CC does the following:
j = 1;
for t← 0 to nk1 − 1 do

for k ← 0 to nk1 − 1 do
KPj =∑n

i=1 KPUi,t +KPVi,k; j ++;
if (j == nk − 1) break;

end
if (j == nk − 1) break;

end
Sends to all users: {KPj}j∈[0,nk); 2.
Phase 1: Each user Ui does the
following: for j ← 0 to nu − 1 do
c
(1)
i,j = Random(1, d− 1);
C

(i,j)
1 = ui,jG+ c

(1)
i,j Xi;C

(i,j)
2 = c

(1)
i,j G;

end
Sends to CC: {C(i,j)

1 , C
(i,j)
2 }j∈[0,nu);

3. Phase 2: Each user Vi does the
following:

Gets {C(i,j)
1 , C

(i,j)
2 }j∈[0,nu) from CC;

j = 0;

for t← 0 to nk1 − 2 do
for k ← t+ 1 to nk1 − 1 do
c
(2)
i,j = Random(1, d− 1);
Qi,j

1 =
vi,j%nvC

(i,⌊j/nv⌋)
1 + ksvi,k%nk1

KPt−
c
(2)
i,j yiC

(i,⌊j/nv⌋)
2 − ksvi,t%nk1

KPk;
Q

(i,j)
2 = c

(2)
i,j Yi − vi,j%nvXi; j ++;

if (j == nunv − 1) break;
end
if (j == nunv − 1) break;

end
Sends to CC: {Qi,j

1 , Q
(i,j)
2 }j∈[0,nunv);

4. Phase 3: Each user Ui does the
following:

Gets {Qi,j
1 , Q

(i,j)
2 }j∈[0,nunv) from CC;

j = 0;
for t← 0 to nk1 − 2 do

for k ← t+ 1 to nk1 − 1 do
Ai,j = Qi,j

1 + c
(1)
i,⌊j/nv⌋Q

(i,j)
2 −

ksui,⌊t/nk1⌋KPk + ksui,⌊k/nk1⌋KPt;
j ++;
if (j == nunv − 1) break;

end
if (j == nunv − 1) break;

end
Sends to CC: {Ai,j}j∈[0,nunv);
5. Phase 4: CC does the following:
for t← 0 to nunv − 1 do
Aj =

∑n
i=1 Al,j ;

end
F = DlogEC(E,G, n,A);
//Using the brute-force algorithm once

end

Algorithm 1: A secure protocol for 
computing multi-frequency in one round of 
computation

of private and public keys, where nk1 is calculated
using the following formula

nk1 = ⌈
√
nk⌉ (3)

B. Proof of correctness

To demonstrate the correctness of the
proposed protocol, the following proposition
needs to be proven:

Theorem 1. The PPMFC protocol correctly
computes the frequency values
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fj =
∑n

i=1 ui,⌊j/nv⌋vi,j%nv .
Proof:
We have fj = DlogEC(E,G, n,Aj), so:

fjG = Aj =
∑n

i=1 Q
i,j
1 + c

(1)
i,⌊j/nv⌋Q

(i,j)
2 −

ksui,⌊t/nk1⌋KPk + ksui,⌊k/nk1⌋KPt

=
∑n

i=1 ui,⌊j/nv⌋vi,j%nvG

Since fjG =
∑n

i=1 ui,⌊j/nv⌋vi,j%nvG therefore
fj =

∑n
i=1 ui,⌊j/nv⌋vi,j%nv .

Note that for values of fj that are not too
large, we can use a brute-force algorithm to find
fj . This protocol remains valid even when the
private values held by the users are positive
integers rather than just {0, 1}, as long as the
value of fj is not too large and can be bounded
(for example, 106).

C. Security analysis

We prove the privacy of the proposal protocol
by the following theorem:

Theorem 2. The PPMFC protocol preserves
each user’s privacy in the semi-honest model. In
the case of collusion among participants, the
protocol protects the privacy of honest users
against the computation centre and up to 2n − 2
colluding users. In the case where there are only
two honest users, this remains true as long as the
two honest users do not possess attribute values
from the same record.

Proof:
It is easy to see that the messages generated

during the execution of the protocol form the set
P =
{KPUi,j, KPVi,j, KPk, C

(i,l)
1 , C

(i,l)
2 , Q

(i,t)
1 , C

(i,t)
2 ,

A(i,t)} where i ∈ [1, n], j ∈ [0, nk1), k ∈ [0, nk),
l ∈ [0, nu), t ∈ [0, nunv). Since
{xi, ksui,j, ksvi,j, c

(1)
i,l , c

(2)
i,t } are uniformly and

randomly chosen from Z∗
d , so:

Pr(t← P,D(t) = 1) = 1
|Z∗

d |

Therefore, according to Definition 1, the
PPMFC protocol ensures the privacy of each
honest user in the semi-honest model.

Next, we present a simulator M (also referred
to as a polynomial-time algorithm) that simulates
the joint view of CC and the colluding users
observed during the execution of the protocol,
using only the results F , the colluding users’
information, and the public keys. The algorithm
outputs simulated values for the encryptions

created by an EC simulator. Without loss of
generality, assume U1 and V2 do not collude, the
Ul collude (l ∈ I1 = [2, n]), and the Vl collude
(l ∈ I2 = 1, 3, 4, ..., n). Therefore, the algorithm
M proceeds as follows for j ∈ [0, nunv):

• M simulates C(1,j)
1 , C(1,j)

2 using random EC
ciphertexts.

• M takes the following encryptions as its
input:

(a1,j, a2,j) = (αj − ksv2,t%nk1
(ksu1,⌊k/nk1⌋ +

ksv2,k%nk1
)G + ksv2,k%nk1

(ksu1,⌊t/nk1⌋ +
ksv2,t%nk1

)G, ksv2,k%nk1
G)

Where
αj = v2,j%nv .C

(2,⌊j/nv⌋)
1 − y2.c

(2)
2,j .C

(2,⌊j/nv⌋)
2 and

it computes the following values:

(Q
′(2,j)
1 = a1,j − (

∑
i∈I1 ksui,⌊k/nk1⌋ +∑

i∈I2 ksvi,k%nk1
)KPU2,t%nk1

+
(
∑

i∈I1 ksui,⌊t/nk1⌋ +∑
i∈I2 ksvi,t%nk1

)KPV2,k%nk1
− (fj −∑n

l=3 ul,⌊j/nv⌋vl,j%nv − ϵjv1,j%nv − θju2,⌊j/nv⌋)G

Where: ϵj , θj ∈ {0, 1}. Next, M simulates
Q

(2,j)
2 using a random ElGamal ciphertext.

• M simulates A
′
1,j :

(A
′
1,j =

b1,j + (
∑

i∈I1 ksui,t1 +
∑

l∈I2 ksul,t2)KPU1,k1 −
(
∑

i∈I1 ksui,k1 +
∑

l∈I2 ksul,k2)KPU1,t1)

Where:
(b1,j, b2,j) = (Q

(1,j)
1 + c

(1)
1,⌊j/nu⌋Q

(1,j)
2 −

ksu1,⌊t/nk1⌋(ksu1,⌊k/nk1⌋ + ksu2,k%nk1
)G +

ksu1,⌊k/nk1⌋(ksu1,⌊t/nk1⌋ +
ksu2,t%nk1

)G, ksu1,⌊k/nk1⌋G)

Since {ksui,⌊t/nk1⌋, ksui,⌊k/nk1⌋,
ksul,t%nk1

, ksul,k%nk1
}i∈I1,l∈I2∈RZ

∗
d , it follows

that:
Pr(t ← {Q

′(2,j)
1 , A

′
1,j}j∈[0,nunv), D(t) =

1) = 1
|Z∗

d |

From the above arguments, we can see that the
simulator M satisfies Definition 1, thus Theorem
2 is proved.

D. Performance Evaluation

In this section, the protocols [2], [4], [14]
with the same level of security and the same
number of interactions between the participants
and CC are compared with the proposed
protocol in terms of communication cost,
computational cost, and execution time. The
protocols [2], [4] will use the Elgamal encryption
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TABLE 1. THE COMMUNICATION OVERHEAD 
COMPARISON BETWEEN THE PROTOCOLS (BIT)

Protocols Communication overhead

The protocol [2] 64n.nunv|p|
The protocol [4] 76, 8n.nunv|p|
The protocol [14] 19n.nunv|p|
The new protocol 2nk1 + 4nu + 5nunv + 2nk + 2

<2n(
√
0, 5nunv + 2

+2nu + 3nunv + 3)|p|

system with a secret key size of 160 bits and a
public key size of 1024 bits [16], while the
remaining protocols use the Elliptic Curve
Cryptography system with the BrainpoolP160r1
curve, having a secret key size of 160 bits and a
public key size of 320 bits [17], Both encryption
systems offer the same level of security. The size
of each message in the Elliptic Curve
Cryptography system is |p|.
1) Communication Overhead

First, we review the protocol in [2], to
compute each frequency value, it requires
exchanging 20n messages, corresponding to
20n16|p|

5
= 64n|p| bits. To compute nunv

frequency values, it is necessary to exchange
20n.nunv messages, corresponding to
64n.nunv|p| bits. By applying a similar analysis 
to the remaining protocols, we obtain the 
communication costs of the protocols for 
computing nunv frequency values as shown in 
Table 1.

We have:
nk < ⌈

√
2nunv⌉+ 1 < 0, 5nunv + 2

From Table I, it can be seen that the proposed
protocol exchanges a lower number of bits
compared to the other typical protocols.

2) Computational cost
Because the computational cost of the

protocols mainly involves the execution time of
operations such as modular multiplication,
modular exponentiation, modular multiplicative
inverse, modular point addition, and point
multiplication on the Elliptic Curve with large
integers. Therefore, the computational cost of the
protocols is evaluated through these operations.
First, the paper tabulates the number of
calculations for each protocol. Then, for
convenience in evaluating the computational cost,

Journal of Science and Technology on Information security

TABLE 2. DEFINITIONS AND CONVERSIONS OF 
VARIOUS OPERATIONAL UNITS

Notations Definition Conversion

Tm Time complexity for
executing the modular
multiplication

Te Time complexity for
executing the modular
exponentiation

1Te ≈ 240Tm

[18]

Ti Time complexity for
executing the modular
inversion operation

1Ti ≈
11, 6Tm [19]

Tap Time complexity for
executing the addition
of two points in an elliptic
curve

1Tap ≈
0, 12Tm [18]

Tmp Time complexity for
executing the multiplication
of a number and an elliptic
curve point

1Tmp ≈
29Tm [18]

TDL Time complexity for
executing the discrete
logarithm

the paper denotes the execution time of these 
operations and converts the time complexity of 
different calculations into a unified unit, which is 
the time complexity of performing modular 
multiplication [18] as shown in Table 2:

The details of the theoretical computational cost 
of the protocols are specifically presented in the 
Table 3.

From the table above, it can be seen that the 
computational cost for each user Ui is converted 
to the equivalent execution of 2.164nunv

modular multiplications in the protocol [2], 
2.408nunv modular multiplications in the 
protocol [4], 261, 6nunv modular multiplications 
in the protocol [14] and less√ than (29 + 
87, 12nu + 87, 36nunv + 29⌈ 0, 5nunv + 2⌉)
modular multiplications in the new protocol. 
Therefore, the computational cost for each user 
Ui in the proposed protocol is lower than in the 
other protocols. A similar analysis shows that the 
computational cost for each user Vi and CC in 
the protocols [2], [4], [14] is higher the proposed 
protocol. This is due to the significantly reduced 
number of keys used in the proposed protocol 
and the optimization of the computations between 
the parties, resulting in lower computational costs 
for each user and CC compared to the other
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TABLE III. THE COMPUTATIONAL COMPLEXITY
COMPARISONS AMONG THE PROTOCOLS

Protocols Ui Vi CC

The
protocol
[2]

nunv(9Te +

4Tm)

nunv(9Te +

3Tm + Ti)

nunv(Ti +

TDL +

6nTm)

≈

2.164nunvTm

≈

2.174, 6nunvTm

≈ Tm(6n +

11, 6)nunv+

nunvTDL

The
protocol
[4]

nunv(10Te +

8Tm)

nunv(9Te +

3Tm + Ti)

nunv(Ti +

TDL +

4nTm)

≈

2.408nunvTm

≈

1.934, 6nunvTm

≈ Tm(4n +

11, 6)nunv+

nunvTDL

The
protocol
[14]

nunv(9Tmp +

5Tap) ≈

nunv(9Tmp +

3Tap) ≈

nunv(5nTap+

TDL) ≈

261, 6nunvTm 261, 36nunvTm nunv(TDL+

0, 6nTm)

The new
protocol

(3nu + 3nunv +

nk1 + 1)Tmp +

(3nunv +

nu)Tap

(6nunv +

nk1 + 1)Tmp +

4nunvTap

n(2nk +

nunv)Tap+

TDL

< Tm(29 +

87, 12nu +

87, 36nunv +

29⌈
√
0, 5nunv + 2⌉)

< Tm(29 +

174, 48nunv +

29⌈
√
0, 5nunv + 2⌉)

< TDL +

0, 24n(2 +

nunv)Tm

protocols. Furthermore, instead of requiring each
user Ui to compute and send 2nunv messages,
the new protocol only requires the computation
and sending of 2nu messages. This makes the
proposed protocol more efficient.

3) Running time
In this section, the typical protocols [2], [4],

[14] with the same security level and the same
number of interactions between the participating
parties and the computation centre, along with
the proposed protocol, are implemented in the
same environment to compare execution time.
The protocols to be compared will be executed
using C# language in the Visual Studio 2019
environment, with the support of the
System.Numerics library to compare the
performance of these protocols. The experiments
are run on an Intel Core i5-4210M CPU
2.60GHz laptop with 8GB RAM. To minimize
differences in the experimental environment, each
protocol will be executed independently with no
other applications running on the computer. The
execution time of the protocols will be measured

Figure 1. Comparison of execution time 
between the protocols

using the Stopwatch class in the
System.Diagnostics library.

To compare the execution time of the
protocols, each protocol is executed 10 times for
each parameter set, and the average value is
taken. We assume that all users perform their
tasks simultaneously, and network latency is not
included in the total execution time. Therefore,
the computational cost on the user side can be
reduced to the computational cost for a single
user, while the computational and communication
costs on the consulting server side are calculated
for all users participating in the system, as they
depend on the collaboration of all users with the
server. The experimental results are presented in
Figure 1.

From the above results, it can be seen that the
proposed protocol has better performance
compared to the typical protocols previously
published within the same computational model.

IV. CONCLUSION

Preserves the accuracy of the output
equivalent to the original operation before
applying security measures but also offers better
computational and communication efficiency
compared to previously published protocols in
the same computational model. The theoretical
proof further demonstrates that the protocol
provides a level of security equivalent to that of
typical high-security protocols. The proposed
protocol ensures the privacy of honest
participants in a semi-honest model, and in cases
where a large number of semi-honest users
collude (2n − 2) the privacy of the honest
participants is still maintained. The experimental
results once again demonstrate the effectiveness
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of the proposed protocol. Therefore, this protocol 
can be practically applied.
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