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Abstract— With the proliferation of the 

Internet, the emergence of various threats has 

become increasingly prevalent, particularly the 

danger posed by phishing websites. These websites 

are designed with malicious content aimed at 

exploiting users who inadvertently access them. 

This method of attack represents a significant 

potential risk for users in cyberspace. The 

problem of detecting and eliminating phishing 

websites has garnered significant interest and 

research within the community. In this study, we 

propose a set of morphological features in URL 

path analysis, combined with machine learning 

methods, to detect phishing website URLs. 

Experimental evaluation with the UCI Repository 

dataset results have demonstrated the 

effectiveness of the proposed feature set in terms 

of all metrics (Accuracy, Precision, Recall, and F1 

Score) compared to previous methods. 

Tóm tắt— Cùng với việc Internet ngày càng 

phát triển nhanh chóng thì những mối đe dọa cũng 

xuất hiện ngày càng nhiều, nổi bật là mối đe dọa 

về các website lừa đảo (phishing). Các website 

phishing được tạo ra với những nội dung nguy hại 

với mục đích tấn công vào người sử dụng truy cập 

vào chúng. Thủ đoạn tấn công này tiềm ẩn nguy cơ 

lớn đối với người dùng trên không gian mạng. Bài 

toán phát hiện và bóc gỡ những website phishing 

đã được quan tâm và nghiên cứu rộng rãi trong 

cộng đồng. Trong nghiên cứu này, chúng tôi đề 

xuất bộ thuộc tính hình thái trong phân tích đường 

dẫn URL, kết hợp với các phương pháp học máy 

để phát hiện ra các URL của các website lừa đảo. 

Kết quả đánh giá thử nghiệm trên bộ dữ liệu UCI 

Repository đã chứng minh tính hiệu quả của bộ 

thuộc tính trong phát hiện website phishing so với 

các phương pháp trước đây cả về các độ đo đánh 

giá (Accuracy, Precision, Recall và F1 Score). 

Keywords— website phishing detection, phishing URL, 

morphological features. 

Từ khóa— phát hiện website lừa đảo, đường dẫn lừa 

đảo, đặc trưng hình thái. 

I. INTRODUCTION 

Malicious websites form the backbone of 

numerous criminal activities on the Internet. 

These sites host a variety of harmful content, 

ranging from spam advertisements to phishing 

schemes and dangerous exploits that infect 

visiting machines with malicious code. The 

prevalence of malicious websites is increasing, 

with their variations becoming more diverse and 

their concealment methods more sophisticated 

[1]. Malicious URLs can be delivered to users 

through email, text messages, pop-up windows in 

web browsers, or embedded in electronic 

advertisements. When users inadvertently 

interact with these malicious URLs, they risk 

downloading malware onto their systems, 

thereby compromising information security. A 

single malicious website has the potential to 

infect thousands of computers within a very short 

period. Consequently, researching techniques to 

automatically detect and block malicious URLs 

before users access them is a crucial and effective 

measure for ensuring information security in 

cyberspace. 

There has been widespread interest in 

developing systems to prevent end users from 

accessing such websites. The most prominent 

approach available to prevent phishing websites 

is to use blacklists of malicious URLs [2]. 

However, this method has many disadvantages, 

such as requiring regular and continuous updates 
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of blacklist. Otherwise, it will not be possible to 

detect new malicious domains. Furthermore, this 

method is complicated when the attacker adds 

malicious code executables to the valid URL or 

redirects valid links to another malicious website 

after the user accesses it. Therefore, the method 

of using blacklists cannot completely prevent the 

increasingly strong development of phishing 

websites. Currently, research based on machine 

learning models to classify and analyze 

malicious URLs is proving to be an effective 

method [3]. To improve the weaknesses of 

classic methods, this method has the ability to 

generalize to new URLs without the need for 

frequent data updates, promptly preventing new 

threats for users. 

To effectively apply machine learning 

methods, URLs must be analyzed, and the most 

relevant features extracted to distinguish 

between legitimate and phishing URLs. 

Numerous studies have been conducted to 

identify and synthesize the characteristics of 

URLs to determine the most suitable features [4]. 

Currently, four main groups of features are 

widely used for this purpose [5]: 

- Feature extraction based on character 

analysis of URLs. 

- Feature extraction based on unusual 

information. 

- Feature extraction based on HTML and 

JavaScript content. 

- Attributes based on domain information. 

Machine learning methods utilizing these 

features have demonstrated relatively good 

performance in classifying benign and phishing 

URLs, indicating that these feature groups 

adequately capture the differences between the 

two. However, the classification results still 

require further improvement. In this paper, we 

propose the addition of morphological features to 

the existing set of URL features to enhance the 

detection of phishing URLs using machine 

learning. Our main contributions are as follows: 

- Proposing new morphological feature 

groups extracted from URLs. 

- Enhancing the phishing URL dataset for 

training and evaluating machine learning 

models. 

- Conducting the experimental evaluations of 

popular machine learning models using the new 

dataset and comparing results with those 

obtained using the original dataset.   

II. RELATED WORK 

Many studies have applied machine learning 

models to detect fraudulent URLs. The general 

steps for using machine learning to solve other 

problems are similar to those in Figure 1. 

The study conducted by Jitendra Kumar et al. 

[6] involved training various classifiers such as 

Logistic Regression, Naive Bayes Classifier, 

Random Forest, Decision Tree, and K-Nearest 

Neighbor, based on features extracted from the 

lexical structure of URLs. They constructed the 

dataset of URLs to address issues of data 

imbalance, mistraining, variance, and 

overfitting. The dataset contains an equal number 

of labeled legitimate and phishing URLs, divided 

in a 7:3 ratio for training and testing purposes. 

All classifiers exhibited nearly identical AUC 

(area under the ROC curve) values, but the Naive 

Bayes Classifier emerged as the most suitable, 

achieving the highest AUC value. The Naive 

Bayes Classifier attained the highest accuracy of 

98%, with a precision of 1, a recall of 0.95, and 

an F1 score of 0.97, underscoring the reliability 

of the results. 

Figure 1. Process of applying machine learning models in detecting phishing URLs 
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Mehmet Korkmaz and colleagues proposed a 

machine learning-based phishing detection 

system using eight different algorithms on three 

different datasets represented by a set of 48 

features, including UIC material [7]. The 

algorithms employed were Logistic Regression 

(LR), K-Nearest Neighbor (KNN), Support 

Vector Machine (SVM), Decision Tree (DT), 

Naive Bayes (NB), XGBoost, Random Forest 

(RF), and Artificial Neural Network (ANN). It 

was observed that the models utilizing LR, SVM, 

and NB exhibited low accuracy. Conversely, the 

DT, RF, and ANN algorithms yielded better 

results regarding training time and accuracy. The 

study concluded that either the RF algorithm or 

ANN algorithm could be effectively used, as they 

require less training time and achieve a high 

accuracy rate. 

Mohammad Nazmul Alam et al. [3] 

proposed a system for detecting phishing 

attacks using Random Forests and Decision 

Trees. Utilizing a Kaggle dataset with 32 

features, they applied feature selection 

algorithms such as principal component 

analysis (PCA) to enhance model efficiency. 

Feature selection reduces redundancy by 

eliminating irrelevant data, thus making the 

model more practical for real-world 

applications. The proposed model employed 

REF, Relief-F, IG, and GR algorithms for 

feature selection prior to applying PCA. The 

Random Forest algorithm achieved 97% 

accuracy, exhibiting less variance and 

effectively addressing the overfitting problem. 

Abdulhamit Subasi et al. [9] presented an 

intelligent phishing detection system using the 

UCI dataset. Various machine learning tools, 

including ANN, KNN, SVM, C4.5 DT, RF, and 

Rotated Forests, were utilized to classify 

phishing websites. The Random Forest 

classifier demonstrated superior performance in 

terms of accuracy, F-measure, and AUC. It was 

found to be faster, more powerful, and more 

accurate than the other classifiers. 

In their article [10], Rishikesh Mahajan and 

Irfan Siddavatam selected three classification 

algorithms: Decision Tree, Random Forest, and 

Support Vector Machine. Their dataset 

comprised 17,058 benign URLs and 19,653 

phishing URLs, collected from Alexa and 

PhishTank websites, each featuring 16 attributes. 

The dataset was divided into training and testing 

sets in ratios of 50:50, 70:30, and 90:10, 

respectively. Performance evaluation metrics 

included accuracy score, false negative rate, and 

false positive rate. They achieved 97.14% 

accuracy with the Random Forest algorithm, 

which also had the lowest false negative rate. The 

study concluded that accuracy increases with the 

amount of data used for training. 

A study by Khan et al. [11] compared the 

performance of different machine learning 

methods (DT, SVM, RF, NB, KNN, and ANN) 

using three different datasets. Additionally, it 

evaluated the effectiveness of these models with 

datasets of reduced dimensions. The dataset was 

sourced from the UCI machine learning 

repository and other online sources. 

Experimental results indicated that Random 

Forest and artificial neural network methods 

achieved 97% accuracy. 

In the article by Saleem Raja Abdul Samad 

et al. [12], eight classification machine learning 

algorithms were selected, including Logistic 

Regression (LogR), SVM, Gaussian Naive 

Bayes (GNB), KNN, DT, RF, Gradient Boosting 

(GB), and Extreme Gradient Boosting (XGB). 

They utilized two datasets for their research: the 

UIC dataset (30 features) and the Mendeley 

dataset (48 features). The study highlighted the 

importance of feature selection, demonstrating 

that a minimal number of features can achieve 

higher accuracy. This finding aids future 

research in selecting the optimal scoring function 

with the least number of features necessary. By 

combining fine-tuning factors with the machine 

learning model without additional procedural 

factors, the model's accuracy performance 

improved. The results indicated that factor tuning 

enhances the effectiveness of machine learning 

algorithms. For the UIC dataset, RF and XGB 

achieved accuracy rates of 97.44% and 97.47%, 

respectively. For the Mendeley dataset, GB and 

XGB achieved accuracy values of 98.27% and 

98.21%, respectively. 
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In [13], the authors proposed using URL-

based features alongside features related to 

transport layer security (such as length, number 

of slashes, number of points, and location). 

Utilizing these features, the Decision Tree 

method achieved an accurate detection rate of 

93% with the apriori algorithm. In [14], a SVM 

and multinomial Naive Bayes model was used 

to determine whether a website is phishing or 

not. The authors in [15] employed Harmony 

Search and SVM, training on the UCI dataset 

containing 11,055 websites and 20 features. 

Features were selected from a pool of 30 using 

the Decision Tree method instead of the 

wrapper method. The proposed method 

achieved an accuracy rate of 92.80% using 

nonlinear regression based on led Harmony 

Search (HS), demonstrating the promising 

potential of these methods in the field of 

phishing detection. In [16], TF-IDF analysis is 

applied to identify phishing content, extracting 

key phrases that typify such websites. These 

extracted phrases are then used as queries 

across various search engines. The resulting 

web pages are aggregated, sorted, and 

prioritized based on their relevance and 

ranking. This process helps in identifying 

potential phishing websites, enabling further 

investigation into their deceptive practices and 

fraudulent intent. In [17], Do.X.C et.al. 

proposed using static and dynamic features of 

URLs and tested it with SVN and RF machine 

learning models. The experimental results on a 

self-collected dataset with 470,000 URLs from 

trusted sources such as Phishtank, URLhaus, 

and Alexa gave results above 90% in terms of 

accuracy, precision, and recall rate. 

Most of the mentioned works used the 30 

attributes of the UCI dataset, while some other 

authors added static and dynamic information on 

URLs to extract new features. However, a large 

number of URLs are automatically generated to 

avoid detection by blocklist filters; more analysis 

of the features of such URLs is required. The 

detection results of phishing URLs can most 

likely be further improved by adding more 

suitable features. 

III. PROPOSAL FOR URL PHISHING DETECTION 

USING MORPHOLOGICAL FEATURES 

The most widely used dataset in research 

on detecting phishing websites is the dataset 

shared on the Machine Learning Repository 

website provided by UCI, which includes 30 

features extracted from URLs to identify 

fraudulent URLs [18]. These 30 features cover 

various aspects such as address bar-based 

properties, anomaly-based properties, and 

HTML & JavaScript-based properties. 

However, morphological features have not 

been extracted and utilized. Many fraudulent 

URLs are associated with domains generated 

using automatic domain generation algorithms 

(DGA - Domain Generated Algorithms) [19] to 

bypass the blacklist. Domains generated by 

DGA exhibit different morphological 

characteristics compared to regular domains. 

These morphological characteristics can 

significantly contribute to determining whether 

a URL is fraudulent. For exampe, DGA 

domains often consist of random or semi-

random strings of characters, resulting in 

domains that appear nonsensical and have 

irregular lengths. In contrast, regular domains 

are usually shorter, meaningful, and easy to 

remember. The distribution of characters in 

DGA-generated domains is also typically more 

random, with a mix of letters and numbers that 

do not form recognizable words. Regular 

domains, on the other hand, often contain 

readable words or acronyms. 

In this study, we propose to incorporate 

morphological features into the URL feature set 

to enhance the effectiveness of identifying 

fraudulent URLs. In linguistics, morphology is 

the study of word forms and their relationships 

with other words in the same language [20]. We 

propose to add a group of morphological 

features, including the following six features: 

a. Ratio of vowels and consonants 

Typically, in languages, the number of 

consonants exceeds the number of vowels. An 

uneven distribution of consonants relative to 

vowels can often indicate that domain names are 

being generated randomly by a DGA. The 
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calculation of the vowel-to-consonant ratio is 

performed using the following formula:  

VC_𝑅𝑎𝑡𝑖𝑜 =  
|𝑉|
|𝐶|

      (1) 

where |V| is the number of vowels in URL, 

and |C| is the number of consonants. 

b. Maximum number of consecutive consonants 

This feature can indicate the unusual 

morphology of a domain. In standard English 

domains, it is rare to see more than seven 

consecutive consonants in a word. Domain 

Generation Algorithms (DGAs) often produce 

such results through random word generation or 

the concatenation of dictionary words. Therefore, 

examining the maximum number of consecutive 

consonants can be useful in detecting domain 

names generated by these algorithms. 

c. Ratio between numbers and letters 

Domain names typically use alphanumeric 

characters rather than numbers, with few 

exceptions. A high quantity of numerical 

characters in a domain name, particularly in 

longer domain names, is a notable characteristic 

of domain names generated by algorithms. 

d. Repeated consonants 

This feature represents the total number of 

consonant repetitions in the domain, calculated 

as the number of repetitions divided by the 

domain length. Domains randomly generated by 

algorithms exhibit a significantly higher number 

of repeated consonants compared to standard 

domains. 

e. Vowels repeated 

his feature calculates the total number of 

repeated vowels in the domain, normalized by its 

length (i.e., repetitions divided by domain 

length). Domains generated by algorithms from 

dictionaries typically exhibit a notably higher 

frequency of repeated vowels compared to 

standard domains. 

f. Letter score 

This is a quantifiable measure of the 

popularity of the alphabetic component of a 

domain name. The objective is to detect highly 

unusual or random letter combinations. Each of 

the 26 alphabetical characters in English has 

been assigned a score based on its frequency of 

occurrence in the current Alexa dataset of 

domains, as detailed in Table 1. 

TABLE 1. FREQUENCY OF CHARACTERS USED 

Letter Score Letter Score Letter Score 

a 0.08 j 0.00 s 0.06 

b 0.02 k 0.01 t 0.09 

c 0.03 l 0.04 u 0.03 

d 0.04 m 0.02 v 0.01 

e 0.13 n 0.07 w 0.02 

f 0.02 o 0.08 x 0.00 

g 0.02 p 0.02 y 0.02 

h 0.06 q 0.00 z 0.00 

i 0.07 r 0.06   

Letter score is determined by the formula: 

 𝐿𝑆𝑐𝑜𝑟𝑒 =  
1

𝑛
∑ (𝑆𝐶𝑖)

𝑛
𝑖=0    (2) 

in which SCi-is the frequency of letter Ci 

IV. EXPERIMENTS AND EVALUATION  

A. Dataset Description 

The UCI Repository dataset comprises 

11,054 links, with 6,157 labeled as legitimate 

and 4,897 as malicious. URLs are labeled 1 for 

legitimate and -1 for phishing. In our approach, 

we split the data into training and testing sets 

using an 80/20 ratio. Each URL in the dataset 

is associated with 30 attributes corresponding 

to the features mentioned earlier. We augment 

the dataset with 6 additional morphological 

features described in Section 3, resulting in a 

total of 36 attributes. 

To comprehensively evaluate the new 

attribute set, we employ 8 diverse machine 

learning models: LogR, SVM, Bernoulli Naïve 

Bayes (BNB), KNN, DT, RF), GB, and XGB. 

The experiment is implemented in Python 3 
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using the Keras library, running on a computer 

with the following configuration: 

- Intel Core i7-6700HQ CPU @2.60GHz 

- RAM: 12GB. 

B. Evaluation measure 

To evaluate the effectiveness of the 

models, we use the following metrics: 

Accuracy, Precision, Recall, and F1 Score. 

These metrics are calculated based on the 

values True Positive (TP), True Negative (TN), 

False Positive (FP), and False Negative (FN). 

In the context of URL classification: 

- True Positive (TP) represents the number of 

phishing URLs correctly classified as phishing. 

- True Negative (TN) represents the number of 

legitimate URLs correctly classified as legitimate. 

- False Positive (FP) represents the number of 

legitimate URLs incorrectly classified as phishing. 

- False Negative (FN) represents the number of 

phishing URLs incorrectly classified as legitimate. 

These values are typically organized into a 

Confusion Matrix, as shown in Table 2, which 

allows for a clear assessment of the model's 

performance. 

TABLE 2. CONFUSION MATRIX 

Predict/Actual 

Actual 

Positive Negative 

Predict 

Positive 
TP-True 

Positive 

FP-False 

Positive 

Negative 
FN-False 

Negative 

TN-True 

Negative 

The Accuracy measure helps us evaluate the 

predictive effectiveness of a model on a set of 

data. The higher the accuracy, the more accurate 

our model is. Accuracy calculation formula: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑁+𝐹𝑃
  (3) 

Precision tells us that out of the cases 

predicted to be positive, how many cases are 

correct, and the higher the precision, the better 

our model is at classifying. The formula for 

precision is as follows: 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 (4) 

Recall measures the rate of correctly 

predicting positive cases across all samples 

belonging to the positive group. To calculate 

recall, we must know the data labels in advance. 

Therefore, recall can be used to evaluate the 

training and validation sets because we already 

know the labels. We will use precision when the 

data is considered entirely new and the labels are 

unknown on the test dataset. The formula for 

recall is as follows: 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑟𝑢𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒 

𝑇𝑜𝑡𝑎𝑙_𝑎𝑐𝑡𝑢𝑎𝑙_𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒

=
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

(5) 

F1 Score, a significant metric, is the 

harmonic average between precision and recall. 

It serves as a representative measure of accuracy, 

taking into account both precision and recall. 

This makes it a comprehensive metric for 

evaluating a model's performance. 

𝐹1 = 2
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛. 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 (6) 

C. Result of evaluation 

The results of evaluating 8 machine learning 

models on the above UIC dataset with 30 features 

and with 36 features (6 proposed additional 

features) are shown in Table 3. 

The results indicate that utilizing 36 

features generally yields better performance 

across most algorithms when evaluated on the 

UCI dataset. However, the decision tree model 

shows lower performance with the 36-feature 

dataset compared to the 30-feature dataset. 

Notably, the XGBoost (XGB) model achieves 

the highest accuracy of 98.7% when utilizing 

the 36-feature dataset. 
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In Figure 2, the feature importance analysis 

highlights that morphological features play a 

crucial role in distinguishing phishing URLs 

from legitimate ones. This experiment 

underscores the significant contribution of 

morphological features in enhancing the 

accuracy of phishing URL detection.  

V. CONCLUSION 

Phishing detection remains a critical focus in 

research, driven by its crucial role in 

safeguarding privacy and enhancing information 

security. Various methods, including machine 

learning-based classification of websites, are 

Figure 2. Features importance 

TABLE 3. EXPERIMENTAL RESULTS 

AI model 
Number of 

features 
Accuracy  Precision Recall F1  

Logistic Regression (LogR) 
30 0.929 0.935 0.943 0.939 

36 0.938 0.940 0.950 0.945 

Support Vector Machine 

(SVM) 

30 0.925 0.925 0.943 0.934 

36 0.940 0.939 0.952 0.945 

Bernoulli Naïve  Bayes 

(BNB) 

30 0.907 0.916 0.919 0.918 

36 0.909 0.921 0.909 0.915 

K-Neighbors Classifier 

(KNN) 

30 0.950 0.950 0.946 0.948 

36 0.953 0.958 0.944 0.951 

Decision Tree (DT) 
30 0.958 0.964 0.961 0.962 

36 0.945 0.958 0.940 0.949 

Random Forest (RF) 
30 0.968 0.967 0.977 0.972 

36 0.976 0.977 0.980 0.978 

Gradient Boosting (GB) 
30 0.967 0.970 0.972 0.971 

36 0.985 0.985 0.992 0.988 

Extreme Gradient Boosting 

(XGB) 

30 0.972 0.971 0.980 0.976 

36 0.987 0.989 0.985 0.987 

 



Journal of Science and Technology on Information security 

 

56   No 2.CS (22) 2024 

employed for phishing detection. The efficacy of 

these methods heavily relies on the features 

extracted from URLs. In this study, we propose 

augmenting the original set of 30 features with 

morphological characteristics, resulting in a 

comprehensive set of 36 features. Experimental 

findings demonstrate that this enhanced feature 

set improves the detection of phishing URLs 

across several machine learning algorithms on 

the same dataset. Specifically, the Extreme 

Gradient Boosting (XGB) model achieves the 

highest accuracy of 98.7%, followed closely by 

Gradient Boosting (GB) at 98.5%. It's important 

to note that the performance of each algorithm 

can vary depending on factors such as dataset 

composition, the ratio of training to test data, and 

the specific feature selection techniques 

employed. Future research will focus on refining 

attribute selection to better capture the nuanced 

characteristics of phishing URLs, aiming to 

develop even more effective detection models. 
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