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Abstract— The paper presents the results of 

an analysis of the decrease in cryptographic 

strength of the most common symmetric ciphers, 

taking into account the development of 

cryptanalytic methods. The vector of the threat 

to the reduction of information confidentiality 

stored and processed in information systems in 

the long term has been determined. An 

approach to constructing hybrid ciphers, based 

on the symbiosis of a composite cipher and the 

Vernam cipher, has been proposed to enhance 

the asymptotic cryptographic strength of 

symmetric cryptographic systems used for data 

encryption in information systems, the 

relevance of stored and processed information in 

which does not significantly decrease over time. 

For instance, this is applicable to information 

systems built on distributed ledger technology 

(blockchain networks). 

Tóm tắt— Bài báo trình bày kết quả phân 

tích sự suy giảm độ mạnh mật mã của các mật 

mã đối xứng phổ biến nhất, có tính đến sự phát 

triển của các phương pháp giải mã. Các vectơ 

của mối đe dọa làm giảm tính bảo mật thông tin 

được lưu trữ và xử lý trong hệ thống thông tin 

về lâu dài đã được xác định. Một cách tiếp cận 

để xây dựng mật mã lai, dựa trên sự cộng sinh 

của mật mã tổng hợp và mật mã Vernam, đã 

được đề xuất để nâng cao sức mạnh mật mã tiệm 

cận của các hệ thống mật mã đối xứng được sử 

dụng để mã hóa dữ liệu trong hệ thống thông tin, 

sự liên quan của thông tin được lưu trữ và xử lý 

trong đó không giảm đáng kể theo thời gian. 

Điều này có thể áp dụng cho các hệ thống thông 

tin được xây dựng trên công nghệ sổ cái phân 

tán (mạng blockchain). 
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I. INTRODUCTION 

As of the present day, a substantial array of 

diverse symmetric encryption algorithms exists, 

the resilience of which is currently deemed 

sufficiently high: Advanced Encryption Standard 

(AES) [1], International Data Encryption 

Algorithm (IDEA) [2], Magma (GOST 28147–

89) [3], Kuznyechik (GOST R 34.12–2015) [4], 

and so forth. 

Nevertheless, for the majority of previously 

developed algorithms, over time, methods were 

discovered to reduce their cryptographic 

resilience by identifying specific algorithmic 

vulnerabilities (e.g., the resilience of A5 was 

diminished from 
54

2  to 
17

2  [5]), applying 

cryptanalysis based on novel principles (e.g., 

linear and differential cryptanalysis for DES [6]), 

employing keys of insufficient length during 

encryption (a key length considered acceptable 

in the 1970s, such as 56 bits, is no longer deemed 

adequate in contemporary understanding [7]), or 

uncovering "weak keys" [8]. 

II. THE VECTOR OF THE THREAT FOR REDUCING 

INFORMATION CONFIDENTIALITY 

 IN THE LONG TERM 

Currently, widely adopted are information 

systems constructed utilizing distributed ledger 

technology [9, 10, 11], wherein the deletion or 

alteration of data is infeasible. There exists no 

singular central control point (failure point), and a 

copy of all data is distributed across multiple nodes 
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within the information system. This characteristic 

renders such systems potential targets for 

cryptanalytic attacks in the long term, as malicious 

entities are relieved of the necessity for prior 

collection and storage of encrypted information. 

Thus, in the current stage of scientific and 

technical development, considering the escalating 

computational power of technology, the 

aforementioned trend of diminishing cryptographic 

resilience over time, coupled with the existence of 

information systems wherein a reduction in the 

confidentiality of stored and processed data is 

impermissible, underscores the relevance of 

researching approaches to constructing 

cryptographic systems that ensure specified 

resistance to cryptanalysis in the long term. 

III. ANALYSIS OF THE CRYPTOGRAPHIC 

RESILIENCE OF SYMMETRIC CIPHERS 

As the majority of existing block ciphers 

support modes of operation in which they 

operate as stream ciphers, the resilience 

information presented in Table 1, expressed in 

terms of the number of elementary 

computational operations (e.c.o.), for widely 

adopted block ciphers is considered indicative 

of the dynamic changes in the resilience of 

existing symmetric ciphers, taking into account 

the development of cryptanalytic methods. 

TABLE 1. CRYPTANALYSIS RESULTS OF THE MOST COMMON SYMMETRIC CIPHERS 

Cipher 
Processing 

complexity, e.c.o 
Attack 

Processing complexity 

considering the attack, e.c.o 

RC5 642  
Differential  

cryptanalysis [12] 
442  

DES 562  
Linear cryptanalysis with 

chosen-plaintext [13] 
39 432 −

 

3DES-168 1682  
"Meet-in-the-Middle" attack + 

chosen-plaintext attack [14] 
802  

GOST  

28147–89 
2562  

Enhanced differential 

cryptanalysis [15] 
1792  

Salsa20-128 1282  
Truncated differential 

cryptanalysis [16] 
7 rounds 1092  

Salsa20-256 2562  
Truncated differential 

cryptanalysis [16] 
8 rounds 2502  

CAST-256 2562  
Zero-correlation cryptanalysis 

[17] 
246.92  

IDEA 1282  
"Meet-in-the-Middle" attack 

[18] 
126.12  

AES-128 1282  
"Meet-in-the-Middle" attack 

[19] 
126.12  

AES-192 1922  
"Meet-in-the-Middle" attack 

[19] 
189.72  

AES-256 2562  
"Meet-in-the-Middle" attack 

[19] 
254.42  

AES-192 1922  Related-key attack [20] 1762  

AES-256 2562  Related-key attack [20] 99.52  

AES-256 2562  Related-key attack [21] 

9 rounds 392  

10 rounds 452  

11 rounds 702  

GOST  

R 34.12–2015 
2562  

"Meet-in-the-Middle" attack 

[22] 
5 rounds 1402  
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The analysis of applicable methods of 

cryptanalysis for existing symmetric ciphers 

has revealed that a reduction in the 

cryptographic strength of these ciphers over 

time is possible due to several reasons: 

• Imperfections in specific 

implementations of block and stream ciphers. 

• Development of novel cryptanalysis 

methods, protection against which was not 

considered during the development of 

specific ciphers. 

• Utilization of a low entropy-to-

information ratio, whereby the fundamental 

operations ensuring cryptographic strength 

(dispersion and mixing) exhibit a pseudorandom 

nature and, consequently, are theoretically 

susceptible to cryptanalysis. 

The aforementioned factors contributing to 

the diminished cryptographic strength of 

ciphers pose a long-term threat to the 

confidentiality of information encrypted using 

these ciphers. 

IV. APPROACH TO THE DEVELOPMENT OF 

CRYPTOGRAPHIC SYSTEMS ENSURING 

PREDETERMINED RESILIENCE IN THE LONG-TERM 

PERSPECTIVE, AND THE CONCEPT OF THEIR 

OPERATION 

The enhancement of cryptographic resilience 

in the long-term temporal perspective can be 

achieved through the development of a 

symmetric cryptographic system capable of 

encrypting information with predetermined 

resilience without substantial alterations to 

cryptographic transformation algorithms. 

Considering the factors contributing to the 

reduction in the resilience of symmetric ciphers, 

a decision has been made regarding the necessity 

of developing a symmetric cryptographic system 

utilizing a cipher based on fundamental 

operations of confusion, diffusion and variable 

length fractionation. These operations ensure 

cryptographic resilience of the encrypted 

information, executed with the utilization of 

random control data (keys) and based on the 

Vernam cipher, providing absolute 

cryptographic resilience under specified 

requirements.  

The concept of the proposed cryptographic 

system can be described as follows: 

1) The Vernam cipher is employed for 

encrypting the plaintext.  Upon exhaustion of the 

key for the Vernam cipher, a new key is 

generated using a random number generator 

(RNG). The distinctive feature here lies in the 

method of key generation. In contrast to stream 

ciphers, which generate the keystream from the 

old key, the Vernam cipher, upon key 

exhaustion, make use of a random number 

generator to create a new key. This avoidance of 

generating the keystream from the old key 

enhances the cryptographic properties and 

resilience of the system. Subsequently, the 

generated key is encrypted utilizing a 

compositional cipher, the fundamental resilience 

of which is grounded in random fundamental 

cryptographic operations that resist efficient 

cryptanalysis methods, with a specified 

resilience of ( , )CCO L t  – defined by the  

equation (1):  

lim ( , ) ,CC
t

O L t const
→

=              (1) 

where L – represents the key length. 

 2) Since the resilience of a cryptographic 

system is determined by the element within the 

system possessing the least resilience, the 

encryption of plaintext using a key for the 

Vernam cipher transmitted through its 

encryption using a compositional cipher will also 

be carried out with resilience ( , )CCO L t . 

Thus, a combined cipher incorporating the 

Vernam cipher and a compositional cipher will 

also exhibit resilience ( , )CCO L t . 

As a compositional cipher, one may 

consider, for instance, a cipher implemented in 

accordance with transformations described in 

works [23, 24].  

Figure 1 illustrates the general concept of the 

operation of the proposed cryptographic system. 
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Figure 1. General concept of operation of the proposed cryptographic system 
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In figure 1: OCC – open communication 

channel, SCC – secure communication channel, 

OTKi – i-th key for Vernam cipher, CCi
K  – i-th 

key for compositional cipher. 

V. THE METHODOLOGY FOR ASSESSING THE 

QUALITY OF THE DEVELOPED CRYPTOGRAPHIC 

SYSTEM 

As an attributive property for the criterion of 

suitability 
t

G  for the proposed symmetric 

cryptographic system (CS), the quantity of 

requisite key exchange sessions over a secure 

communication channel between parties is 

adopted. This measure is deemed essential for 

the uninterrupted operation of the CS – defined 

by the equation (2): 

 :  ,t PCS SCSG N N             (2) 

where 
PCSN  – the number of key information 

transmission sessions required for the proposed 

cryptosystem, 
SCSN  – the number of key 

information transfer sessions required for the 

currently most common symmetric 

cryptographic systems (
SCSN  = 1). 

Based on the designated purpose of research, 

the asymptotic strength of the cipher  

(at time t → ) is taken as an attribute property 

tS  for the criterion of superiority. It is correct to 

compare the asymptotic strength 
PCS  of the 

cipher used in the proposed cryptosystem with 

the asymptotic strength 
BCS  of one of the most 

common symmetric ciphers at the moment. 

Thus, the criterion for the superiority of the 

developed cryptosystem is determined as follows 

and defined by the equation (3): 

:  .t PC BCS S S              (3) 

To represent the target function in 

multiplicative form, indicator functions for 

criteria are introduced and defined by the 

equations (4) and (5): 

• Suitability 
tG : 

( ),
1,  

;
0,

PCS SCS

G PCS SCS

N N
IndF N N

if

else


=




      (4) 

• Superiority 
tS : 

  ( ),
1,

.
0,

PC BC

S PC BC

S S
IndF S S

if

else


=




      (5) 

To assess the degree of achievement of the 

goal, the function s  is introduced – defined by 

the equation (6): 

( , ) .PC
s PC BC

BC

S
S S

S
 =                (6) 

The value of the objective function defined 

by the equation (7): 

( )

( )

( )

( )

( )

( )

, ,

: , ,

,

,

,

, .

G PCS SCS

A

p S PC BC

S PC BC

G PCS SCS

S PC BC

S PC BC

IndF N N

V V IndF S S

S S

IndF N N

IndF S S

S S

=



= 

 

 

 
 
  
 

     (7) 

The cryptosystem is evaluated as effective 

according to criteria 
tG  and 

tS  when the value 

of its objective function  
1tV  satisfies the 

condition: 
1 0 1.t tV V   

VI. CONCLUSIONS 

Thus, the approach described in this work 

provides the capability to construct and assess 

the quality of symmetric cryptographic systems 

based on combined ciphers, ensuring resilience 

against cryptanalysis in the long-term 

perspective, while adhering to specific 

requirements imposed on the utilized composite 

ciphers [24] and the requirements for employing 

the Vernam cipher [25]. This stands in contrast 

to block ciphers, the resilience of which may be 

diminished as t → ∞. 
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