Khoa hoc va Cong nghé trong linh vuc An toan thong tin

Nghién ctru mot §6 phuong phap ché ap tin hiéu
Wifi ti€u chuan IEEE 802.11 dud1 6 GHz

Tém tit— Ra doi nim 1980 theo tiéu chuin
IEEE 802.11, mang khong diay Wifi (Wireless
Fidelity) hd tro' mé rong mang c6 day va din déan
da tré thanh thanh phin quan trong ciia co s ha
ting vién thong trong xa hdi. Hi¢n nay, h¢ thong
ha ting mang Wifi ngay cang tré' nén quan trong
khi tng dung cia né da giip cho viéc két ndi
nhanh chéng véi cac ngudn thong tin, nim bit sw
kién, tin tirc hiéu qua. Tuy nhién, mang Wifi da
bi loi dung dé tién hanh cac hoat dong gian diép,
khiing b, pha hoai, thwe hién cac hanh vi pham
toi nhw thu thip théng tin bat hop phap, dinh vi
vi tri, diéu khién tir xa, tin cong khing bd, dic
biét 1a tuyén truyén xuyén tac, kich dong chong
pha Ping, Nha nuwéc cia cac thé luce thu dich, cac
to6 chirc tdi pham giy anh hwéng dén an ninh
qudc gia, mit an toan théng tin thwong xuyén
dién ra tai cac khu vue bio vé sy ki¢n nhay cam.
Trong bai bao nay, nhom tic giad tip trung vao
viéc nghién ctru mot s6 phwong phap ché dp tin
hiéu Wifi tai cac khu vuc bao vé cac sw kién nhay
cam nham dé xuit lya chon giai phap phu hop
nhit xir Iy kip thoi khong dé xuiat hién nhirng
tinh huéng xau.

Abstract— Launched in 1980 according to
the IEEE 802.11 standard, Wifi (Wireless
Fidelity) wireless network supports the
expansion of wired networks and has gradually
become an  important component of
telecommunications infrastructure in society.
Currently, Wifi network infrastructure is
increasingly its

becoming important as

application has helped quickly connect to
information sources, capture events and news
effectively. However, the Wifi network has been

exploited to conduct espionage, terrorism,
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sabotage, and criminal acts such as illegally
collecting information, locating relatively
accurate locations, and controlling remotely,
illegally collecting information, terrorist
attacks, especially distorted propaganda and
incitement against the Party and Government
of Vietnam by hostile forces and criminal
organizations that affect national security,
causing information insecurity that frequently
occurs in sensitive event protection areas. In
this article, the authors focus on researching a
number of methods to jam Wifi signals in
sensitive event protection areas to propose the
most appropriate solution to promptly handle
and prevent incidents from occurring bad
situations arise.

Tir khoa— an toan thong tin, Wifi, ché dap, by phat
Wifi, tiéu chuan.

Keyworks— information security; Wifi; jamming; Wifi
router; standard.

1. GIOI THIEU VE TIEU CHUAN WIFI

Mang Wifi 1a mang khong day chiém uu thé
nhét trong ha t?mg két ndi cho cac dich vu
Internet tim ngén, dung luong cao va duoc trién
khai rong rai & cac khu vuc cong cong nhu khu
chung cu, nha ¢, van phong, truong hoc, khu
trung tdm thuong mai va san bay, nha hang,
khéch san, cac noi td chuc su kién trong nudc
va qudc té co tam anh huong dén chinh tri - xa
hoi. Hién nay, mang Wifi st dung cac ti€u
chuan IEEE 802.11 a/b/g/n/ac/ax dé hoat dong.
Céc tiéu chuan nay dugc ap dung trong céc thiét
bi dau cubi thuong mai khac nhau nhu di¢n
thoai thong minh, may tinh xach tay, may in,
may anh va tivi thong minh [2].

- Tiéu chudn 802.11: Nam 1997, IEEE da
gidi thiéu tidu chuan mang khong day dau tién
va dat tén né 1a 802.11. Khi d6, tbc dd hd tro
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t6i da ctia mang nay chi 1a 2 Mbps voi bang tan
2,4 GHz.

- Tiéu chuan 802.11b: Vio thang 7/1999,
tiéu chuan 802.11b ra doi va hd tro tc do 1én
dén 11 Mbps. Chuan nay ciing hoat dong tai
bang tan 2,4 GHz nén dé& bi can nhidu tir cac
thiét bj dién tir khac cing dung chung bang tan.

- Tiéu chudn 802.11a: Song song véi qua
trinh hinh thanh tiéu chudn b, tiéu chuan
802.11a phét ¢ tan s6 cao hon 1a 5 GHz nham
tranh bi nhidu tir cac thiét bj khac. Tc do xir 1y
cia tiéu chuan dat 54 Mbps, tuy nhién tiéu
chuin nay kho xuyén qua cac vt can, vi du nhu
buc tuong,...

- Tiéu chuan 802.11g: Tiéu chuan 802.11g
¢ tdc d6 cao hon so véi chuan b, hoat dong o
tan s 2,4 GHz. Tdc do xur Iy da duoc nang lén
54 Mbps.

- Tiéu chudn 802.11n: Ra mét nim 2009 va
1a tiéu chuan phd bién nhat hién nay nho su
vuot trdi hon so véi tiéu chuan 802.11.b va
802.11.g. Tiéu chuan nay hd trg toc do ti da
1én dén 300 Mbps, hoat dong trén ca bing tan
2,4 GHz va 5 GHz.

- Tiéu chudn 802.11ac: Pay 1a tiéu chuan
duogc IEEE gioi thi¢u vao dau nam 2013, hoat
dong ¢ bang tan 5 GHz. Tiéu chuan nay cho tdc
d6 cao nhat 1én dén 1730 Mpbs.

- Tiéu chuan 802.1lax: Pay la tiéu chuin
Wifi 6 dugc cap nhét nam 2019. Wifi 6 ¢6 tc do
nhanh hon, dung luong 16n hon va hiéu suit ning
luong dugc cai thién t6t hon so véi cac két ndi
khong day trudc day.

- Tiéu chudn Wifi 6E: P dugc cung cip ra
thi truong, tuy nhién do gia ca va thiét bi dau
cubi con it hd trg nén chua phd bién. Pay la
phién ban ning cdp cua Wifi 6, bd sung thém
bang tan s6 6 GHz.

- Tiéu chudan Wifi 7: Pang duoc thir nghiém
va du kién nam 2024 s& ra mit, bo sung bing
tan s 7.25 GHz.

Béang 1 tom tit cac tham sb ky thudt cia mot
sd tiéu chuan Wifi dang s dung rong rii tai
Viét Nam. Miac du Wifi 6E da phat hanh tir nam
2021, tuy nhién hi¢n nay sb luong thiét bi dau
cudi hd tro ciing nhu cac thiét bi phat song 6E
con han ché. Trong tit ca cac dia diém do khao
sat mang Wifi (phan II), nhom tac gia déu chua
thdy xudt hién tan sé ciia Wifi 6E & 6 GHz, do
vay nhom tac gia chua dé cap nghién ctru trong
bai bao nay.

Theo Théng tu s6 08/2021/TT-BTTTT
ngay 14/10/2021 cua B Thong tin va Truyén
thong quy dinh “Danh muc thiét bi vo tuyén
dién duoc mién gidy phép st dung tan sb vo
tuyén dién, diéu kién k¥ thuat va khai thac kem
theo”, trong d6 bang tdn sit dung cho mang

BANG 1. THAM SO KY THUAT CUA MOT SO TIEU CHUAN WIFI

Thé h¢ tiéu chuin Wifi tir 2007 dén nay
Wifi 4 Wifi § Wifi 6 Wifi 6E Wifi 7
Nam phat hanh 2007 2013 2019 2021 2024
Tiéu chuin IEEE 802.11n 802.11ac 802.11ax 802.11 be
Téc do dit lidu téi da 1,2 Gbps 3,5 Gbps 9,6 Gbps 46 Gbps
« PO R 2,4vas 2,4 GHz, 5 GHz, 6
Bang tan so 2,4va5 GHz 5 GHz GHz 6 GHz GHz va 7.25 GHz
Bao mat WPA2 WPA2 WPA3 WPA3
< R 20, 40, 80, 80+80, 160 20, 40, 80, 80+80, 160 Y
Béng thong 20, 40 MHz MHz MHz Lén dén 320 MHz
A £ 64-QAM,
biéu cheé OFDM 256-QAM, OFDM 1024-QAM, OFDMA 4096-QAM, OFDMA
2o 4x4 MIMO, DL MU- 8x8 MIMO, UL/DL MU- 16x16 MIMO, UL/DL
Kiéu ang-ten 4x4 MIMO MIMO MIMO MU-MIMO
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Wifi 1a 2.4 GHz va 5 GHz dugc mién gidy phép
su dung [28].

Cu thé 13 bang tan s 2.4 GHz trong dai tan
s tir 2400 dén 2483,5 MHz, bang tan s6 5 GHz
g6m 3 dai tan sb sau: tir 5150 dén 5350 MHz, tir
5470 dén 5725 MHz va tir 5725 dén 5850 MHz.
Do vay, nhoém tac gia st dung thuat ngir chung
bang tdn 2.4 GHz va 5 GHz ddi véi tin hidu
Wifi dudi 6 GHz trong nghién ctru nay.

II. MOT SO KET QUA BO WIFI TAI HA NOI

Pé danh gia phd tan sb va cong suit twong
dbi cua cac bang tin Wifi hién c6, nhom tac gia
sir dung tmg dung phan mém Wifi Analyzer ma
nguén mo [26, 27], cai dat trén dién thoai 5G,
cac phan mém NetSpot, Acrylic Analyzer,
SignifiAgent cai dat trén Laptop va ddi chiéu
két qua v6i may thu do tin hiéu Oscor Green.
Nhom tac gia tién hanh do kiém tra & mot sd dja
diém va thu dugc két qua nhu hinh 1, 2, 3.

Duya vao két qua do duoc co thé danh gia,
hién tai hau hét song Wifi pho bién déu hoat
dong trong bang tan sb 1a 2.4 GHz va 5 GHz.
Cong suit truyén cua cac thiét bi thu/phat
thuong nho hon 100 mW. Vi vdy, cac phuong
phap thyc hién ché ap Wifi s& tap trung vao
bang tan 2.4 GHz va 5 GHz.

A. Két qua do tai Pai hoc Phenikka, Ha Dong
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(b)
Hinh 1. Bang 2.4 GHz tap trung ¢ kénh 6,7,8 (a) va
bang 5 GHz tép trung ¢ kénh 44, 56, 150 (b)

B. Két qua do tai khu vuc San van dong My
DPinh, Nam Tw Liém

(b)

Hinh 2. Bang 2.4 GHz tép trung & kénh 5,6,10 (a) va
bang 5 GHz tap trung ¢ kénh 44, 56 (b)
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C. Két qua do tai Xudn Thuy, Cau Gidy

(b)

Hinh 3. Bing 2.4 GHz tap trung & tit ca cac kénh (a)

va bang 5 GHz tap trung ¢ kénh 56, 150 (b)

Két qua do, kiém tra cac mang Wifi tai mot
sd dia diém néu trén khong thé hién tinh phd
bién, chi nhdm phuc vu nghién ctru thiét ké, ché
tao thiét bi ché ap tin hiéu Wifi, trudc mit thuc
hién & ché ap tan sé duéi 6 HGz.

III. MOT SO NGUY CO VA THACH THUC MAT AN
TOAN THONG TIN CUA VIEC LOI DUNG WIFI

A. Nguy co

Nhimng uu diém Wifi trong doi song va cong
viéc hang ngay rat 1o rang va thuc té. Tuy
nhién, cong nghé nay da bi ké x4u loi dung vao
nhitng hanh vi vi pham phap luat va co6 xu
hudng ngay cang gia tang. Viéc loi dung Wifi &
cac khu vuc bao vé, cac su kién nhay cam dé
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thuc hién cac hanh vi gdy anh hudng dén an
ninh quéc gia, an toan thong tin 14 rat 16n. Song
Wifi 1a phuong ti¢én dugc sir dung dé phat tan
rong rai cac thong tin & khu vuc bao vé cac su
kién nhay cam nhu toa an, tru s¢ co quan nha
nuéce, noi dién ra cac hoi nghi cép cao, cac su
kién quéc té, trong nudc 16n,... Co thé ké ra
mot s6 nguy co chinh sau:

- Viéc loi dung song Wifi dé diéu khién cac
thiét bi thu thap thong tin bat hop phap, c6 kha
nang hoat dong trong pham vi rdng ma ta kho
nhan dién hodc phat hién tai nhitng khu vuc can
dam bao an ninh an toan thong tin [16, 17].

- Wifi va bluetooth déu c6 thé duoc str dung
dé dinh vi vi tri tuong ddi chinh xéc, vi vay
nhitng yéu nhan, nhiing vi khach quan trong ctia
quéc gia,... c6 thé dé dang bi tan cong boi cac
loai vii khi cong nghé cao & bat ctr vi tri nao va
vao bat ctr thoi diém nao [18].

- Ngoai ra, ¢ nhitng thiét bi/phan mém
duoc cai dat két nbi by dinh tuyén Wifi voi dién
thoai dé diéu khién tr xa. Trong thoi dai
Internet van véat, nguy co st dung mang Wifi dé
thuc hién nhiing cudc tn cong khung bd moi
lac moi noi 13 hoan toan c6 thé xay ra va rat dé
dang dé thyc hién [19].

- Nhitng hanh vi ma cac d6i tuong co thé sir
dung 1a dung céc thiét bi thu phat, ghi am, ghi
hinh cé trang bi cong nghé¢ Wifi dé thu tin bét
hop phap, c6 thé 1a 1ay tin tir cdc cudc hop, xAm
pham doi tu ca nhan hodc gian lan trong céac ky
thi. Nhiéu thiét bi thu, ghi 1én sir dung cong
nghé Wifi da dugc phat trién t6i méc tinh vi,
diém nbi bat cua cac thiét bi siéu nho nay 13 c6
kha nang hoat dong doc 1ap co thé xem trén dién
thoai va may tinh [20, 21].

- Trong linh vuc qudc phong an ninh, cac co
quan ddc biét nudc ngoai su dung thiét bi dic
biét thu, lgi dung mang Wifi dé thuc hién thu
thap thong tin ctia d6i phuong van dién ra dudi
nhiéu hinh thue [22].

- bac biét, trude sy bung nd cia thiét bi bay
khong nguoi 1ai hién nay (TBBKNL), nguy co



gdy mat an toan an ninh dang bi de doa nghiém
trong. Khoang cach gitta TBBKNL véi nguoi
diéu khién c6 thé 1én dén hang chuc km, mudn
ché ap ta phai xac dinh duoc vi tri clia nguoi
diéu khién hoic TBBKNL. Mic du TTBKNL
cung sir dung cc bang tan Wifi 2.4 GHz va 5
GHz, nhung ché ap nd can duoc thuc hién béng
giai phap riéng. Trong khuén kho bai bao nay,
nhom tac gia khong dé cap dén phuong phap
ché ap TBBKNL [23, 24].

B. Thach thure

Pang, Nha nudc ta di c¢6 nhiéu chi truong,
chinh sach déy manh nghién ctru, Gng dung,
phat trién cong nghé bao dam qudc phong, an
ninh phuc vu phat trién kinh té - xd hoi. Nhiéu
chinh sach, phap luat dugc ban hanh nhu: Luéat
An ninh mang; Ludt An toan thong tin mang;
Luat Bao vé bi mat nha nudc va cac van ban
huéng dan thi hanh, cic chu truong vé bao vé
T6 qubc trén khong gian mang. Mot sd thach
thirc dat ra nhu sau [25]:

- An ninh qubc gia bi de doa khi sy phat
trién cua mang xa hdi da tao moi truong thuan
lgi cho cac hoat dong tac dong, chuyén hoa
chinh tri, khung bd trong va ngoai nudc.

- Mit kiém soat trén khong gian mang néu
khong dugc kiém soat chit chd s& co thé giy
anh huong nghiém trong dén moi linh vuc trong
xa hoi.

- P6i mat véi cac cude tin cong mang quy
mo 16n, gay thiét hai nghiém trong.

- Cac hé thong thong tin quan trong vé an
ninh quéc gia bi tin cong. Co thé pha huy, gay
dinh tr¢ hoat dong ctia cac linh vuc trong yéu,
tham chi lam té li¢t cac hoat dong cua td chure,
cO quan.

C. Giai phap an ninh, an toan cho mang Wifi

C6 nhiéu cach tiép can giai phap bao dam
an ninh, an toan cho mang Wifi nham phong va
chdng cac nguy co nhu da trinh bay trudc do,
nhu ting cudng mat khau Wifi, sir dung cac bd
tuong lira, thudng xuyén ra quét cac 16 hong cua
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bd dinh tuyén, cac thiét bi thu phat c6 dang ky
su dung hop phap, quan 1y truy cdp thong tin
[29, 30]. Tuy nhién, d6 1a cac gidi phap duoc
thuc hién thuong xuyén, lién tuc va chuyén bict
& cac khu vuc ¢b dinh. Con d6i véi cac khu vue
bao vé cac su ki€n nhay cam, vi tri tam thoi
khong c¢d dinh, trong mot khoang thoi gian
khong dai can Iya chon phuong phap ché 4p lién
tin hiéu Wifi phu hop nhéat. Do d6, doi hoi
nghién ctru tim hiéu cac phuong phap ché ap tin
hiéu Wifi 1a yéu cau cap thiét.

IV. CO CHE HOAT BONG CUA MOT SO PHUONG
PHAP CHE AP WIFI DUGI 6 GHZ

Ché ap Wifi duoc dinh nghia 1a lam gian
doan truyén thong khong day bang cach giam ty
1€ tin hi¢u trén tap &m & phia may thu thong qua
viéc phat cac tin hiéu gy nhiéu. D3 c6 rat nhiéu
nghién clru dang trén céac tap chi khoa hoc trén
thé gidi dé& cap dén cac phuong phap ché ap
Wifi, c6 thé chia thanh 2 nhém nhu sau:

- Nhém 1. Phwong phdp ché dp co bdn:
Trong d6, c6 mot sé phuong phap phd bién
nhu ché 4p lién tuc, ché ap danh lira, ché ap
ngau nhién va ché ap phan ung, ché ap bang
quét tan so,...

- Nhom 2. Phuong phap ché ap ndang cao:
Trong d6, tip trung vao cac giai phap ché ap
riéng ddi v6i mot sd giao thie xtr 1y tin hiéu cua
mang Wifi.

A. Phirong phdp ché dp co ban
1. Ché ap lién tuc

Phuong phap nay st dung thiét bi phat nhiéu
cong suit 16n ché ap tin hiéu Wifi mdi khi hoat
dong. Cac cudc tan cong ché ap lién tuc khong
chi pha hity kha ning nhan thong tin ctia thiét b
thu, bang cach gay nhiéu cong suit cao cho qua
trinh truyén dit liéu ma con ngan thiét b thu truy
cap kénh bang cach lién tuc chiém giit kénh.
Kiéu tan cong nay tuy khong hiéu qua vé ning
luong va dé phat hién nhung lai rit d& phat dong
va c6 thé ngan chan toan bd lién lac cua cac
mang Wifi trong pham vi anh hudng [3, 4].
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Hinh 4. Minh hoa phuong phap ché ap lién tuc
2. Ché dp ngau nhién va ché ap dinh ky

Ché 4p ngau nhién 1a phuong phap ché ap
ma thiét bi phat tin hiéu ché 4p trong cac
khoang thoi gian ngiu nhién va chuyén sang
trang thai nghi trong thoi gian con lai. Trong khi
d6, ché ap dinh ky 1a mot bién thé cua ché ap
ngau nhién, khi thiét bi ché ap phat tin hiéu va
nghi trong mot chu ky dat trude.

Phuong phéap ché ap nay cho phép thiét bi
ché ap tiét kiém ning luong hon so véi phuong
phap ché ap lién tuc. Tuy nhién, noé kém hiéu
qua hon trong kha nang phé hoai so v6i phuong
phap ché ap lién tuc [6].

3. Ché ap phan img

Tan cong ché ap phan ung con duoc goi 1a
cudc tin cong ché ap nhan biét kénh, trong do6
thiét bi ché ap phat nhidu v tuyén mdi khi phat
hién c6 cac goi trao doi thong tin dugc truyén

trong mang.

Goi tin thing thwéng

Pre- Check-
A Header Payload U
Nhifu phan ting
Mai va khoa
Pre- Listening for
amble oadsr jamming power ‘

Hinh 5. Ché 4p phan ting gy kho khin cho viéc do
mirc cong suat nhiéu

Ché ap phan tng duoc coi 1a mét chién

lugc tin cong tiét kiém nang lugng vi thiét b

ché 4p chi hoat dong khi c6 truyén dir liéu
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trong mang. Tuy nhién, phuong phap nay yéu
cau cac rang budc vé thoi gian rat chit ché (vi
du: dudi 1 ky tw OFDM, 4ps) dé thuc hién
nhiém vu trong thuc té vi né can phai chuyén
tr ché do nghe sang ché do phat nhidu mot
cach nhanh chong [7].

4. Ché ap quét tan s6

Trong lién lac v6 tuyén, c6 nhiéu kénh duoc
sir dung cho lién lac Wifi trén cac bang tan ISM.

Dbi véi mot thiét bi ché ap chi phi thap, nd
bi han ché boi mach phﬁn cung cua thiét bi (vi
du: téc do léy mau ADC rét cao va bd khuéch
dai cong suit bang thong rong) dé tan cong
déng thoi mot lugng 16n cac kénh. Cac cudc tn
cong ché ap quét tan s6 da dugc dé xuat dé khéc
phuc han ché nay, sao cho thiét bi ché ap c6 thé
nhanh chéng chuyén dbi (vi du: trong pham vi
10 ps) sang cac kénh khac nhau [8].

Nhién

/
TN T T2

/\A/\

Muc tién 2 Muc tigu 3 Muc tiéu 4

_#

Muc tigu 1

Tén 56

Hinh 6. Minh hoa ché ap quét tan s6
B. Phwong phdp ché dp néng cao

1. Ché dp qud trinh dong bg héa thoi gian hodc
tan so

Hinh 7 mo ta qua trinh xt ly tin hi€u bang
co s& cho mdt bo thu phat Wifi 802.11, trong
d6 dong bo hoa thoi gian 13 mot khau quan
trong ctia bo thu Wifi dé giai ma goi dir liu.
Céac phuong phap ché ap khac nhau di duoc
nghién ctru nhim ngin can sy thu thip dinh
thoi tin hi€u va lam gian doan thu tuc phat hién
phan mo dau cua goi tin, chang han nhu tan
cong 1am gia phan md dau, tdn cong vo hidu
hoa phan mé dau va tdn cong lam bién dang
phan m& dau [9-11].
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Hinh 8. Gay nhiu vao tién t6 tun hoan (CP) [13]

Pbi voi bo thu Wifi, ¢ 1éch tin sb song
mang c6 thé khién cac séong mang con léch
khoi tinh truc giao 1an nhau, ddn dén nhiéu lién
kénh va suy giam ty sb tin trén tap. Ngoai ra,
d6 léch tan s6 song mang co thé gay ra do léch
pha khong mong mudn cho cac tin hiéu dugc
diéu ché, do d6 lam giam hiéu suét giai diéu
ché tin hiéu. Trong giao tiép Wifi, d6 1éch tan
s6 dwoc woc tinh bang cach so sanh tin hiéu mo
dau nhan duoc trong mién thoi gian. Do do, cac
phuong phap ché ap phin mo dau st dung dé
ngin dong bo hoa thoi gian ciing c6 thé duoc
ding dé pha huy cac chirc niang hiéu chinh bu
tan so.

2. Ché dp vao wéc tinh kénh

Nhu thé hién trong Hinh 7, udc tinh kénh va
can bang kénh 1a cac mo-dun can thiét cho bo

thu Wifi. Bt ky sy ¢d nao trong hoat dong cua
chung déu c6 thé dan dén két qua giai ma khung
bi sai. Bo thu Wifi sir dung chudi mé dau &
mién tan sé nhan dugc dé ude tinh dap Gmg tan
s6 kénh ciia mdi séng mang con. Mot phuong
phép tu nhién dé tin cong cac mo-dun udce tinh
kénh va cin bang kénh 1a can thiép vao tin hiéu
mo dau.

3. Ché dp vao tién té tuan hoan CP (Cyclic
Prefix)

Hau hét cac hé thong truyén thong khong
day déu sir dung diéu ché ghép kénh phan chia
theo tin s6 truc giao OFDM (Orthogonal
Frequency Division Multiplexing) ¢ 16p vat ly
va moi ky hicu OFDM déu c6 CP. Hinh 8 trinh
bay phuong phap ché ap vao CP. Cac nha
nghién ciru di chi ra rang ché ap CP 1a mot cach
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tiép can kha thi va hiéu qua dé pha v bat ky
giao tiép OFDM nhu 1a Wifi. L3i CP ¢6 thé lam
sai léch dau ra cua bo can béng kénh tuyén tinh.
Hon nita, cac nha nghién ctru ciing chi ra ring
ché ap CP tiét kiém hon 80% ning luong so véi
ché ap lién tuc dé kéo duong truyén Wifi xudng
[13]. Tuy nhién, ché ap trén CP rat kho thuc
hién vi n6 yéu cau thiét bi ché ap phai wéc tinh
chinh xéc thoi gian truyén mang [9].

4. Ché dp vao quad trinh tgo chum tia MU-
MIMO (Multi User-Multiple Input and Multiple
Output)

Do su bat ddi xtng ctia ciu hinh dng-ten tai
mot diém truy cap va cac thiét bi khach ma né
phuc vu trong mang Wifi, gin day cac cong
ngh¢ Wifi (vi du: IEEE 802.11ac va IEEE
802.11ax) hd tro nhiéu thiét bi truyén MIMO
(MU-MIMO) trong duong xudng cua chung,
trong d6 mot diém truy cap nhiéu dng-ten c6 thé
phuc vu dong thoi nhiéu nguoi ding mét dng-
ten (hodc nhidu dng-ten) bang cach sir dung ky
thuat tao chum tia [2].

DPé thiét ké bd tién ma hoa tao chum tia
(hay con goi 1a ma tran tao chum tia), yéu cau
diém truy cap Wifi phai xac dinh duoc sb
lugng cac kénh giita cac dng-ten ciia nd va tat
ci ngudi dung. Theo tiéu chuin IEEE
802.11ac, quy trinh xac dinh kénh trong truyén
thong Wifi VHT duoc quy dinh theo ba budc
sau: Dau tién, diém truy cdp phat mot goi tin
t6i cac thiét bi trong mang. Thir hai, mdi thiét

bi s€ tinh toan xac dinh kénh ctia minh thong
qua goi tin nhan duoc. Thir ba, mdi thiét bi
trong mang thong bao két qua udc tinh kénh
ctia n6 cho diém truy cép.

Hinh 9 cho thdy giao thirc tao chum tin
trong mang Wifi VHT. Diém truy cip AP
(Access Point) phat mot goi thong bao (NDPA)
dé chuin bi kénh cho céc qua trinh tao chum va
dinh kénh. Sau tin hiéu NDPA, AP phat mdt goi
dit liéu rong (NDP) duéi dang géi thong bdo.
Thiét bi trong mang st dung phin mé dau duoc
truyén trong NDP dé tinh toan dap tng tan sb
kénh trén mdi séng mang phu. Sau d6, ky thuat
xoay Givens thuong dugc su dung, trong do
mot loat cac goi duoc gui tro lai AP dudi dang
khung hanh dong tao chum nén (CBAF), thay vi
ma tran kénh uGc tinh ban dau. AP st dung
khung tham do bao cao dinh dang chum (BRPF)
dé quan 1y viéc truyén bao cao gilta nhiing
nguoi dung.

5. Ché dp vao giao thire MAC (Media Access
Control)

Mot loat cac phuong phap ché ap 16p MAC,
con duoc goi 1a cac phuong phap ché ap thong
minh [14, 15] nham muyc dich lam giam hiéu
sudt clia giao tiép Wifi. Muc tiéu chinh cua cac
phuong phép ché ap théng minh 13 1am hong
céc goi diéu khién nhu géi CTS (Clear To Send)
va ACK (Acknowledgement) dugc su dung boi
giao thue MAC Wifi (Hinh 10).

1 ISIFSI 1 | ,SIFS 1 | | |S]-l:S I []

> [ > o B I 3 o
AP [ NDPA | [NDP] | ! [BRPF]| | | [BRPF] | >

Vo | ISIFS | | Lo o L

[ o o [ o I

L | [CBAF | | L L L -
Nguoiding 1 | | Lo Lo | ISIFS | | )

b Vo Lo > | o

[ o Lo I CBAF | Lo
Newiding2 |4 Ly @

IR IR | [fcBAF]
Nguoiding3 | | Vo o o L | Thési eian

Hinh 9. Giao thure tao chum tin trong mang Wifi 802.11 VHT
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Hinh 10. Giao thttc RTS/CTS trong mang Wifi 802.11 [12]

Dbi voi cude tan cong CTS, bd ché ap chd
cho dén khi géi RTS (Request To Send) duoc
truyén boéi mot thiét bi dang hoat dong, doi mot
khe thoi gian SIFS tir khi két thac RTS va lam
ket goi CTS. Khong giai ma dugc goi CTS don
gian 1a dung truyén dit liéu. Ché ap truyén gbi
ACK ciing twong ty nhu vay. Khi bd phat khong
thé nhan goéi ACK, n6 s& truyén lai goi dir lidu.
Qua trinh truyén lai tiép tuc cho dén khi dat dén
gidi han TCP hodc Iénh hiy bo duoc dua ra.
Ché ap thong minh ciing c¢6 thé nham muyc tiéu
t61 goi dir liéu, noi bo ché ap phat hién RTS va
CTS va giri tin hiéu gay nhiéu theo mot khe thoi
gian SIFS.

Ngoai ra, cac cudc ché ap 16p MAC co thé
duoc thiét ké dé giir cho thiét bi luon ban, ngin
cac thiét bi khac truy cap vao kénh bang cach
guri goi RTS gia dé chiém kénh trong thoi gian
dai nhét co thé [16].

C. Danh gia
1. Phirong phdp ché dp ndng cao

Céc phuong phap ché 4p nang cao twong dbi
phire tap, doi hoi cac kién thuc chuyén sau vé
chu trac 15i cia 16p MAC va 16p vat 1y ciing
nhu phuong thirc truyén nhan tin hidu coa thiét
bi thu phat Wifi. Tuy nhién, hiéu qua cua cac
phuong phap nay lai khong cao, khong thé dong
thoi ché ap toan bo cac thiét bi thu phat sir dung

bang tan Wifi trong mot khu vuc rong 16n. Viéc
nghién ctru cac phuong phéap ché ap ning cao s&
la mot trong cac dinh hudng nghién ctru chuyén
sau khac, phuc vu cho muc tiéu da dang hoa san
pham ché ap, phit hop véi cac dia diém bao dam
an ninh, an toan thong tin khac.

2. Phwong phdp ché dp co ban

Phuong phép nay khong yéu cau ngudi st
dung c6 hiéu biét sau vé mang Wifi. Trong sb
d6, ché ap lién tuc 1a mot phuong phap ché ap
kha thi va hiéu qua hon ca, thiét bi ché ap phat
nhiéu cong suat 16n, khong ddi tan sd khi hoat
dong. Ly do phuwong phap nay téi wu nhat d6 1a
thoi gian trién khai ngén, hiéu qua ché ap c6 thé
dat 100% trong pham vi phil séng ché ap, dam
bao an ninh, an toan, ngan chan toan bd viéc
phat tan, thu thap thong tin, kiéu ché 4p nay dé
phat dong va c6 thé 1am hong qua trinh lién lac
cua mang dén muc chin toan bo lién lac trong
pham vi dnh huéng mdi khi hoat dong.

3. Lwa chon phwong phap

Trén thi trudng hién nay, cac thiét bi ché ap
song vo tuyén néi chung va thiét bi ché ap Wifi
no6i riéng hau hét déu str dung phuong phéap ché
ap lién tuc dé hoat dong. Duya trén nguyén ly
van hanh don gian, ché ap lién tuc mang lai do
tin cdy va hiéu qua cao, day chinh la phuong
phap phu hop nhat véi muc dich bio dam an
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ninh, an toan thong tin cho cac khu vuc bao v¢
su kién nhay cam, thoi gian hoat dong ngén, dia
diém ché ap co dong, pham vi ché ap phu thudc
vao yéu ciu, trién khai trong thuc t& nhanh,
khong can cai dat hé théng phirc tap, qua trinh
véan hanh, bao dudng, sira chita thiét bi don gian
va dat yéu cau cong tac.

V.KET LUAN

Nghién ctru dugc nhoém tac gia thyc hién
nham tim hiéu céc tiéu chuin 802.11 hién dang
sir dung cho mang Wifi va thoi gian sip tdi.
Nhom tac gia di trinh bay mot sé nguy co va
thach thic ma Wifi, bluetooth va cac thiét bi
thu phat khac (sit dung chung bing tin 2.4
GHz va 5 GHz) co thé bi loi dung nhdm muc
dich thyc hién cac hanh vi vi pham phap luit,
gdy mat an toan, an ninh cho cac c4 nhan va to
chuc tai khu vyc bao vé su kién nhay cam. Tu
d6 tim hiéu co ché hoat dong cua mot )
phuong phap ché ap tin hiéu Wifi tiéu chuan
IEEE 802.11 duéi 6 GHz. Qua thyc tién nghién
ctru coéng nghé, thiét ké ché tao cac cac san
pham ché ap vo tuyén phuc vu cong tac cong
an trong cac cac su kién lon cua dat nude dién
ra tir trude dén nay, nhom tac gia da dé& xuat
phuong phap ché ap lién tuc tin hiéu Wifi 1a
phii hop nhét, kha thi trong thyc té, va ciing da
dugc hau hét cac luc lugng bao v¢ an ninh trén
thé gidi sir dung.

Nhom tac gia cung cac dong nghiép tai
Vién Khoa hoc va cong ngh¢, Bo Cong an da
xdy dung, hoan thién va tham muu cho lanh
dao B6 Cong an ky ban hanh Tiéu chuin co so
trong linh vyc an ninh s6 102:2022/BCA nam
2022 d6i véi thiét bi ché ap song Wifi bang tan
s6 2.4 GHz cong suit nho dudi 3W dung dé ap
dung trang bi ddi véi cac phong hop nho. Thiét
bi ché 4p tin hiéu Wifi bing tan sd 2.4GHz
cong suat nho di duoc nhom tac gia hoan thién
va trién khai thuc té tai mot sb phong hop &
cong an tinh va dia phuong.

Huéng nghién ctru tiép theo ciia nhom tac

gia 12 hoan thién thiét bi ché ap tin hiéu Wifi
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tiéu chuan IEEE 802.11 dudi 6 GHz va don
dAu tiéu chuan Wifi 6E va Wifi 7.
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