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Abstract—The cryptographic algorithm AES
(Advanced Encryption Standard) works with the
transformations SubBytes, ShiftRows,
MixColumns and AddRoundKey, all of them fixed
and selected a priori. In this paper, we will show
dynamic variants of AES, where the new
transformations are RandomSubBytes,
RandomShiftRows, RandomMixColumns and
RandomAffineTransfKey.

Tém tdt—Thuat toan ma héa AES (Tiéu chuin
ma héa nang cao) bao gom cac phép bién déi
SubBytes, ShiftRows, MixColumn va
AddRoundKey. T4t ca cac phép bién ddi nay déu
¢d dinh va dwgc chen wu tién. Trong bai bio nay,
nhom tac gia sé trinh bay mot sé bién thé dong ciia
AES, trong d6 cac phép bién dbéi méi Ia

RandomSubBytes, RandomShiftRows,
RandomMixColumns va
RandomAffineTransfKey.
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|. INTRODUCTION

Rijndael is a cryptographic algorithm
designed by the Belgian Joan Daemen and
Vincent Rijmen and submitted to the AES
competition in 1997. Announced as a winner in
2001, Rijndael was adopted as a standard [1] and
named AES (Advanced Encryption Standard),
with some specifications in terms of block and
key sizes.

AES works with the fixed transformations
SubBytes,  ShiftRows, MixColumns and
AddRoundKey, all of them selected a priori [2],
[3]; however, a large number of AES variants
with dynamic transformations depending on
secret key can be seen in the specialized
literature [4]-[18].
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Other cryptographic algorithms have been
proposed with dynamic transformations in
terms of greater security in their design. Two
examples are: the block cipher Twofish [19],
resulting a finalist in the AES competition, and
the block cipher Grand Cru [17], submitted to
the NESSIE process.

The aim of this paper is to show dynamic
variants of the block cipher AES, working in all
cases with the transformations RandomSubBytes,
RandomShiftRows, RandomMixColumns and
RandomAffineTransfKey, which are obtained at
random from the set of all its possible choices.

We also present the algorithms for the
random  generation of the  dynamic
transformations cited above from
pseudorandom sequences generated through
the key schedule of AES or any other
pseudorandom number generator, and we
explain how the transformations
RandomSubBytes and RandomAffinTransfKey
represent two different approaches.

This work begins with a brief description of
the cryptographic algorithm AES, continue with
the explanation of the dynamic variants that we
propose, as well as the dynamic transformations
used in the rounds, and conclude with the
presentation of the necessary algorithms for the
random generation of these transformations.

Our contributions: In this paper, fully dynamic
variants of the block cipher AES are presented,
where all original transformations are replaced by
key-dependent transformations, selected at
random from the set of all its possible choices. A
new algorithm for the random generation of MDS
matrices in GL4,,(GF(2%)), and a random key-
dependent affine transformation as an alternative
variant for the key addition are presented.
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I1l. THE BLOCK CIPHER AES

The operations in the cryptographic algorithm
AES are performed in the Galois field GF (28), so
the input block and the output block are arrays of
16 bytes each one.

The bytes of the input block are located inside
a matrix with 4 rows and 4 columns, named state
matrix S = (s;;), so that for every input block
PoP1P2, -, P15 We have s;; =p;u,;,0 <i,j <
4. The last state is transformed into the output
block cycicyc3, ..., 15 In the inverse sense
Civaj = S;; forevery 0 < i,j < 4.

The secret key is another array of bytes, of size
16, 24 or 32, which is transformed into a matrix
of 4 rows and N, columns, where N, = 4, N, =
6 or N, = 8 depending on the size of the key.
The number of rounds N, also depends on the
size of the key, and it is computed as N, = N, +
6, where N, rounds are added as security margin
according to the criteria of the designers [3].

In each round a 16-byte-key is available. The
16-byte-keys are generated from the key schedule
independently of the encryption process, and the
following transformations act on the state matrix
offering confusion and diffusion:

1. SubBytes, acting like an S-box on every byte
of the state.

2. ShiftRows, performing cyclic rotations on the
rows of the state.

3. MixColumns, multiplying every column of
the state by one MDS matrix.

4. AddRoundKey, adding all bytes of the state
with the round key.

The key schedule of AES can be seen in [2],
[3] as well as any other detail of interest in its
design criteria. We present next the pseudocode
of the encryption process.

Encryption process of AES

AES(State, CipherKey)

{
KeyExpansion(CipherKey, ExpandedKey);

AddRoundKey(State, ExpandedKey[0]);
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for (i=1;i < N,; i++)

{
SubBytes(State);

ShiftRows(State);
MixColumns(State);
AddRoundKey(State, ExpandedKey[i]);

}
SubBytes(State);

ShiftRows(State);
AddRoundKey(State, ExpandedKey[N,]);

In AES, the S-box has been selected in such a
way that the maximum correlation over it is at
most 273 and the difference propagation
probability is at most 27©. It is proven that the
number of active S-boxes in four rounds of AES
is lower bounded by 25, it gives us a minimum
weight of 150 for any four-round differential
trail, and a maximum correlation contribution of
2775 for any four-round linear trail.

Hence, there are no eight-round trails with a
weight below 300 or a correlation contribution
less than 2715°, The designers of AES consider
this sufficient to resist differential and linear
attacks; however, they added N, extra rounds as
security margin.

I1l. THE DYNAMIC AES

Dynamic encryption is a way to design block
cipher algorithms, and AES has several dynamic
variants in specialized literature. This idea is
formally presented in [18] and constitutes a
practical strength for block ciphers if the dynamic
transformations satisfy the design requirements
of the original transformations, since the dynamic
algorithm has at least the same security as the
original algorithm [18], [20].

In this section, we propose dynamic variants
of the cryptographic algorithm AES, using the
random transformations RandomSubBytes,
RandomShiftRows, RandomMixColumns and
RandomAffinTransfKey, as is shown in the
next pseudocode.



Encryption process of the dynamic variants

AESDynamicVariant(State, CipherKey);

{
KeyExpansion(CipherKey, ExpandedKey)
RandomSubBytes(sequence;, SubBytes)
RandomShiftRows(sequence,, ShiftRows)

RandomMixColumns(sequence;, MixColumns)

RandomAffineTransfKey(sequence,, TransfKey)

AffineTransfKey(State, ExpandedKey[0])
for i=1;i < N i++)

{

SubBytes(State)

ShiftRows(State)

MixColumns(State)

AffineTransfKey(State, ExpandedKey[i])

}
SubBytes(State)

ShiftRows (State)
AffineTransfKey(State, ExpandedKey[N,])

}

Here sequence; is a pseudorandom sequence
forall 1 <i <4 that can be obtained from any
pseudorandom number generator or directly from
the AES key schedule.

A. RandomSubBytes

The random transformation RandomSubBytes
is presented for the replacement of the fixed
transformation SubBytes of AES, but it is derived
into the two random transformations
RandomMatrix and RandomPermutation with a
different approach, each one of them used
separately to provide confusion into the
encryption process.

SubBytes acts like a S-box denoted as S, on
every byte of the state, constructed through a non-
affine  transformation and an  affine
transformation. This S-box was selected by the
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AES designers taking in mind a complex
algebraic expression; however, in the
proposed dynamic variants, we consider to use
a random S-box so that its algebraic
expression will be unknown.

The first change that we propose is the generation
of a random invertible matrix in GLg,g(GF(2))
used to construct a key-dependent affine
transformation, this way RandomMatrix composed
with S, acts like a random S-box RSpg[x].

The second change is to construct a random S-
box independent from S, through a random
permutation IT of the symmetric group S,se, this
way the transformation RandomPermutation acts
like the random S-box RSpg[x] = M[x].

Both, RandomMatrix and
RandomPermutation, can be used without
worrying on the cryptographic properties of the
random S-box RS,y if we use the encryption
process in short plain texts or we use a rekeyed
mode of operation for big plain texts. For the use
of a block cipher in one of these modes, see for
example [21] and [22].

B. RandomShiftRows and RandomMixColumns

The random transformations
RandomsShiftRows and RandomMixColumns are
presented for the replacement of the fixed
transformations ShiftRows and MixColumns of
AES respectively, providing both diffusion as
well as the original transformations.

ShiftRows acts on the rows of the state
cyclically rotating their bytes 0, 1, 2 or 3 positions
to the left respectively, providing dispersion
between the columns of the state. The random
ShiftRows is a random diffusion optimal
permutation R of the symmetric group S;¢ [3] S0
that the bytes inside every column of the state
are located into different columns after R.

MixColumns acts on the state multiplying
every column by the MDS matrix

02 03 01 o1
01 02 03 01
01 01 02 03
03 01 01 02
providing maximal local diffusion into the

columns of the state. The random MixColumn is
a random MDS matrix in G L., (GF(2?)).
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C. RandomAffineTransfKey

In this paper, three ways to introduce the
round key in the round function are proposed.
The first way consists in a bitwise XOR like in
AES, the second way consists in a random key-
dependent affine transformation on the state of
the form:

S - M @ ExpandedKey/|t]

where S is the state matrix and M is a random
invertible matrix in GL,,(GF(2%)), and the
third way consists in a random key-dependent
affine transformation on every byte the state of
the form:

L - s; ; © ExpandedKey][t]; ;

where L is a random invertible matrix in
GLg,g(GF(2)) forall0 <i,j < 4.

The first two ways of AffineTransfKey were
also proposed in [23] for the block cipher
SHARK and the pseudocode of the encryption
process for the dynamic AES with these
transformation was given above. In the third way of
AffineTransfKey the two steps of the round function
AffineTransfKey(State, ExpandedKey[t]) and
SubBytes(State) can be computed as

(RSproL)-s;; ®L™'( ExpandedKey][t]; ;)

for all 0 <i,j <4, then in terms of a more
efficient encryption process for this case the
pseudocode of the encryption process that we
propose is:

Encryption process of the dynamic variant

AESDynamicVariant(State, CipherKey)

{
KeyExpansion(CipherKey, ExpandedKey)
RandomSubBytes(sequence;, SubBytes)
RandomShiftRows(sequence,, ShiftRows)
RandomMixColumns(sequence;, MixColumns)
RandomMatrix(sequence,, L)
AddRoundKey(State, L~ (ExpandedKey[0]))
for(i=1; i< N, i++)
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(SubBytes o L) (State)

ShiftRows(State)

MixColumns(State)

AddRoundKey(State, L™* (ExpandedKey[i]))

}
(SubBytes o L)(State)

ShiftRows (State)
AddRoundKey(State, L~! (ExpandedKey[N,]))

IV. THE RANDOM TRANSFORMATIONS

The algorithms that we will present in this
section allows the generation of
RandomSubBytes, RandomShiftRows,
RandomMixColumns and
RandomAffineTransfKey, all of them are
randomly generated from the set of all its
possible choices.

The pseudorandom sequences used to
compute these transformations are generated
through the key schedule process or any other
pseudorandom number generator. The inverse
transformations are generated in a similar way.

A. Random Invertible Matrices

First, we present an algorithm for the random
generation  of  invertible  matrices in
GLgxs(GF(2)), used for the transformations
RandomMatrix, in place of SubBytes, and
RandomAffineTransfKey.

The theoretical bases and complexity analysis
for the random generation of such matrices and
their inverses can be found in [24].

Input:

- Primitive polynomials g, (x), g,(x), ..., g-(x)
in GF(2)[x] selected a priori so that
deg(g:(x)) =8, deg(g,(x)) =7, ...,
deg(g;(x)) = 2.



- Pseudorandom binary sequence written as matrix

'b1o b1y b1z bz bia bis big by
€20 bao by1 byy byz bys bys bag
€30 €31 bsg bs1 b3y bzs bss bss
Ca0 Ca1 Caz bag bay byy bys buy
Cso Cs1 Csp2 Cs3 bsg bsi bsy bss
C60 Co1 Co2 Co63 Coa Dbeo be1 bep
€70 €71 C72 C73 C7a Cy5 byg byy

[cgo Cg1 Cs2 Cg3 Cga Cgs Cge Dgpo

where by, o, by 1, , b g—r # 0 forall 1 < k < 8.
{
Step 1: Computation of the first row
Input: (ay, a4, a,,-++,a,) = (1,0,...,0,0)
49+ 4, x4+ -+ 4,x7
= (ay+a;x + -+ a,x7’)
(byo + byyx + -

+ by ,x7) mod g4 (x)
(ap,ay,++,a7) = (Ao, 44,°,37)
Output: row; = (aq, a4+, ay)
Step 2: Computation of therow 2 <j < 8
Input: (ay, a,,+,a;) the j —th canonical vector
for(i = j;i>1;i-)

{

djp = Qi +C;;0; 1

4+ a;x + - +a,x87"
= (ai_g +ax + -+ a;x®)
(bio + bigx+...+b;g_ix®") mod g;(x)

(ag,aq,+,a7) = (Q9,44,+,87)

}

Output: row; = (ao, ay,...

}

’ a7)
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Output:
row;
. Tow,
Matrix A = .
Towg

B. Random Permutations

Now we present an algorithm for the random
generation of a permutation in the symmetric
group S,c, used for the transformation
RandomPermutation in place of SubBytes. The
theoretical bases and the complexity analysis for
the random generation of a permutation in the
symmetric group S,, can be found in [25].

Input:

Pseudorandom sequence (yq, ¥z, **,V255) Where
yi €{i,i+1,---,256}forall 1 <i < 255.

{

Y256 = 256
for (j =1;j < 256; j++)
{

n[j] =

for (i =j;i> 0;i--)

{

n[j] = @ll+v -0

if m[j] > 256 then mt[j]
= (n[j] +i—1) mod 256

}

}

}
Output:

. 1
Permutation IT = (n[l]

C. Random Diffusion Optimal Permutations

2 - 255
m[2] 1'[[255])

Next we present an algorithm for the random
generation of a diffusion optimal permutation in
the symmetric group S, , used for the
transformation RandomsShiftRows in place of
ShiftRows. The theoretical bases and the
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complexity analysis for the random generation of
such permutations can be found in [26].

Input:

Sequence of random permutations Ry, Ry, -+, R
where R; € S, for all 0 < i < 8. (These can be
generated with the algorithm described above.)

{
for (i = 0;i < 4;i++)
{
for(j=0;j <4;j++)
R[4i +j] = 4(R;[JD) + Rasrypj[i]
}
}
Output:
Diffusion optimal permutation
po( 1 2 - 16
- (R[l] R[2] - R[16]>

Observations: The sequence of permutations
R;, where 0 < i < 8, can be applied directly on
the state in such a way that R, R;, R, and R5 are
applied on the columns of the state, and once the
resultant state is transposed, R,, Rs, R and R,
are applied on the columns again.

D. Random MDS Matrices

In this subsection, we present two methods for
the random generation of a MDS matrix in
GL4xs(GF(28)). The complexity of both
algorithms is very similar to the complexity of the
algorithms presented in [24] for the generation of
an invertible matrix and its inverse with elements
in GF (p*), where p is prime and k € N.

We present first, the algorithms for the
random generation of an invertible matrix in
G L4 (GF(2®)) and its inverse, which also will
be used for RandomAffineTransfKey in place
of AddRoundKey.

Computation of an invertible matrix:

Input:

- Primitive polynomials g, (x), g,(x), and g (x)
in GF(2%)[x] selected a priori so that
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deg(gl(x)) =4, and

deg(gs(x)) = 2.
- Pseudorandom sequence written as matrix

deg(g.(x)) =3

[b1,0 by by b1,3]
M= €20 bao ba1 by
| €30 C31 bsg b3y |
Cao Ca1 Caz bap
where ¢; ;, by, € GF(28) and by, -, by a—i #

Oforall2<i<4,1<k<4and0<j<i-—
2,05t<4—k.

{
Step 1: Computation of the first row
Input: (ay,a4,a,,a3) = (1,0,0,0)
Ay +ayx + a,x? + 433
= (ay + a;x + ayx?
+ azx3)(byg + by1X + by x?
+ by 3x3) mod gy (x)
(ag,a1,az,a3) = (89,41, 8,,83)
Output: row; = (ay, a4, a,, as)
Step 2: Computation of therow 2 < j < 4
Input: (a,, a,, a,, as) the j-th canonical vector

for(i = j;i >1;i--)

~

[

0 = Qg + CipQi—1q
a; + €144

[N

1
di_p = Ayt Cij_20;_1

A1+ Ax + -+ agxtt
= (ai_l + a;x + -
+ a3x4_l) (bilo + bi'lx + cee
+ by 4_ix*™) modg;(x)
(ag,aq,az,a3) = (Q9,44,8,83)

}

Output: row; = (ay, a4, az, az)

}



Output:
row,
Matrix A = [ |02
atrix A =1 .o
TOW,

Computation of the inverse matrix:

Input:

- Primitive polynomials g, (x), g,(x) and g5(x)
in GF(2%)[x] selected a priori so that
deg(g1(x)) = 4, deg(g,(x)) =3 and
deg(gs(x)) = 2.

- Pseudorandom sequence written as matrix

[bl,o bi1 b1y b1,3]
M= [c20 byo b1 by, |
€30 C31 bso bsy |
lc4,o Ca1  Cyp b4,0J
Where Ci,j' bk,t (S GF(ZS) and bk,O' cee, bk,4—k F*

Oforall2<i<4,1<k<4and0<j<i-
2,05t<4 -k

{

Computationof therow1 < j < 4
Step 1:
Input: (a,, a4, a,, as) the j-th canonical vector

Ay + 4;x + 4,x2 + 45x3
= (ay + a;x + ayx?
+ azx%)(byg + by X + by 5x?

+ b1,3x3)_1modg1 (x)

(ap, ay,az,a3) = (49,44,85,83)

Output: (ay, a4, a,,as)

Step 2:

Input: (aq, ay, a,, as)
for(i = 2;i< 4/i++)
{

a;_1 + a0 + -+ agxtt
= (@i + apx+ -
+ a3x4_1)(bi,0 + bi,lx + b

+ bi,4_l-x4‘i)_1modgl-(x)

dg = Ay t+ CioQiy
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d; = a3 + €104
dj_z = Qj—z + Cji20i

(ag,as,az,a3) = (Q9,44,8,83)

}
Output: row; = (ay, ay, a, az)
}
Output:
rowy
row
. -1 _ 2
Matrix A= = rows
row,

Now we are able to present the algorithms
necessary for the computation of a random MDS
matrix for RandomMixColumns.

The first method:

Here we show as first method for the random
generation of a MDS matrix a simpler
presentation of the algorithm described in [27],
where the next definition of MDS matrix has
been used:

Any 4x4 matrix over GF (2™) with all non-zero
elements is a MDS matrix if and only if all its
squares sub-matrices are not singular.

Input:

- Primitive polynomials g, (x), g, (x) and g5 (x)
in GF(2®)[x] selected a priori so that
deg(g:(x)) = 4, deg(g,(x)) =3  and
deg(gs(x)) = 2.

- Pseudorandom sequence written as matrix

— byy by by
M= [Cz,o bz,o b2,1 bz,z]
€30 €31 bsp b3y |
lC4,0 Cs1  Cap2 b4,oJ

where c; ;, by, € GF(2%) and by, -, by 4—i #
Oforall2<i<4,2<k<4and0<j<2,
0<t<3,andalso b, b;, and by 5 #0.

{
Step 1: Computation of the first row
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The first row of a matrix A is formed by b, ,,
by1, by, and b, 3.Values b, 1, by, and b, 3 are
taken from matrix M. The value b;, will be
determined in step 3 of the present algorithm.

Step 2: Computation of therow 2 <i < 4

From the values of the first row, matrix M and
the previous algorithm for random generation of
an invertible matrix A ={a;;}, . a,€
GF(2®), the values a;; are computed, leaving
matrix A in the following way:

— byy b1y bis

A= zo dz1 OG22 Q3
Azp 43y dzz Az

Ago Qg1 Qg2 Q43

* The values a; ; are linear functions of b, ,
and then if the values a; ; become equal to
zero, linear equations with b, , as unknown
are formed.

» The determinants of all 2x2 sub-matrices are
computed. If the determinants become equal
to zero, then linear and quadratic equations
with by 4 as unknown are formed.

* The determinants of all 3x3 sub-matrices are
computed. If the determinants become equal
to zero, then quadratic and cubic equations
with b, , as unknown are formed.

« The values of b; , which do not satisfy the
mentioned equations are stored.

Step 3: Random generation of a MDS matrix A

From the values of b, , which do not satisfy
the previous equations, one should be selected at
random leaving matrix M full, and then matrix A
is completed.

Output:
bio bi1 b1z by
. a a a a
MDS matrix 4 = | 29 ~21 T2z 23
Qzo G371 a3y dz3
Auo Qg1 Qg QAu3

Observations: If any of the values of the matrix
A formed at the i-th row is zero, then a new value
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is randomly selected from matrix M, and the
values a; ; forall 0 < j < 3 are computed again.

The second method:

This new method proposed for the random
generation of a MDS matrix uses the following
proposition found in [28]:

Any 4x4 matrix over GF(2™) with all non-
zero elements is a MDS matrix, if and only if it
is full rank, the inverse matrix having all non-
zero elements and all its 2x2 sub-matrices are
full rank.

It is used the fact, if the polynomial f(x) =
bio+ by1x + by ,x* + by zx® on GF(28) is
such that byq, by, and b3 #0 and by, is
unknown, then all the coefficients of the inverse
f~1(x) module g(x), a primitive polynomial of
degree 4, depend on b, .

Input:

- Primitive polynomials g, (x), g,(x) and g5(x)
in GF(2%)[x] selected a priori so that
deg(g.(x)) = 4, deg(g.(x)) =3 and
deg(gs(x)) = 2.

- Pseudorandom sequence written as matrix

— b1 by, b1,3]
€20 bao ba1 by
M= by b
C30 €31 D30 D31
Ca0 Ca1 Caz bag

where Ci,j' bk,t € GF(ZB)and bk,O' “"bk,4-—k =0
for all 2<i<4,2<k<4and 0<j<2,
0<t<3,andalso by,, by, and by 3 #0.

{
Step 1: Computation of the first row

The first row of a matrix A is formed by b, ,,
by1, by, and by 3. Values b, 1, b, , and b, 5 are
taken from matrix M. The value b, , will be
determined in step 6 of the present algorithm.

Step 2: Computation of therow 2 <i < 4

From the values of the first row, matrix M and
the previous algorithm for random generation of
an invertible matrix A={a;;} ., @€
GF(28), the values a; ; are computed, leaving
matrix A in the following way:



azo
aso
Qg0

b1 4
az 1
Qs
Q41

by,
az,n
Qs
Q42

by
az;3
as;s
QAs3

 The values a; ; are linear functions of b,
and then if the values a; ; become equal to
zero linear equations with by, as unknown

are formed.

* The determinants of all 2x2 sub-matrices are
computed. If the determinants become equal
to zero linear and quadratic equations with
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b, o which do not satisfy the mentioned equations
are stored.

Step 6: Random generation of a MDS matrix A.

From the values of b, , which do not satisfy
the equations of steps 2 and 5, one should be
selected at random leaving matrix M full, and
then matrix A and its inverse are completed.

b, ¢ as unknown are formed.

 The values of b, , which do not satisfy the
mentioned equations are stored.

Step 3: With the coefficients b, 1, by, and by 3
of matrix M and by, as unknown, it is
computed the coefficients dq = 4o(byy) ,
dig = A(b1o) , diz =2A(b1) and dyz =
A3(byo) of theinverse f~1(x) = d; o+ dy x +
dy ,x% +dy3x® module g;(x). Thus, we can
form the matrix

[dl,o diy dip d1,3]
M = [c20 bao b1 bag
€30 €31 bsp b3,1J

Cap Ca1 Cap  bap

Step 4: With matrix M’ and the algorithm
described above to compute the inverse we
can compute

[dl,o diy diy d1,3]
41 = ldz,o dy1 dyp dz,s‘

dso dsy dsp dss

dso dag dap dus

Note that d; ; depends on by g, by ;, by, and
bysforall2 <i<4and0 <) < 3, then matrix
At turns

[51,0(b1,0) 61,1(b1,0)
[62,0(P10)  62,1(b1,)

51,2(b1,0) 51,3(171,0)]
832(b1o) 625(bio)|
1650(b10)  851(bro) B32(bro) B53(hro)|
164,0(b10) 841(bio) Ba2(bro) Sa3(bio)]

Step 5: If the values of §; j(by) forall 1 <i <
4 and 0 < j < 3 become equal to zero, equations
with b, o as unknown are formed. The values of

Output:
bio bi1 b1z bys
. a a a a
MDS matrix 4 = | .20 ~%1 *z2z ™23
azo 043y dzp dzg
Qg Qg1 QAg2 Qg3

V. ABOUT THE IMPLEMENTATION

With the dynamic variants presented in this
paper, the AES-NI instruction set would seem no
longer be applicable; however, the different steps
of the round function in these dynamic variants
can be combined in look-up tables as
recommended in [3], allowing for very fast
implementation on processors with word lengths
32 or greater.

In AES, if we denote the input by a and the
output by d, then for every column 0 < j < 4 of
the state matrix we have

1
! =To [aOJ] +T; [al,(j+1) mod 4]
|

+ T, [az,(j+2) mod 4]
+ T [a3,(j+3) mod 4]

where the look-up tables Ty, T;, T, and T5 have
each 256 four-bytes word and requiring 4KB of
storage space. In this case the tables are
performing as follow:

1025pR [x]] 103Spe[x]]
_|01Spe[x] | _|025pk[x]
1ol =1 015,nl | 1= 015pp0x]
10355 [x]. (0155 [x].

1018 g [X]" 1018, [x]1
_03SpR[x]| |01 p[x]
Tl =025, 1x|F 721 = [03s, 0[]
[01SpR[x] [02Spr[x]
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Here Sy Is the S-box of AES, working as the
transformation SubBytes, then if we compute the
dynamic S-box RS, and the dynamic MDS
matrix B = (b; j)4xs We can construct the key-
dependent look-up tables

To[x] =

bZ,lRSDR [x]
—b3,1RSDR [x]]

generated in the key schedule. This way the
output d can be computed as

[do,j]
[d2,;|
ld,;

To [aRo[j],R4+j[0]] +T [aRl[j].R4+j[1]]

+T; [aRz[]'],R4+j[2]]
+T5 [aR3 [ilRas ]-[3]]-
V1. CONCLUSION

In this paper, we presented dynamic variants
of the cryptographic algorithm AES, in which the
transformations SubBytes, ShiftRows,
MixColumns, and AddRoundKey, all of them are
fixed and selected a priori, were replaced by
random key-dependent transformations,
RandomSubBytes, RandomsShiftRows,
RandomMixColumns and
RandomAffineTransfKey respectively.

These transformations can be chosen from the
set of all its possible choices, and can be
generated from pseudorandom  sequences
obtained through the key schedule of AES or any
pseudorandom number generator.
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In the case of the transformation SubBytes, we
show two possible replacements of the S-box,
and for the transformation AddRoundKey, we
show three possible variants. On the other hand,
we show two methods for the random generation
of MDS matrices to replace the original MDS
matrix used in the transformation
MixColumns. The second method is new in
specialized literature.

With the proposed changes, the design
strategy of the block cipher AES was carefully
fulfilled, RandomShiftRows is a random
diffusion  optimal  permutation as the
transformation ShiftRows, RandomMixColumns
is a random MDS matrix like the transformation
MixColumns. The random matrices used in
RandomAffineTransfKey are invertible matrices
and for the second proposal of this transformation
we do not consider necessary adding extra round
functions like in AES.

The most polemic change may be the random
transformation RandomSubBytes, which can turn
occasionally into a random S-box with bad
properties contrary to SubBytes; however, we
believe this is compensated by the
unknowingness of the S-box and we recommend
using a rekeyed block cipher mode of operation
to encrypt long plain texts.

VII. APPENDIX
Inverse of a polynomial of degree 3

We present next an example of the inverse
of a polynomial in GF(28)[x] with degree 3, so
that it can be used in the random generation of
a MDS matrix through the second method
described before.

Let £ (x) be the polynomial
P +xi+x+z
and let g(x) be the primitive polinomial
x*+ 293 + z%x + 213

in GF(28)[x], where z € GF(28) is a primitive
element module the irreducible polynomial used
to construct the field GF (28) in Rijndael

P =y3+y*+y3+y+1



Let fH(x) =dyg+dyx+ dyox* +
dysx* be the inverse of  f(x)
module g(x),so that dyo = A9(b1p), dis =

M (b1,o): d1,2 =1, (bl,O)’ d1,3 =3 (b1,0)- If
we take z = y 4+ 1 then

d, 3 =z mod(P(y))
di, = z*%mod(P(y))
dy; =z mod(P(y))
dio =z mod(P(y))
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