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Decode-and-Forward vs. Amplify-and-
Forward Scheme in Physical Layer Security
for Wireless Relay Beamforming Networks

Abstract— To secure communication from the
sender to the receiver in wireless networks,
cryptographic algorithms are usually used to
encrypt data at the upper layers of a multi-tiered
transmission model. Another emerging trend in
the security of data transmitted over wireless
networks is the physical layer security based on
beamforming and interference fading
communication technology and not using
cryptographic algorithms. This trend has
attracted increasing concerns from both
academia and industry. This paper addresses
how physical layer security can protect secret
data compare with the traditional cryptographic
encryption and which is the better cooperative
relaying scheme with the state of the art
approached methods in wireless relaying
beamforming network.

Tém tit— Viéc bao mat truyén thong vo tuyén
tir noi giri dén noi nhan thwong s dung céc
thuat toan mat ma dé ma hoa dir liéu tai cac tang
phia trén trong md hinh phan lép. Mét xu hwéong
khiac dang dwoc quan tam rong rdi la bao mat
ting vat ly dwa trén ky thuat truyén tin
beamforming va ky thuit twong tac fading kénh
cha dong. Xu hwéng nay hién dang dwec thu hat
ca trong gioi cong nghiép va nghién ciru. Pong
gop cua bai bdo nay la 1am rd kha niang bao mat
tang vat Iy va so sach chdng véi phwong phap
bao mat dung ky thuat mat ma truyén théng. Bai
b4o ciing so sanh hai ky thuat chuyén tiép dwoc
sir dung chinh trong bao mat tang vat ly cho
mang vd tuyén chuyén tiép 1a Amplify-and-
Forward va Decode-and-Forward.
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I. INTRODUCTION

Most of the recent methods of ensuring
security in the communication system are based
on cryptography techniques or algorithms to
encrypt the content of the messages from the
sender to the receiver. The concept of secrecy
communication was first proposed in the
pioneering work from 1949 by Shannon [1], in
which secrecy communication was investigated
from the viewpoint of information theory. It
was proposed therein that the approach termed
“one-time pad” could achieve the perfect
secrecy. The traditional communication
security methods often use cryptographic
algorithms at the upper layers of multi-layer
communication models being studied and
widely applied. Recently, these methods have
still been considered to be safe in many
application models. However, the security of
these cryptographic algorithms often depends
on the computational complexity of decryption
without private keys. Therefore, when quantum
computers are actually applied, this difficulty
will no longer be a challenge in crypto analysis.

Another trend for radio network security that
has been extensively researched lately is
physical layer security (PLS) without the use of
cryptographic algorithms and resistance to
quantum computers. In the recent years, PLS
has been investigated both as an alternative and
as a complementary approach to conventional
cryptographic methods [2,3]. Actually, the
research on physical layer security was
pioneered by Dr. Aaron D. Wyner since 1975
[4]. Wyner has demonstrated that it is possible
to transmit security information at Cs rate in a
communication system that has the presence of
an eavesdropper (Cs > 0). That is the secrecy
capacity of a discrete memoryless channel was
the maximum value of the difference between
the mutual information of the legitimate
channel and the mutual information of the
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wiretap channel. At that time, Wyner made an
important assumption in his results that the
channel between Alice and Eve, called the
wire-tap channel, had a greater loss than the
channel from Alice to the legal recipient Bob,
also known as the main channel. This
assumption is not easy to guarantee because the
wire-tap channel is often unchecked. Hence, the
Wyner's idea was not really interested in the
following years.

Over the past decade, with the development
of wireless communications technology,
especially multi-antenna communications and
beamforming  techniques, physical layer
security solutions have been studied widely
[5,9]. A great effort to increase the achievable
secrecy rate in physical layer security is
cooperative nodes networks [3, 9] with act two
roles are cooperative relaying and cooperative
jamming (CJ) [10, 12]. In which, the secrecy
rate value is defined as

R, =min(log(1+ SNR,) —log(1+ SNR)). 1
=1

Where, SNRy and SNRg; are the signal-to-
noise-ratio at the legitimate destination and the
j" eavesdropper, respectively; K is the number
of eavesdroppers in system.

This paper focused on the cooperative
relaying network with two main relaying
schemes are Amplify-and-Forward (AF) and
Decode-and-Forward (DF). This paper presents
the  state-of-the-art  cooperative relaying
networks and the experiments to show detail
the effects of some techniques and schemes in
it. These wireless relay beamforming networks
are modeled as nonconvex optimization
problems. In which, the solution of these
optimization problem are the beamforming
weights of the relay stations, the objective
function is the value of the secrecy rate of the
system Rs (bits/symbol).

We investigate in the case of having perfect
channel state information (CSI) in both
legitimate destination and eavesdropper. In fact,
the eavesdroppers may exist in the system as
the legitimate users are registered in the system,
they may misbehave and eavesdrop the secret
signal of other legitimate receivers when they
are idle. Thus, idle legitimate receivers are
potential eavesdroppers.
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The rest of paper is organized as follows:
Section Il presents about the traditional
cryptographic encryption and physical layer
security; Section Il presents the models and
problems of wireless relaying network with AF
and DF scheme; Section 1V introduces some
recent approaches with problems above;
Section IV is the experimental result and The
last one is the conclusion section.

Notations: Throughout this paper, the
uppercase letters are denoted for the matrices;
The lowercase letters indicate the column
vector; The symbols (.)%, ()7, ()" are used for
Conjugate, Transpose and Conjugate transpose,
respectively; Iw is Identity/unit matrix with
dimension M; diag{a} or D(a) is denoted for
Diagonal matrix with elements on the diagonal
is the value of the vector a; ||a|| is denoted for 2-
norm of vector a; E{.} is denoted for
Expectation; A > 0 is denoted for matrix A
working as a semidefinite positive matrix; C is
denoted for a complex form; s.t. (subject to) is
denoted for constraints of the optimal problem;
trace(A) is a trace of matrix A.

Il. CRYPTOGRAPHIC ENCRYPTION AND
PHYSICAL LAYER SECURITY

Recent advances in wireless technologies,
such as the long-term evolution for cellular
networks and Wi-Fi systems, have caused an
exponential growth in the number of connected
devices [13] which in turn entails the risk of
increasing security  threats. Through
cryptographic approaches, data security has
been traditionally addressed at the higher layers
of the open system’s interconnected model,
whereby the plain text message is encrypted by
using a powerful algorithm that assumes
limited computational capacity of potential
eavesdroppers [14]. However, due to current
enhancements in computational power of
devices and optimization strategies for breaking
encryption codes, there is a need for better
security strategies to protect information from
unauthorized devices. Another drawback of the
conventional cryptographic schemes is the
requirement for key management to exchange
the secret key between legitimate entities. Key
sharing requires a trusted entity which cannot
always be ensured in distributed wireless
networks.
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TABLE 1: SOME QUALITY OF PHYSICAL LAYER SECURITY COMPARE TO CRYPTOGRAPHIC ENCRYPTION [3, 15]

Cryptographic encryption

Physical layer security

Theoretical basis Cryptography

Information theory

Secrecy level Can be deciphered by brute-force
computing, under the computational

set of attacks or not

model, measured by whether it survives a

Achieving perfect secrecy, No computation
restrictions placed on eavesdropper

Computing ability Heavily relying on the computing ability | Being independent of computing ability

requirements

Key management Heavy costs resulting from key
generation, management, and

attacks on public-key systems

distribution; No publicly-know, efficient

With no need of any key;
Quantum key distribution implemented

Evaluation criterion Being unable to accurately assess the Evaluating secrecy precisely by equivocation

leakage of confidential information

rate that may not be accurate in practice

Adaptability to Poor channel adaptability
channel changes

Adjusting transmission strategies and
parameters to well adapt the channel changes

Deployed Systems are widely deployed, technology | Wireless solutions appear, a few systems are

is readily available, inexpensive

deployed but the technology is not as widely
available and can be expensive

On the other hand, the lower layers (physical
and data link layers) are oblivious of any
security consideration. Considering the recent
challenges, security must be considered on the
physical layer to increase the robustness. of
existing schemes [3, 8, 11].

The authors in [3] and [15] have shown
some differences between cryptographic
encryption and physical layer security from six
viewpoints as in Table 1. Although the PLS not
really widely used in industry and the
technology is not as widely available but this
comparison made PLS would be interested in
many researchers.

I1l. SYSTEM MODELS AND PROBLEMS

As all the source and the relays located in a
trusted zone, then distance between them are
quite close, the relays can receive signal
properly, and the power of the signal
broadcasted by the source would be small so
that the faraway destination and eavesdroppers
can receive none of it.

A. AF system model and problem

The system includes a source (S), a
destination (D), M trusted relays stations and
K eavesdroppers, as shown in Fig.1. In this
system, we assume that there is no any direct
transmission from the source to the destination
or to the eavesdroppers.

The channel gain from the relays to D is
denoted by the complex constants hyg, and from
the relays to eavesdroppers denoted by hre.

wy Destination

Source

Eavesdroppers

Fig.1. A wireless relay network with multiple
eavesdroppers

In the AF cooperate scheme, M trusted
relays forward to the destination the signal that
they received from the source. The received
SNR values at D and E as follow:

_ ‘Z:\ilhsiwihid 2

P
SNR, = s 2
i 1+Zi'\il|wihid|2 o’ @
> hawih 2
SNR = 1=t T R,

1+ Zi'\il|wihi||2 o’
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We consider the maximizing the received
SNR achievable at the destination when the
received SNR at the eavesdroppers are below
their respective predefined thresholds problem
as [16, 17].

2
o |25 heiw; hig| Fs ®)
w 1 +Z?illwihid|2 0'2
M 2
i=1 hsiw; hy | P,
. '|Zl—1MSl i zll _SZSVIJZEK;
1+ YL, wihyl?0

w|? < Wi i € M.

Where, y, is a real number and represent the
predefined threshold for the I eavesdropper;
hia is the channel gain from i relay to the
destination node; hii is the channel gain of i
relay and I eavesdropper node; w = {wi, wa, ...,
wm}' are weight factors (beamforming) of
relays; The background noise at the relays,
destination and eavesdroppers have Gaussian
distribution with zero mean and variance o2; Ps
is transmission power of the source node.

B. DF system model and problem

The DF system model has the same
structure as AF system, which includes a source
(S), a destination (D), M trusted relays stations
and K eavesdroppers, as in Fig. 1. In this
system, we also assume that there is no any
direct transmission from the source to the
destination or to the eavesdroppers. The
channel gain from the relays to D and
eavesdroppers denoted by the complex constant
hra and hre, respectively.

In the DF cooperate scheme, all the trusted
relays decode the message from source then re-
encode the message and cooperatively transmit
the re-encoded symbols to the destination. The
received SNR at D and at j" E are

SNRd — |Z%=1 hrg,mwml2
o

(4)

2
|Z%=1 hre]-,me| .
SNRej = 3 J=1,..

K.
o

As (1) and (4), the optimization problem of
DF system model formulated as following [18]
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o? + |Z%=1 hrd,me|2

2
0% + |Z%:1 hrej,me| (5)

max min log
w j=1,.,K

st whw < Pp,
(or |wp|? < pp,Ym =1, ..., M).

Where w = {wi, W,, ..., wv}' are weight
factors (beamforming weight) of relays; o2 is the
variance of the Gaussian background noise at
relays, destination and eavesdroppers; Pr is limit
total power relays, pm is limit power of m" relay.

IV. THE RECENT APPROARCHES

A. The approaches for AF problem

1) SubOpt Solution

The authors in [17] introduce a SDR (Semi-
Definite  Relaxation) method  following
transformations as

Set variables

Vi
Vi+otv

If we consider the vector variables u =
[uy, uy, ..., uy]" and v =[v,v,,...,v4]7,
then we can write

v = Wihid and u; =

v u
Vitovte ViI—utu

In terms of these new variables and parameters,

the problem (3) can be rewritten as:

min —uthh,'u
u
stu'Cu<1,k€ex
utDu<1, ieM,
where:

(6)

h
P =|:101,k""’p|v|,k:|, and Py = h;k

id
h, = I:hs,l""’ hs,M :IT

2

D, :diag(|,0k|2)' Ve =Y %ka €K,

Dy p
7k

Cy

p.k
when

+
h, = I:hs,lpl,k N Y2 PRTRS | V2 ¥ :'
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1+ —1
o |” B max

k=j=i

Jif k= j=i

(Di )J_k =<1,if
0, otherwise

As the objective function of problem (6) is
nonconvex and the constraints could be convex
hik

or not, if p,, = <LVi,k thenI-D,, is

id
diagonal matrix with positive entries, therefor,
Ck is a positive definite matrix so all the
constraints are convex. But, in general
scenarios, Cx may not be positive-semidefinite
the K first constraints are nonconvex.
Therefore, the problem (6) is hard to get the
optimal solution in general.

Recalled that the problem (6) has form of
Quadratically Constrained Quadratic Program
(QCQP) with nonconvex objective function and
nonconvex constraints. It is difficult to find the
global optimal solution of that problem by
solving directly in general. The existing method
proposed in [18] is to find suboptimal solution
by Semi-definite Relaxation (SDR) method as
following.

By defined U=uu’ and considering
relaxation on rank one symmetric positive
semi-definite (PSD) constraint (rank(U) = 1),
the optimization program (6) can be written as

max trace(hshz * U)

s.t. trace(C,*xU) < 1,k €K (7)
trace(D; *U) < 1,ieM

As the objective function and all constraints
in (7) are convex, this problem can be solved
by CVX optimization tool. Once problem (7) is
solved, we can find the corresponding optimal
u and thereby w by applying eigenvalue
decompression on matrix U.

2) DC programming and DCA Solution

In [16], we proposed to apply DC
programming and DCA to solve the problem
(6). By define

2,
+ {1 — il if|pix] <1

p =
, 0, else

pr = {|Pi,k|2 - 1if|pix| =1
0, else

The problem (6) can be rewritten as
min 0—utH.u
u
s.tutCitu—utcu<i,vker, (8
utDu<1,vieMm.

Where

h. .hl
—PETRK 4 diag(p})
) 47

H, = hihl;Ct =

and Cj = diag(py).
Convert to real form, the problem (8)
reformulate as following
. o’ + X Zx
min 0- ——
t ©)
st. XTBjXSt—az,Vj eK

X'X<P,,t>0.

Where:

Z{Re(Rm) —Im(er)}’ X:{Re(w)}
Im(R,) Re(R,) Im(w)
Re(R, ) - ImR,, )T

"Lm<Rm,j>Re<RmJ |

The problem (9) is actually a general DC
program at the objective function and first K
constrains [19], then we proposed DCA-AFME
scheme by applied DCA to solve this problem
as the following.
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DCA-AFME SCHEME
Input: Channel coefficients from source to
relays hs, from relays to destination hg and from
relays to eavesdroppers Hi, the predefined
threshold y.
Initialization. Chose a random initial point x°,
=0
Repeat: | = I+1, calculate x' by solve this
subproblem:

mitn —(Hx" YHtx+ 1t

X,

s.t.xTCix — 2(Cix™"HTx(x —
xL2(Cx ) x < 14+ ()Tt +
2((xHfcrat) + t,Vk € k,
xtDx<1,vieMt=0
Until:

l_,l-1
==l

[Fah-re|
o

1+|fx-1| —

&

where f(x") = (x)THx!

Output: Rs = h(t', x), SNRe, SNRe (2).

B. The approaches for DF problem
Null steering

The authors in [9] focus on the case of Null
steering beamforming. In which, the signal is
completely nulled out at all eavesdroppers, then
the problem (5) addition constraints

w,hrejw = OK><1
and rewrite as

1 (UZ + |Z%=1 hrd,me|2)
0og

max

w 0'2

10
st.wiw < Py (10)

! —
w hre]-w = Ogx1-

Then can be rewritten as

max WH,;w
w

st.wiw < Py (11)
W,hrejw = Ogx1-

Where

HT'd = h,Tthd and hrd = [hrd’lj ey hT‘d,M]T

14 No 2.CS (10) 2019

By used the equality power constrain

wtw = P, instead of inequality power
constrain as

max WH, w

wiw=Pp

s.t. w’hre].w = Ogx1- (12)
The optimization problem (12) has the
optimal solution given by

[P

w =
”(IM - Pre)hrd”

(IM - Pre)hrd'

-1
where P, = H,.(H[H,) Hi, is the
orthogonal projection matrix onto the subspace

spanned by the columns of H,.,.

3) DC programming and DCA approach
In [18], we proposed a DC decomposition
by recall problem (5) with the total power

constrain as

o2 +wiH ,w

max
womaxioy (02 + Wil w) (1)

s.t wiw < Py

equivalent to
o +wiH, w
mm———
wi t (14)
s.t. wiw < Py >0,

o2 +wtH, . ;w <t,VjeK.

Change to real variables form we have an
equivalent problem as

_ o?+xTZx
min 0 — —
xt (15)
s.t.x’Bjx<t—o%Vj€EK
xTx < Pg,t >0
where
7= [Re(Hrd) _Im(Hrd)] _ [Re(w) ]
Im(Hyy) Re(Hyq) I’ Im(w)

~ [Re(Hre,,-) - Im(Hre,,-)]T
7 |Im(Hye ;) Re(Hye f)
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The problem (15) is restated as a standard

DC program, then we can apply DCA
algorithrm to have DCA-DFME scheme
following:

The DCA-DFME scheme [18]:

Input: The channel coefficient matrix B;j, Z
Initialization: the random initial points x°, t°>0
and set 1=0, u® = (t°,x°)

Repeat: I=I+1, to calculate u! = (¢!, x") by
solving the following subproblem:

in 0— l—1’u
Jmin, (y )

s.t.x'Bix<t—-o*VjeEK
xTx<P,t>0,

1 1-1 IY_ f(ql=1

Until: [ hy | < ¢ or LED-F) f(ll' I < ¢
L+l 1+[f (ub)]
2, (+1\ 7.1
Where f(ul) — M

t!

Output: R, = h(t,, x") = f(u'), SNR¢, SNRe.

V. EXPERIMENT AND RESULTS

This section presents the experimental
results and evaluation of all four proposed
methods in part V. We compare the quality of
AF scheme to DF scheme in wireless relying
network from the perspectives of the values of
secrecy rate. It shows that, DF scheme has
better secrecy performance than AF scheme. In
the rest of this section, we also describe
received signal-to-noise-ratio at destination and
eavesdroppers. From this viewpoint, it is clear
that, the signal received at eavesdroppers is too
bad then they cannot decode to get the
messages which send from relays.

A. Generating experimental datasets:

We focus on the wireless communication
model operating under both AF and DF
schemes with the appearance of multiple
eavesdropping station as Fig.1 with the two
cases of number of eavesdropping stations
used as K = 5 and 7 eavesdroppers; The
relay nodes variable from 5 to 40 nodes; the
power consumption P = 30 dBm. Assuming
a one-way communication system, these
channel coefficients are randomly generated
according to the Gaussian distribution and
are known in advance.

For each case, we generated 100 datasets of
channel coefficient values from the source

station to the relay station and from the relay
stations to the destination one and to the
eavesdroppers with the given configuration
parameters as above mentioned. These datasets
are shared for all four methods.

B. Experimental results

With  the assumption of one-way
communication system model (considering
only the direction from source station S to
receiver D without the opposite direction) as
illustrated in Fig.2 with the given parameters.
For each case, 100 independent tests were
carried out and took the average result for the
optimal solution value and the signal-to-noise-
ratio received at legitimate destination and
eavesdroppers for the comparison. The
experimental results are as follows:

5}

5

R._ (bits/symbol)

—&— DCA-AF
— # —SDR-AF
—&—DCA-DF
— + —SDR-DF

5 ‘IB 1I5 ZID 2‘5 SID 3I5 40
Number of relays (M)
Fig.2. AF vs. DF in wireless relay
beamforming network with 5 eavesdroppers

The optimal solution values: The results
shown in Fig.2 and Fig.3 reflect the fact that,
the value of the secrecy rate Rs always
increasing with the number of relay stations.
Specially, it shown an important thing that,
the value R, has strong increasing when the
number of relay nodes reached around three
times of the number of eavesdroppers, after
that it is lightly increasing.
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s

R_ (bits/symbol)

A+ — & DCA-AF
4 — + —SDR-AF
—&— DCA-DF
L — + —SDR-DF

20 25 30 35
Number of relays (M)

40

Fig.3: AF vs. DF in wireless relay beamforming
network with 7 eavesdroppers

The secrecy rate efficiency of DF scheme
is definitely higher than AF scheme as in
figures. The gap of DC programming and
DCA method with SDR method in AF
network is clear. In contrast, this gap in DF
network is quite small.

The maximum value Rs = 5 bits/symbol
when the number of relay nodes is 40
respected to the case of DF network and 40
relays with 5 eavesdroppers (Fig.2). When the
number of relays equal to the number of
eavesdroppers then the Rs value down to zero
for the case of Null steering method as in (12).

The SNR values: The data in Table 2
illustrates the SNR values at both destination
(D) and eavesdroppers (E) as formula (2) and
(4). 1t is clearly that, with the optimal
beamforming weights at the relays, the SNRs
received at eavesdropper are too small. As
Wyner’s condition [4] that the wire-tap
channel had a greater loss than the main
channel is not difficult to satisfy with the
beamforming and fading techniques. The SNR

values at eavesdroppers in the Null steering
case as in the Tables 2 is suitable with the
constrain of this system model (11). When the
number of relays and eavesdroppers are
equally, these SNRs become to similar then
the Rs values down to zero (1) as in Fig.2 and
Fig.3.

IV. CONCLUSION

With the emergence of 5G communication
networks and the powerful development of 10T
networks, wireless communication networks
are  gradually replacing  fiber  optic
communication networks. Therefore, the study
of the security method of physical layers for
wireless networks is very necessary and really
being widely concerned around the world.

According to the information theory, the
physical layer security problem for the wireless
network based on Amplify-and-Forward
scheme is used as the optimal form with the
goal of increasing the speed of secrecy rate (RS)
with a primary constraint on signal source
power and considering the amplification factor
at transition stations. This problem has a non-
convex form and is difficult to solve to find a
globally optimal solution. Some solutions for
finding solutions to this optimization problem
are the amplification values of the transition
stations so that the most optimal security rate
published recently is often the solution to an
approximated solution. Therefore, the results
suggest a new solution method based on the
study of applying DC programming and DCA
to solve these difficult problems to find better
optimal solutions that have shown new and
scientific features.

TABLE 2: THE SNR RECEIVED AT D AND E VS. NUMBER OF RELAYS WITH PS =30dBm, 5 EAVESDROPPERS.

Number of Relays 5 10 15 20 25 30 35

SNR D E D E D E D E D E D E D E
DCA_AF 9.4 | 031 | 70.4 |0.30 172.1 | 0.31] 260.3 | 0.32| 3254 (0.32 | 451.2 | 0.33 | 534.8 | 0.33
SDR_AF 3.0 | 043 25.1 |0.46 77.5 | 0.58 105.9 | 0.51| 140.7 [0.50 220.2 | 0.50 | 252.1 | 0.53
DCA_DF 60.4 | 2.46 | 165.5 [0.03 296.4 | 0.01) 473.7 | 0.00| 589.3 |0.00 741.7 | 0.00 | 880.7 | 0.00
SDR_DF 30.3 | 37.5 | 157.9 [0.00 | 292.2 | 0.00] 470.5 | 0.00| 587.0 [0.00 740.0 | 0.00 | 879.3 | 0.00
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