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Phwong phap phat nhiéu dong b chong thu
birc xa kénh ké phat ra tir man hinh may tinh

dua trén cong nghé FPGA

Tém tit— Pa tir lau, phwong phap phéat nhiéu
dwoc sir dung trong viéc chéng thu birc xa dién tir
trwong tir c4c thiét bi dién tir. C6 hai phwong phip
chinh thuong dwec sir dung: phat nhiéu dai rong va
phat nhiéu déng bd. Phwong phap phat nhiéu dong
bd c6 nhiéu wu diém hon so véi phwong phip phat
nhiéu trén dai rong. Bai bao nay trinh bay ve
phuong phap phat nhiéu chong thu birc xa déng b
tr man hinh may tinh. N§i dung tap trung vao dac
diém bic xa co ban caa tin hiéu video trong man
hinh may tinh. T d6, chitng minh tin hiéu bic xa
c6 phd lién quan chit ché véi cac tin hiéu dong b
st dung trong man hinh; phan tich dic diém cua
mét sé loai cong video théng dung; thwc hién viéc
tim ché d¢ va tao cac tin hiéu dong bd cho céc loai
man hinh cé céng video VGA trén mét kit FPGA.

Abstract— Jamming method have long been
used in preventing electromagnetic emanation
compromising from electronic devices. Existing two
jamming methods, boardband jamming and
Synchronization jamming. Synchronization
jamming has advantages over broadband jamming.
In this article, we present a synchronized technique
for preventing evasdropping on the radiation of
computer monitors. This paper presents the basic
radiation characteristics of video signals from the
computer monitor. Demonstration of spectrum
signals is closely related to the synchronized signals
used in the screen. Analyzing the characteristics of
some common types video port and performs mode
search and synchronization for VGA monitor video
on an FPGA platform.

Tir khéa: tan cong kénh ké; birc xa man hinh;
chéng thu biic xa; phét nhiéu déng bs.

Keywords: side channel attack; monitor
radiation; countermeasure electromagnetic
eavesdropping; synchronizing noise.

I.GIOI THIEU

May tinh va cac thiét bi ngoai vi noi chung
déu buc xa cac tin hiéu khéng mong mudn ra

Bai bdo dugc nhan ngay 4/9/2018. Bai bdo dugc nhéan
xét boi phan bién thir nhit vao ngay 28/10/2018 va dugc chip
nhan dang vao ngay 8/11/2018. Bai b4o dugc nhan xét boi
phan bién thir hai vao ngay 10/11/2018 va duoc chip nhén
dang vao ngay 21/11/2018.

44 86 1.CS (07) 2018

Nguyén Ngoc Vinh Hio, Bui Pic Chinh

khong gian. Cac tin hiéu nay c6 thé c6 moi
tuong quan voi cac thong tin dang duoc xu 1y
ndi tai cia may tinh. Dién hinh nhat 1a tin hiéu
video ctia man hinh c6 thé birc xa ra khong gian
theo nhiéu dudng khac nhau. Nhiéu két qua thu
tin hi€éu birc xa video va khoi phuc hinh anh
hién thi trén man hinh méy tinh d dugc cong
bd trong mot sb tai liéu trén thé gisi [1,2]. Cu
thé, Hinh 1 mo ta két qua thu tin hiéu buc xa
va khoi phuc hinh dnh dva trén man hinh may
tinh [3].

Vién Khoa hoc - Cong nghé¢ mat ma, Ban
Co yéu Chinh phi di khéi phuc thanh cdng
hinh anh hién thi trén man hinh CRT tir nhiing
nam dau cia thap nién 90. Dong thoi, co quan
ndy ciing da c6 nghién ciru vé cac bién phap
chdng thu birc xa tir cac thiét bi dién tir va thiét
bi mat ma. Mot sb bién phéap khac nhau cé thé
ap dung dé ngan chan vi¢c thu trom céc tin hi¢u
1d birc xa nhu: sir dung cac may phat nhiéu, sir
dung cac bd loc tin hi€u, boc kim cho thiét bi,
sir dung cac phan mém chdng thu birc xa, xay
dung cac vung céach ly, thuc hién boc kim cho
cac kién trac (tda nha, cabin boc kim). Cac
phwong phép trén déu c6 wu, nhuge diém riéng
(Bang 1) [4, 9].
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Hinh 1. Két qua thu tin hiéu birc xa va khéi phuc
hinh anh hién thi trén man hinh may tinh [3]
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BANG 1. SO SANH UU NHUGQC BIEM CUA CAC
BIEN PHAP CHONG THU BUC XA
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Trong cac bién phap chéng thu birc xa trén
c6 thé thay rang bién phap phat nhidu c6 nhiéu
wu diém hon boi kha ning bao vé hiéu qua va
tly bién d6i v6i cac diéu kién lam viéc khac
nhau. Diéu nay dic biét quan trong vi néu thiét
bi can bao vé 1a thiét bi di dong, thi kha ning
trién khai cac bién phap khac rat khé khan.

C6 nhiéu phuwong 4n phat nhidu nhu phat
trén dai rong hay chi phat nhidu tai cac ving tan
s6 ¢o tin hiéu birc xa hay con goi 1a phat nhidu
d6ng bd. Phuong phap phat nhiéu trén dai rong
¢6 uu diém bao vé duoc trén tat ca cac tan s tir
khoang vai chuc KHz dén 2 GHz. Phuong phap
nay khong quan tim dén tan s6 buc xa cua thiét
bi ma chi quan tdm dén cong suit phat nhidu.
Tuy nhién, phuong phap phéat nhiéu trén toan
dai co thé gay anh hudng dén cac thiét bi hoat
dong trong khu vuc bao vé cia nd. Mat khac,
cong suat birc xa manh trén nhiéu dai c6 thé gay
anh huong dén stc khoe clia nguoi sir dung néu
tiép xtic qua lau. Can biét rang, cac thiét bi dién
tu khi hoat dong s€ buc xa & mot s6 dai tAn nhét
dinh va cac tin hiéu bic xa do co thé mang
thong tin hiru ich vé hoat dong dang dién ra bén
trong thiét bi. Dé khac phuc nhugc diém cua
phuong phap phat nhiéu trén dai rong c6 thé sir
dung cac tin hiéu nhiu phat trén cung tan sd
v6i cac tin hiéu birc xa ma khong can phat nhidu
tai cac tan sd khong c6 tin hi€u buc xa. Phuong
an thiét k& thiét bi phat nhiéu dong bd co vu
diém la nang cao hi¢u qua bao v¢, loai bd tinh
tuong quan giita cac khung hinh (frame) chdng

thu bang cach ldy trung binh cic khung hinh,
phtt hop véi cac tiéu chudn tuong thich dién tir
truong do co cong suit phat thip va tiét kiém
chi phi van hanh hon nhung can hiéu biét vé dic
diém birc xa cua cac loai thiét bi sir dung cung
v6i thiét bi phat nhiéu.

Trong Muc II, bai bao nay s& tim hiéu dic
diém buc xa cua tin hiéu video tir man hinh va
dua ra mot phuong 4n thiét ké cua thiét bi phat
nhiu dua trén dic diém blc xa cua tin hiéu
video. Muc III s€ trinh bay so lugc vé céu truc,
nguyén 1y hoat dong cua cong video VGA va
cach thirc tim ché do, tao tan sd diém anh cho
c4c loai man hinh. Tir két qua ctia Muc 11 va 111,
Muc IV dua ra thiét ké bd phat nhidu dong b,
trién khai 1én mot kit FPGA va danh gid hiéu
qua hoat dong cua thiét ké do. Cubi cung, Muyc
V dua ra cac nhan xét chung va két luan vé
nhimg két qua da dat duoc trong bai béo.

II. DPAC BPIEM CUA TIN HIEU VIDEO VA

TIN HIEU BUC XA CUA MAN HINH

Tat ca cic loai man hinh hién nay déu s
dung mdt trong ba phuong phap quét sau dé
diéu khién cac gia tri diém anh (pixel): quét
manh (raster scan), quét dan xen (interlaced
scan) va quét lily tién (progressive scan). Trong
d6 progressive scan duoc st dung rong rai nhat.
Tuy nhién vé& ban chat cic phuong phap quét
nay déu can dén cac tin hiéu dong bo dé phan
biét gitra cac dong va cac khung hinh cling nhu
giita cac diém anh v6i nhau (Hinh 2) [5].

Dc;m_! b9 doc (Frame anable)
—
Déﬂg b0 nzang (line anablz)

U u U L
Tin 56 diém inh (pixel clock)

ERspEaspEpiaipinipigiyh

Hinh 2. Vi du vé céc tin hiéu déng bo
trong tin hi¢u video so

|

Gia sir ta c6 mot tin hiéu video véi tan sb
diém anh (pixel clock) la f . Xét diém anh thu
i trén man hinh, i nhan gia tri nguyén nam trong
khoang tir 0<i < NxM , trong 46 NxM 14 ché
d6 hién thi hién tai cia man hinh (theo tiéu
chuan cia VESA). Khi d6 gia tri diém anh i (gia
tri nay c6 thé 1a cuong d6 sang hodc cudng do
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dong tai pixel do) s€ 1a ham cua vi tri va pixel
clock v, =V (i/ f,). Theo dinh 1y Nyquist, ta
c6 thé khoi phuc hoan toan tin hiéu video V(t)
v6i cac gia tri diém anh theo tan sd quét cac
diém anh d6 la f,. Nhu v@y tin hiéu video s&
dugc tinh theo tip hop gia tri cua cac diém anh
trén man hinh dugc bi€u dién nhu sau [6, 7]:
WN - sinz(f t—i)

vit) =)V, ——F = @
; r(ft=i)

Mat khac do tin higu v(t) c6 bang tan gioi
han nén viéc lay mau tin hiéu_video twong
duong v6i phép nhan nd véi chuoi xung Dirac
cach déu nhau:

V(t)= v(t)MZX,f 5(t—f—J @)

p
Trong do: 5{1:—%}- xung Dirac tai vi tri
p
[ . < _
thu T Pho cua chuoi xung Dirac hay bién doi

p
Fourier ctia chuoi xung d6 dugc tinh nhu sau [8].

o(f)= F{%&(t——)}

i=0
% MxN MxN
:j 5(t— )e 12”“dt_zfa(f—uf)
o i=0 p
®)

Tuong tu, pho cua tin hiéu video cting dugc
tinh theo bién d6i Fourier:

V(f)=F[v()] 4)

Nhu di biét tich cua hai tin hiéu trong mién
thoi gian thi bién doi Fourier cta tich do s¢ bang
tich chap cua blen d6i Fourier ting tin hiéu do
trong mién tan sé [8]:

Fv(t).o)]=F[v(t)]*
=V (f)*5(f)

Ap dung céc biéy thac (3), (4) va (5) vao
(2), s€ nhan duoc pho cua tin hi¢u video trong
miéen tan so:

Flo@)]= )
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\i(f):V(f)*Mf f o(f —if )=
®)
=ZV(f—ifp)

NOGi cach khac tin hi¢u video co pho Xuat
hign tai cac tan s6 la hai cua tan sé diém anh.
Néu tin hiéu video bi buc xa thong qua cac phan
tir khong tuyén tinh trong man hinh thi phé cta
tin tldu buc xa cling s& xuat hi¢n cac thanh phan
tai cac hai cua tan sé diém anh. Bleu thirc (6)
cho thay su lién quan chat ché cua tan sé diém
anh va phd cua tin hiéu buc xa. Phong thi
nghiém hé théng ning lugng va moi truong cua
Nhat (NTTE&ES) di cong bd mot két qua thu
phd tin hiéu buc xa dién tir trudng tryuc tiép tur
man hinh may tinh c¢6 d6 phan dai 1024x768
(XGA) véi tan sé diém anh 65MHz nhu Hinh 3:
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Hinh 3. Burc xa dién tir trudng tir
man hinh may tinh

Trong Hinh 3 céac diém birc xa manh Qduoc
danh dau bang dau sao) Xuat hi¢n tai cac tan so
la sb nguyén lan cua tin sé diém anh nhu:

260MHz, 325MHz, 390MHz, 455MHz,
520MHz... hoan toan phu hop véi du doan theo
cong thic (6).

Qua phan tich ¢ trén cho thay moi lien he
chat ché gitra phd biic xa tir man hinh va tan so
diém anh. Vi¢c chimg minh duoc su lién quan
giita tan sd diém anh va cac s tan buc xa tur
man hinh cho phép dua ra phuong an phét nhiéu
danh cho cac loai man hinh d6. Nhu vay, thay vi
phat nhidu tai cac tan sb _khong can thiét (phat
nhleu trén dai rong) chi can tap trung tai c&c tan
s6 ¢6 birc xa man hinh.

~ Tir két qua ly thuyét va thyc nghiém co thé
khang dinh rang tin hi¢u nhi¢u dong bg s& phai
¢6 cac dac diem sau:



Nghién ciru Khoa hoc va Céng nghé trong linh vuc An toan théng tin

e Ph tan sé cua tin hiéu nhiéu s& phai c6
cac hai twong tu nhu tan so diém anh.

e COng suét phét tai cac tan sé do phai du
I16n dé bao vé cac tin hiéu buc xa.

1Il. TIM CHE DO HOAT DONG
CUA MAN HINH VA TAO TAN SO
DONG BO TUONG UNG

Qua phan tich & trén cho thay ring dé c0 thé
tao nhiéu dong bo bao vé cho man hinh can xac
dinh dugc ché d§ dang hoat dong cua man hinh
va tao cac tin hi¢u dong b6 twong rng véi man
hinh do. Déi voi cac man hinh hi¢n nay c6 hai
loai Cong video chu yéu dang duoc st dung
gom: céc loai cong video tuong tu (nhu VGA,
DVI-A) va cac loai Cong video sé (nhu DVI-I,
HDMI). Trong do, cong VGA dugc st dung
trong hau hét cac thiét b, con cong HDMI dang
dan tro nén phd bién, va cong DVI la dang cong
lai gnra hai dong trén. Noi dung dudi day trinh
bay céc nhan blet che d6 man hinh cho cdng
VGA va tao tan s6 diém anh cho né. Cac tin
hiéu trén cong VGA dugc mé ta nhu Hinh 4:

CAU TRUC TIN HIEU VGA

Th gian c6 hinh
khung N+1

\ H
Tho gian thyre hign
ddng bd doc

Thot gian co hinh

kiung N
(1) back porch doc (2) pixel clock (3) front porch ngang (4) dong bg ngang

Hinh 4. Cau tric tin hiéu trén céng VGA

Cac thanh phan chinh trong tin hiéu VGA
bao gém: cac tin hiéu mang thong tin video
RGB tuong ung véi ba mau sac co ban (red,
green, blue), cac tin hi¢u dong bd ngang, tin hiéu
dong b doc va tan so dlem anh. Trong do, tin
hiéu dong bo doc quyet dinh toc do thay doi
khung hinh hay con gol la tan So lam mai. Tin
hiéu ddng bo ngang va tan s6 diém anh cho phép
hién thi ma tran diém anh trong mot khung lén
trén man hinh.

Dua trén cu trac va dic diem cia cac tin
hi¢u dong bo cua cong VGA co thé xac dinh
duogc ché @6 lam viéc caa man hinh dya vao hai
tin hiéu dong bo doc va dong bo ngang. Hai tin
hiéu nay c6 thé do truc tiép va dya vao ket qua
do duoc so sanh vai tiéu chuan VESA dé xac

dinh ché d6 man hinh dang hoat dong. Qua trinh
thyc thi tim ché d6 man hinh sé sir dung bo cong
cu FPGA ML507 Virtex 5. Kit ML507 Virtex 5
dugc lya chon vi n6 c6 kha nang xur ly tin hiéu
manh va ¢ san céac cong vao ra mo rong 1/0,
ngoai ra trén kit con co cac khéi PLL DCM hd
trg cau hinh dong (Dynamlc Reconfiguration
Port - DRP) glup cho viéc tao tin hi¢u dong bo
tré nén chinh xdc hon ma khéng ton nhiéu tai
nguyen cua Virtex 5. Cong ngh¢ FPGA gilp cho
viéc thiét ke thiét bi nguyén mau dé dang hon,
ngoal ra néu sir dung FPGA c6 thé hd tro nang
cap trong tuong lai ma khong can cap nhap thém
phan cang. Tan sb dong bo doc fh va tan sb
dong bo fv nhu da biét (co trong céc tin hiéu cua
cong VGA) s& dugc do thong qua cac bo do dém
trong FPGA nhu sau:

e Tu tin hiéu clock cua hé théng trén kit
200 MHz st dung mot bd chia tan sb véi
counter bang 500000 va hoat déng véi mdi
sudn 1én cua clock hé thong dé tao ra mot tin
hiéu tham chiéu. Khi counter dém dugc
xung thr 500000, nd s& tu reset vé gia tri
khoi tao va tao tin hiéu tham chiéu & dau ra
Vi toe do 200 Hz. Viéc giam toc do cua tin
hiéu tham chiéu c6 thé nang cao do chinh
X&c cua phép do tan s6 cua tin hiéu dong bo,
nhung yéu can nhiéu hon thoi gian thuc
hién. Qua md phong va thuc nghiém cé thé
thdy rang 200 Hz Ia gia tri tham chiéu c6 thé
chap nhan dugc. Cong thic tinh tan s6 tham
chiéu nhu sau:

6
f oo n 20010° _ 5004z (7)
counter. 2 500000.2
hohoh by
Tmht,l'|'I‘l|l‘x|l‘l'I|l|l|l|l‘|'l|l‘l|x
ezt s
Tin buéy
M0 H:

Hinh 5. So db thoi gian theo hoat dong cua
b6 dém tan s6 cua tin hiéu dong bo

e Tin hiéu 200 Hz dugc dua vao qua trinh
do gi4 tri tan sé cua tin hiéu dong bo. Mai
suon |én cua tin hi¢u 200 Hz (tuong tng Vi
5ms/2 = 2.5 ms, vi chi c6 mdt nira xung
clock) s& kich hoat hai bo dém xung danh
cho hai tin hiéu dong bo. Hai bo dém nay s&
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tim va dém céac suon lén cua hai tin hiéu clock
trong khoang thoi gian 2.5 ms (Hinh 5).

e Khi tin hi¢u 200Hz Chuyen sang suon
xuong cac bo dém s& dimg dém, chuyen cac
gia tri dém duoc 1én module phia trén dé dua
vao vi xu ly powerPC440 thong qua cic
thanh ghi 32 bit va reset vé gia tri khoi tao.
Viéc dua gia tri dém vao vi xu ly s& thuan
tién hon nhiéu cho viéc hién thi két qua do
téc d6 xung cua cac tin hiéu déng bo. Tan sb
cta tin hiéu dong bo s& duoc tinh nhu sau:

f_=2.N.f, 8)

sync

Trong do: f, |2 gia tri tan s6 cua tin hiéu
dong b [Hz]; N 12 gid tri ma bo dém dém duroc;
f.la tan so cua tin hi¢u tham chiéu (¢ day
chinh la tin hi¢u 200Hz). Két qua can nhan cho 2

do N la ) xung dém duoc trong mot nira chu ki
(2 1an tan s6) cua tin hiéu tham chiéu.

Qua trinh tim che d6 va do tan sb dong bo
ciia man hinh c6 cong VGA duoc mo phong
bang phan mém 1Sim cua Xilinx. Két qua mo
phong duoc biéu dign trong Hinh 6 dudi day:

b’

i -
0
@ %
®
)
I
I{-\
il
i
0

Hinh 6. M6 phong hoat dong cua bo tim ché do
man hinh va do tan s6 déng bo VGA

Co thé thdy, voi tan s6 cua tin hiéu tham
chiéu bang 200Hz thi sai s6 do tan s6 dong b sé
vao khoang 1%. Tuy gia tri nay kha Ion nhung
van du dé xac dinh dugc ché d6 hoat dong va gia
tri thuc cua cac tan sb d1em7anh theo tiéu chuon
VESA. Viéc tao tin hiéu diém anh s& dugc tién
hanh sau khi xac dinh dwoc gia tri cia nd. Trong
b6 cong cu ML507 cé thé sir dung cac bo PLL
DCM (Phase Lock Loop Digital Clock
Manager) dé tao tin hi¢u diém anh véi do chinh
Xé&c cao. Bai vi dic diém cua tin hi¢u diém anh
va cach thuc 1am viéc cua PLL can it nhat hai bo
PLL nbi tiép nhau nhu Hinh 7.
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RST CLKouT?2 RST CLkouT2
CLKOUT3 CLKOUT3

pLL CLKOUT4 pLL  GLKOUT4
CLKOUTS CLKOUTS

CLKFBOUT —l CLKFBOUT —‘

Hinh 7. So d6 PLL néi tiép trong kit ML507

Trong qua trinh lam viéc gla tri cua tan so
dau ra cia bo PLL s& dugc xac dinh bai tan sb
dau vao f,, gidtri nhan M va gié tri chia D. Khi
tan s6 diém anh thay ddi thi can thay d6i M va D
dé tao tan s6 ¢ dau ra VCO (Voltage Control
Oscillator) phu hop Vi gia tri méi. Trong Virtex
5 FPGA gi4 tri tan s6 cia dau vao va tan sé &
dau ra caa méot bo PLL duoc tinh nhu sau:

foutVCO = fin % (9)

fou = T %
Trong d6: f 1atan s6 clock ¢ dau vao cia
PLL; f f latan sb cua tin hiéu dau ra cua

? ToutvVCO! “out i
VCO va PLL; M la gia tri nhan cua by dem M;
va D,0 la gia tri chia cua bé éém D, O.

Vi¢c st dung hai bo PLL dong thoi thi s&
cho phép tao tan s ¢ phia dau ra trén chinh xac
hon. Tuy nhién, khi thay d6i tan sé can chu y
dén gid¢i han hoat dong cua ting bo PLL néu gia
tri dau vao vuot qua gigi han cho phép, thi sé
lam toan bo khdi hoat dong khdng chinh xac.
Ngoal ra can chl y rang viéc thay doi gia tri cua
cac bo PLL khi thiét bi dang lam viéc s& phai
thong qua cac cong DRP.

IV. AP DUNG PHUONG PHAP PHAT NHIEU
CHONG THU BUC XA PONG BQ
CHO MAN HINH DUA TREN FPGA

— Khdi tim ché Khéi tao tin
May tinh > doVEsA | hitu dong
b
v _ ¥
Man hinh Thieét bl phat PR
nhiéu Khm‘ Ehat
nhiéu

Hinh 8. So' d0 thiét ké cua thiét bj
phéat nhiéu dong bo
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Nhu d3 phan tich & trén phat nhiéu chdng
thu bic xa déng bd dugc thyc hién qua hai
budc: Budc 1 phan tich dac diém buc xa cua
thiét bi can bao vé&; Budc 2 thiét ké va ché tao
thiét bj phat nhidu c6 phd nhiéu tuong dong vai
ddc diém birc xa cla thiét bi can bao vé va co
cong suit nhidu 16n hon so véi tin hiéu buc xa.
Dya trén dac diém cta tin hi¢u btc xa man hinh
dd phan tich & trén c6 thé dua ra thiét ké cua
thiét bi phat nhiu déng bd nhu Hinh 8.

Tin hiéu video s& duoc ldy tir cic cong
video diu ra trén may tinh va dua vao thiét bi
phat nhiéu dé phan tich. Khdi tim ché do6 VESA
s& tim ché d6 dang duoc hién thi trén man hinh
va so sanh n6 vai tiéu chudn VESA, nham XAc
dinh gia tri cac tin hiéu déng bo. Khdi tao tin
hiéu ddng b sé& tao va dua tin hiéu déng bd vao
khéi phat nhiéu. Tir day, khéi phat nhidu sé tao
ra nhidu tai cac tan sd c6 tin hiéu blrc xa man
hinh nhu phan tich & trén. Khi d6, tin hiéu nhiéu
s& duoc phat ra khong gian voi co ché gidng
nhu cdc tin hi¢u video va tai cung mot tan so.

Két qua do phd tin hiéu nhidu tao bai
module phat nhiu xay dung trén bd cong cu
ML507 va tin hiéu video vé&i cac ché do phd
bién trong cac man hinh hién nay 1a 1366x768
va 720p duoc biéu dién trén Hinh 4. Man hinh
dugc sir dung trong bai kiém tra 1a man hinh
may tinh HP Compaq B201LED 19.5 inch vdi
hai cong video input 1a VGA va DVI, c6 pixel
pitch 0.3 mm, toc do lam mé&i man hinh 8ms.
Céc thiét bi duoc két ndi theo so dd trén Hinh 3,
trong d6 thiét bi phat nhidu duoc thay thé bang
bd cong cu ML507.

PHO CUA TIN VIDEO VS NHIEU (CHE DO 1366x768)
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— VIDEO
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PHO CUA TIN VIDEO VS NHIEU (CHE DO 720p)
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Hinh 9. Két qua do phé cua nhiu va tin hiéu
video ddi véi céc ché do man hinh khac nhau
Qua Hinh 9 c6 thé thdy riang phd cua tin
hi¢u video c6 dang nhu dy doan trong Muc I,
tai cac vi tri 1a hai cta tan sd pixel xuét hién phé
lap lai cia man hinh & tin s6 thip. Qua Hinh 4
cling thay rd rang trong dai tan sd tir 0 dén
1GHz tin hi¢u video (duong nét nho) co pho
hoan toan niam duéi phd cia tin hiéu nhidu
(dudng nét ddm), hon nita tin hiéu nhiéu c6 phd
phan bd dua theo phd cua tin hiéu video. No6i
cach khac viéc thu va khoi phuc cua tin hi¢u
video trong truong hop co nhiéu nay la khong
kha thi. Qua d6 chung minh tinh hi¢u qua cua
thiét ké phat nhiéu déng bd trong viéc bao v¢
chéng lai tan cong 1én kénh birc xa tir man hinh
may tinh.

0 100

V. KET LUAN

Phd bic xa tir man hinh may tinh c6 lién
quan chat ch& dén tan s6 diém anh sir dung trong
céc cong video. Su lién quan d6 cho phép du
doan trude duge dic diém cua phd bic xa, tir do
dua ra phuong an phat nhiéu pht hop.

Duya trén dic diém bic xa ciia man hinh, bai
béo di dua ra mé hinh thiét ké cho thiét bj phat
nhidu ddng bd véi man hinh. Thiét bi nguyén
mau dugc phat trién dua trén cong nghé FPGA
cho phép day nhanh qué trinh thiét ké va thi
nghiém. Két qua do pho cua tin hiéu nhiéu tao ra
phu hop voi du doan vé phd cua tin hiéu bic xa.

Pay chi la cac két qua ban dau trong qua
trinh &p dung phuong phap phat nhidu dong bo
ding chéng thu buc xa kénh ké. Huéng nghién
ctu tiép theo ciia nhom tac gia c6 thé tién hanh
tim cach thu va khéi phuc duoc toan bo hoac
mot phan thong tin bic xa phuc vu cho viéc

S6 1.CS (07) 2018 49



Journal of Science and Technology on Information Security

nghién ciru sdu hon cho cac k¥ thuat chéng thu
buc xa.
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