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Phét hién ma doc ToT botnet dua trén do thi
PSI v61 mo hinh Skip-gram
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Tém tit— Trong bai bio nay, nhém tic gia dé
xuéit mt phwong phap phat hién ma doc IoT botnet
dwa trén do thi PSI (Printable String Information)
sit dung mang no-ron tich chip (Convolutional
Neural Network - CNN). Théng qua viéc phan tich
dic tinh caa Botnet trén céac thiét bi TIoT, phwong
phap dé xuit xdy dung dd thi dé thé hién cac moi
lién két giira cac PSI, lam diu vao cho mé hinh
mang no-ron CNN phin 16p. Két qua thye nghi¢m
trén b dir liéu 10033 tap tin ELF gom 4002 miu ma
doc ToT botnet va 6031 tip tin lanh tinh cho thiy
phwong phap dé xuit dat d§ chinh xic (accuracy)
va do do F1 Ién t6i 98,1%.

Abstract— In this paper, the authors propose a
method for detecting 10T botnet malware based on
PSI graphs using Convolutional Neural Network
(CNN). Through analyzing the characteristics of
Botnet on 10T devices, the proposed method
construct the graph to show the relations between
PSls, as input for the CNN neural network model.
Experimental results on the 10033 data set of ELF
files including 4002 loT botnet malware samples
and 6031 benign files show Accuracy and F1-score
up to 98.1%.

Tir khéa— 10T botnet; do thi Printable String
Information (PSI) ; Mang no ron tich chép.

Keywords— 10T botnet; Printable String
Information graph; Convolutional Neural Network.

I. GIOI THIEU

Cudc cach mang cong nghiép 4.0 hay con
dugc goi voi nhitng cai t€n nhu Internet van vat
(Internet of Things) hay cong nghiép Internet
(Industrial Internet) lam bién d6i nhanh chong nén
cong nghlep 0 moi quoc gia, dién ra trén toan cau
Vi nhiéu tén goi khac nhau nhung dic diém ndi
bat nhat cua cudc cach mang cong nghiép lan th
4 do 1a viée dich chuyen cac hé thong may moc
san xuét truyén thong sang cic hé thong tu dong
hoa co6 kha nang ty hanh mét cach thong minh dya
trén nén tang cta dién tr vién thong va cong nghé
théng tin. Dya trén cudc cach mang cong nghiép

Bai bao duge nhan ngdy 4/10/2018. Bai bio dugc giti phan
bién thtr nhat vao ngay 14/10/2018 va dugc chép nhan dang
vao ngay 5/12/2018. Bai bao dugc gui phan bién tha hai vao
ngdy 15/10/2018 va dwoc chip nhén ding vio ngay
02/12/2018.

4.0 ma gi4o duc, y té, chinh tri, xa hoi, kinh té da
¢6 nhing thanh twu vuot bac trong thdi gian ngan.
Bén canh nhiing tién ich ma cudc cach mang cong
nghi¢p 4.0 mang lai thi an toan thong tin trén
khong gian mang ngdy cang tré nén phuc tap,
tiém an nhleu nguy co anh hudng truc tiép ti an
ninh quéc gia, i loi ich hop phap cta ngudi dan.
Nhimg nguy co nay ngay cang hién hitu khi ma
cac chudi cung mg, nha may, nguoi tiéu dung va
cac hoat dong lién quan duoc két ndi v6i nhau
thong qua cac thiét bi IoT. Viéc dam bao an ninh,
an toan thong tin cho cac thiét bi IoT di va dang
thu hat nhiéu nha nghién ctru va cac t6 chirc. Cac
nghién ctru, cong trinh céng bd co thé chia
thanh hai nhém chinh gdm: phan tich tinh va
phan tich dong.

Phan tich dong hay con dugc goi 1a phan
tich hanh vi thyc hién viéc giam sat toan bd
thiét bi hodc céc tap tin thuc thi trong qué trinh
hoat dong dé phat hién cac hanh vi bét thuong.
Theo hudng tiép can nay, Celeda va cong su [1]
gi61 thiéu phuong phap phat hién ma doc Chuck
Norris Botnet trén cac thiét bi mo-dem bi lay
nhiém. Két qua nghién ciru cho thay hau hét ma
doc lay lan thong qua giao thuc telnet do céc
thiét bi sur dung mat khéu yéu hoac mic dinh
clia nha san xuat. Tuy nhién nghién ciru nay chi
ap dung duoc trén kién traic MIPS. Pé mé rong
pham vi nghién ctru trén cac kién trac vi xu ly
khéc nhu ARM, PowerPC... bd cong cu QEMU
ngay cang dugc st dung rong rai. Trong [2],
Jonas va cong su da xdy dung framework
Avatar dé phan tich Firmware cac thiét bj nhung
bang cach phdi hop qua trinh thyc thi ctia bo mo
phong dya trén QEMU voi phan clig thyc té.
Bing cach tiém mot phian mém trung gian dic
biét vao thiét bi nhung, Avatar thyc thi cac chi
thi firmware bén trong bd moé phong trong khi
dang truyén cac thuc thi vao/ra t6i thiét bj vat
ly. Tuy nhién, qua trinh thuc thi m6 phdng
chdm hon nhiéu so v6i qua trinh thuc thi trén
thiét bi thyc do viéc dong bd tin hiéu thong
khong cac kénh UART va JTAG khong dam
bao téc do truyén tin. Cung huéng tiép can do,
Yin Minn Pa Pa va cong su [3] da phat trién IoT
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honeypot dé chin bat ma doc IoT dya trén giao
thirc telnet; va ToTBOX dé phén tich ma doc
IoT da kién trac CPU, nhung chi tap trung vao
phan tich cac hanh vi mang. Ciing dya trén nén
tang QEMU, Ahmad Darki va cong sy [4] da dé
xudt RARE — mot hé thdng mo phong phan tich
ma doc va luu trir tiéu sit cac hanh vi cua ma
doc trén cac bo dinh tuyén dan dung (SOHO).
Trong d6, RARE sir dung phén tich tinh dé cung
cap cac thong tin cho qua trinh phén tich dong
tur do tuy chinh méi truong moé phong giap ma
ddc c6 thé boc 16 hét tat cd cac hanh vi doc hai,
két qua dat 94% cac miu ma doc co thé kich
hoat thanh cong. Tuy nhién, dac trung thu thap
qua phan tich tinh con don gian (dia chi IP va
tén mién) va qua trinh twong tic giita Bot va
C&C chua day du khi chua thé tiiy chinh dugc
may chu C&C. A.Jacobsson va cong su [5] tap
trung phat hién cac hanh vi bat thuong ciia cac
thiét bi IoT dan dung. Chun-Jung Wu va cong
su [6] dd dé xuat IoTProtect c6 thé kiém tra cac
tién trinh chay trén thiét bj IoT va dimg nhimng
tién trinh khong xac dinh theo mot chu ky nhét
dinh, ToTProtect c6 thé trién khai trén cac thiét
bi thuong mai ma khong can chinh sira nhiéu
firmware. Tuy nhién, diém yéu ton tai cua phan
tich dong la chi cho phep phén tich don ludng

va khong thé quan sat tit ca cac kha ning thuc
thi cia ma doc [7]. Pong thoi kién tric vi xir 1y
clia cac thiét bi IoT rat da dang (MIPS, ARM,
PowerPC...) nén yéu cau vé viéc xay dung moi
truong thuc thi ddm bao cho cac thiét bi ToT
hoat dong dé thu thap dir liéu 1am dau vao cho
qué trinh phan tich 1a rat phirc tap.

Phan tich tinh [8] hay con goi 1a phan tich
dwa trén dic trung bao gdm phan tich, phat hién
ma doc va/hoic 16 héng bao mat trong ma
nguén firmware hoac cac tap tin thuc thi ma
khong phai chay chiing. Hudng tiép can nay st
dung nhimg k¥ thuat nhu d6 thi ludong diéu
khién (CFG — Control Flow Graph), do thi
ludng dit liéu (DFG — Data Flow Graph), thuc
thi biéu tuong (SE — Symbolic Execution) [9]
v6i cac dic trung thuong st dung dé xac dinh
ma doc nhu API, Opcode, PSI (Printable String
Information), FLF (Function Length Frequency)
[10]. Phan tich tinh s& giup ¢6 mot cach nhin
tong quan cac kha ning co thé xiy ra trong tap
tin thuc thi. Costin va cong su [11] di dé xuat
mot framework dé thu thap, loc, unpack va phan
tich tinh firmware quy mo rong tir d6 phat hién
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16 hong bao mat, ma doc. Nhing nghién ciu
trén chi st dung cac dac trung rdi rac ma khong
di vao sy tuong tac, lién quan gita cac dac
trung...Trong khi d6, ma doc IoT botnet luon
¢ quy trinh hoat dong kha twong ddng nhau va
c6 sy twong tac véi nhau [12], [13]. Chinh vi thé
trong bai bao nay dé ting sy chinh xac trong
phat hién ma doc IoT botnet, nhom tac gia s
dung @6 thi thé hién sy lién két gitta cac dic
trung d6. Tuy nhién, han ché 16n nhit cua
phuong phép nay la khong phan tich dugc céac
tap tin c6 do phuc tap 16n hoac st dung cac ky
thuat gay rdi (obfuscation).

Bén canh viéc s dung phan tich tinh va
phan tich dong voéi hoc may, phuong phap hoc
sau dugc su dung trong phan tich va phat hi¢n
mi doc dem lai két qua kha quan trong nhiing
nim gan day. Yuan va cong sy sir dung hon 200
dac trung tir qua trinh phan tich tinh dong lam
dau vao cho mang hoc sau DBN cho phép dat
dugc do chinh xac lén té1 96% trong viéc phan
loai ma doc va tép tin lanh tinh [14]. Saxe va
Berlin [15] dé xudt mo hinh dya trén mang no-
ron truyén thang dé trich xuat cac dic trung tir
hon 40,000 tap tin nhi phan ung dung Windows,
Kkét qua dat dugc do chinh xac 95% véi ty 1¢
duong tinh gia (false positive rate) 1a 0,1%.
Nghién ctru cia Hamed va cong sy [16] dd dé
xudt giai phap str dung céu trac LSTM v6i RNN
(Recurrent Neural Network) trong phat hién ma
ddc trén thlet bi IoT duya trén dédc trung OpCode
trich xuat tir cac Gmg dung thuc thi nén tang
ARM, d¢ chinh xac dat 98%. Tuy nhién céc
nghién ctru nay mdi ap dung phuong phap hoc
sau vao phan tich dir li¢u thu thap duoc tr qua
trinh hoat dong cua hé théng, ma chua khai thac
nhitng dac thu cua ma doc Botnet, 16p ma doc
phd bién nhat trén cac thiét bi IoT.

Trong bai béo ndy, nhom tac gia dé xuét st
dung mang no-ron tich chap (Convolutional
Neural Network) dé phat hién ma doc Botnet
dua trén cac déc trung trich xuét tir dd thi PSL.
Pong gop chinh cua bai bao la:

e Dé xuét thuat toan sinh d thi PSI tir cac

tap tin nhi phan ciia ma doc 10T botnet.

e D¢ xuit mang no-ron tich chap trong viéc

gén nh@n ma doc va tap tin lanh tinh véi do

chinh xéc, cting nhu d6 do F1 1én t&i 98%.

Phén con lai cta bai bdo dugc cu tric nhu
sau: Muc II giai thich chi tiét giai phap d& xuit.
Muc 11T s& thao luan trién khai thir nghiém va tap
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dir liéu dugc su dung. Cudi cung, Muc IV la
trinh bay két qua va dinh hudng nghién ctru.

Il. PHUONG PHAP DE XUAT

Trong phan nay, nhom tac gia s& gioi thiéu
cac budc thyc hién chinh trong mé hinh tong
quan. Sau d6 di vao trinh bay chi tiét cac budc
sinh dd thi PSI tir db thi CFG. Véi két qua thu
duoc s& tién hanh tién xir 1y thong qua mod
hinh skip-gram dé chuyén d6i do6 thi PSI
thanh cac biéu dién vector. Cudi cung la ap
dung mo6 hinh mang CNN dé phan 16p tap tin
ma doc va lanh tinh.

A. Tong quan mé hinh dé xuat

Duya trén nhitng cong bd [13, 17, 18], nhom
tac gia thay rang cac dic trung co ban cua ma
doc IoT botnet thuong dién ra theo mot quy
trinh, cu thé cac budc 1a:

1. C6 ging két ndi/nhan ti/dén may cha
C&C ¢ xa thong qua dia chi IP hoac URL.

2. C6 ging khai thac cac thiét bj IoT bang
cach lién tuc do quét ngau nhién dia chi IP va
thyc hién tdn cong vét can thong qua cac dich
vu Telnet, SSH, FTP v&i mot bd tir dién nhung
san trong tap tin (vi du root/root, adim/root,
admin/123, ...).

3. Cb ging phan tich kién trac phan cing
ctia thiét bi IoT va tai vé cac tap tin nhj phan ma
doc can thiét (MIPS, ARM, PowerPC,...) véi
doan ma kich ban thong qua giao thirc wget,
TFTP dé lay nhiém trén cac thiét bi.

4. Cé gang tim kiém céc loai ma doc khac
trén thiét bi dé hiry hodc x6a chung ngay khi 1ay
nhidm thanh cong dé dam bdao tai nguyén boi
cac thiét bi IoT 1a nhiing thiét bi co tai nguyén
han hep (vi du Mirai tim va huy céc tién trinh
ctia ma doc .anime va Qbot).

5. C6 ging chay trén bo nhd cua cac thiét b
IoT sau d6 s€ tam dung hoat dong cho dén khi
nhén duoc 1énh tir ké tin cong.

CFG
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T
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Mot diéu quan trong ¢ day la ma doc IoT
Botnet thuong cé quy trinh thuc hién cac budc
theo trinh tu va hau hét trong d6 yéu cau cac
thong tin quan trong nhu dia chi IP, URL, tén
mién..., duoc goi 1a PSI. PSI la mot trong
nhiing didc trung thuong duogc st dung trong
phan tich tinh nhu [10, 19] dé xac dinh mot tap
tin ELF 1a ma ddc hay khong. Boi trong nghién
ctru [11] d3 cho thiy c6 rat nhiéu hé diéu hanh
dugc st dung trén cac thiét bi IoT nhu Linux,
Windows CE, VXWorks, rtems. .. nhung su pho
bién cua cac thiét bi IoT dwa trén nén tang
Linux 14 hon ca, vi thé trong bai bao nay nhom
tac gia sir dung céc tap tin thuc thi trén nén tang
Linux 1a ELF la dir liéu dé thir nghiém tinh
dung dén cia phuong phap dé xuat.

Tuy nhién nhitng phuong phap d6 thuong
tap trung vao viéc két hop cac dic trung, vi du
nhu két hop tan suét xuat hién caa PSI v&i FLF
(Function Length Frequency), viéc két hop cac
dac trung giup cai thién d§ chinh xac ctia bo
phan 16p hoc méay. Tuy nhién, nhitng hudng tiép
can d6 khong phan tich sy lién két gitra cac PSI,
khong xem xét dén ngit canh ctua PSI méc di n6
biéu dién chudi thong tin mang tinh trinh ty va
lap lai trong tt ca cac ma doc Botnet. Dé cai
thién do chinh xac trong phat hién ma doc dua
trén phan tich PSI, nhom tac gia dé xuat hudng
tiép can két hop gilia d6 thi PSI va mang no-ron
tich chdp CNN. Téng quan phuong phap dé
xuét dugc trinh bay ¢ Hinh 1, gdm 4 budc sau:

e Sinh dd thi luong diéu khién CFG: st
dung cong cu IDA pro dé trich xuat do thi CFG.
Béi IDA (Interactive Disassembler) 1a cong cu
phan tach c6 kha nang thuc hién dich ngugc va
tw dong phan tich cac Gng dung nhi phan su
dung tham chiéu chiéu giita cac ving m, ngin
xep API call va cac thong tin khac.

e Sinh db thi PSI: nhém tac gia xay dung
cong cu plugin IDA pro dé ty dong trich xuat do
thi PSI tr CFG.

/ Convolutional Neural \

Network Execution

Hinh 1. Téng quan md hinh d& xuét
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_e Tién xur ly dit liéu: muc dich budc nay
nham chuyén doi tat cé‘ dinh dang d6 thi PSI
thanh dang danh sach ké phu hgp véi by phan
16p CNN.

* B0 phan 16p CNN: ¢ budc nay, nhom tac
gia d¢ xuat mot mang no-ron tich chép co chirc
nang phan loai tap dit li¢u dau vao la ma doc
hay lanh tinh.

B. Sinh d6 thi PSI

Trong pham vi khu6n kho bai bao, nhom tac
gia dua ra mdt so dinh nghia sau:

Pinh nghia 1: D6 thi CFG 1a mot do thi c6
hudng, G = (V, E) trog do V la tap cac dinh {v,,
Vyy ooy Uyt va E 1a tdp cac canh cO6 hudng
{en ez, ..., e} V6i€;; = (v, ;) 1a canh nai tir
dinh v; t6i dinh v;. Trong do, mdi dinh v; biéu
dién boi mot khéi ma 1énh co ban (basic block)
la chuQi tu}{én tinh cac chi thi chuong tril}h Vol
mot diem dau vao va duy nhat mot diém dau ra.

Pé giai quyét’ van dé cac tap lénh da kién
trac trén cac thiét bi IoT nhu ARM, MIPS,
PowerPC, SPARC..., C(:)ng cu IDA Pro duoc
nhom tac gia lya chon d€ sinh CFG. Tuy nhién,
do thi CFG ‘ghu duogc ludn cd cau tric pNhl'Ic tap
va sy lién ket gilta cdc gia tri dang chuoi trong
cac ham cua tap tin nhi phan dau vao kho quan
sat, dong th(}i Viég ap dung cac ky thuat hoc
sau ciing mat nhi€u thoi gian. Chinh vi vay,
nhom tac gia su dung do thi PSI thay vi su
dung do6 thi CFG.

Pinh nghia 2: D6 thi PSI 1a mot dd thi co
huéng G (V, E) ma:

-V 1a tap céc dinh dugc xay dung bai cac
phan tir PSI

-Elatap céq canh biéu dién sy lién két gitra
cac dinh trong d6 thi

Thuét toan 1: PSI-graph generation (CFG)

L.V=[]E=][]

2:PSl-graph = (V, E)

3:For each node; in CFG do

4:  For each psi in node; do

5 V =V U({node; }

6: End for
7. For each node; connect to node; do
8
9

For each psi in node; do
E = E U { edge (node; ,node;) }
10: End for
32 S61.CS (07) 2018

11: End for

12: End for

13: Return PSI-graph

Db thi PSI duogc xady dung dua trén tap dinh
V va canh E, trong d6 tap dinh V gém cac dinh
duoc lya chon tir d6 thi luéng diéu khién cua tap
tin nhi phan ELF. Vi mdi dinh node; trong d6
thi CFG, néu xuat hién PSI trong node; thi s&
dua dinh node; vao tap V. Sau do, trong do thi
CFG s& thyc hién tim kiém cac dinh nodeJ co
lién két v4i node;. Canh lién két gitra cac dinh
d6 s¢ dugc dua vao trong tap E. Thudt toan
dung lai khi khong tim dugc thém dugc dinh va
canh nao théa man nira.

- Sinh d6 thi PSI: PSI 1a tap cac chudi co
dinh dang tudng minh va ma héa. Nhing chudi
nay phan anh muc dich ctia ké tin cong va muc
tiéu mong mubn boi ching thuong chira thong
tin quan trong, vi du nhu ‘/dev/watchdog;
/dev/misc/watchdog” thu’ong xudt hién trong ma
doc Linux.Mirai de néi rang Botnet dang cb
gang ngan chin tién trinh khoi dong lai trén
thiét bi. Tuy nhién, hau hét cic chudi duogc
trich xuét ra lai bi ma hoa hodc gay r6i. Thuét
toan sinh d6 thi PSI dugc gidi thiéu thong qua
thuat toan 1.

C. Tién xit Iy va chudn héa dit liéu

Véi dir liéu 1a do thi PSI thu thap duoc tir
viéc phan tich cac t€p tin nhi phin nén viéc
chuyén dbi sang dir liéu s6 lam dau vao cho qua
trinh huan luyén v6i mang no-ron sdu 1a can
thiét. Cac dd thi PSI 1a mot tap cac chudi ky tu
theo mot trat ty nhit dinh tuong Gng voi dd thi
thu dugc. Nhom tac gia nhéan thdy c6 nhiéu
diém twong dong gitra db thi PSI véi cau trac
cua mot cau van st dung ngén ngir ty nhién. Su
tuong dong nay thé hién qua viéc ca hai déu la
mot tap cac chudi ky tu va theo mot cAu tric
nhat dinh dé mang dén mot muc tiéu, y nghia cu
thé. Tir d6, nhom tac gia sir dung phuong phap
word2vec ma cuy thé 14 ky thuat Skip-gram [20]
dé chuyén dbi cac db thi PSI thanh cac vec to so.

Skip-gram 1a mo6 hinh dy doéan cac tu theo
tng ngtt canh dua trén cac tir muc ti€u phu hop
v6i dau vao 1a cac PSI trong cac tap tin nhi phan
ma ddc. Trong bai bdo nay, nhom tac gia xay
dung dya trén y tudng xem ca dd thi nhu mot
van ban va mdi d6 thi con c6 gbc xung quanh
mdi dinh cta dd thi duoc xem nhu cac tir xay
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dung Ién van ban va dua van ban nhung vao
mang no-ron dé€ hoc cach biéu dien toan bg do thi.

Catput layer

(OO =un OO wuw O00]

Inputlay

&

Hidden layer

(OO =an OO0 nuw 0O0|

]
7
{ (00 12 00 25 000

[OC nun 00 nmn OO0]

3]
b

F-dim
Hinh 2. Kién trac mé hinh skip-gram

Trong Hinh 2, dau vao mé hinh 13 w; va dau
ra la w;_,, w1, Wi, bdi kich thude clra s6 su
dung trong bai bao 1a 2, diéu do do lop dau ra
phu thudc vao kich thudc cira s6. Do véi cira s6
kich thudc 2 thi sé doan 02 tir bén trai va 02 tur
bén phai tir muc tiéu. Do d6 mang s& c6 dau ra
1a vector 4 chiéu. Kich thudc cta 16p 4n tuong
ung voi V*E trong d6 V la kich thudc cua tu
vung va E 1a kich thuéc nhang.

Cong thuc tinh toan cua Skip-gram dua ra
chudi cac tir Wi, Wy, ... ,Wp vOi muc dich huin
luyén 1a t6i da xac xuat logarit trung binh cta
viéc du dodn céc “tir nglr canh” wy_¢, ..., Weyc
xuét hién gan tir ngit canh w, dugc tinh nhu sau:

%ZT: Z log p(Weyjlwe) (1)

t=1|c|<j
j#0
Trong do w, 1a tr myc ti€u va wy,; la cac
tr nglt canh trong ctra s6 co6 kich thudc c,
P(Weyj|We) biéu dién xac xuit wy, f xuét hién
trong lang giéng cua w, va dugc tinh bdi
cong thuc:

3 exp(v‘f,ovwl)
p(WO'WI) W 1exp(v’T

2
)()

Trong v, va vy, biéu dién vector dau vao va
d4u ra cla cac tir trong tir vung va W 1a sd
luong tir trong tr vung.

Bén canh d6, mé hinh mang khong thé xir Iy
v6i dau vao 1a cac tir hay cac PSI vi thé qua
trinh tién xir 1y tai Hinh 1 chinh 1a viéc biéu
dién cac tir dudi dang vector. Pé thuc hién viéc
nay, nhom tac gia xay dung mot bd tir vung cac
tir tap huan luyén (ttc 14 tap cac PSI riéng biét).
D. Kién triic mang no-ron

Kién triic mang no-ron nhom tac gia dé xuét
dua trén mang CNN cua [21]. M6 hinh mang
gdém 01 16p dau vao, 6 16p an va 01 16p dau ra.
Trong d6 02 16p tich chap dau tién co kich
thudce bo loc 1a 7x7 va 4 16p tich chap con lai co
kich thudc bo loc 1a 3x3. Dé phan tach cac 16p
tich chap, ngay sau mdi 16p tich chap 1D, nhém
tdc gid s dung ham ReLU (Rectified Linear
Units) thay vi st dung ham tanh hodc sigmoid
vi ham ReLU c6 téc d6 xir Iy nhanh hon, c6 thé
giam d phuc tap trong tinh todn va tranh tinh
trang triét tiéu dao ham (vanishing gradien).
Ngay sau ham ReLU ctia 2 16p tich chap dau
tién, nhom tac gia cling st dung l6p Max
Pooling c6 kich thudc 3x3 thay vi cac 16p
Pooling khac, tirc 1a s€ thyc hién lay gia tri 16n
nhat trong mot phan vung con hodc cira sO truot
pooling windows, diéu nay goép phan lam ting
su phi tuyén bén trong mang va tao nén khong
gian dic trung cao cho mdi do thi PSI s& tach
bach hon. Trong pham vi bai bao nay, nhom tac
gia sir dung ham mét mat cross-entropy dé tbi
uu mang no-ron.

Sau khi 4p dung cac 16p mang trén, két qua
thu dugc la mdt mang vector 6 chiéu. Dé
chuyén ddi nhitng vector d6 vao mét 16p xéc
xuét thi can chuyén doi nhfrng vector d6 thanh
mot 16p don 1 chiéu, dugc goi 1a 16p két ndi day
du (fully connected layers). Pau ra mong mudn
s€ la ma doc hoac lanh tinh.
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Hinh 3. Kién trac trién khai mang Deep Neural
Network cho giai phap d¢ xuat

1. THUC NGHIEM VA PANH GIA

Phéan nay miéu ta cu hinh moi truong va
danh gia két qua kiém thir. Dé thuc nghiém,
nhom tac gia st dung may tinh chip Intel Core
15-850, 3.00 GHz véi b nhé RAM 16GB va
Nvidia GPU GTX 1070Ti 8GB. Tép dir liéu
phuc vu qua trinh huan luyén gom 4002 tap tin
ma dgc thu thap bsi IoTPOT [3] va 6031 tap tin
lanh tinh. Téap dir liéu ma doc dugc phan thanh
4 nhom lon: Linux.Gafgyt.1, Linux.Gafgyt (mot
bién thé khac cia dong ma doc Linux.Gafgyt),
Mirai va L1nug Fgt. Phan con lai cta tdp mau
thudc vé cac dong mi doc tuong dbi hiém nhu
Tsunami, Hajime, Light-Aidra [22]. Tap mau
lanh tinh dugc thu thip tir cac trang web hodc
trich xuat tryc tiép tir cac thiét bi IoT SOHO
khéc nhau. Trong pham vi bai bdo nay, nhém
tac gid chia by dir li¢u thuc nghi¢m thanh 2
nhom: bd dir liéu botnet va bg dir li¢u lanh tinh
de danh gid hi¢u qua cua phuong phéap dé xuat.

Nhom tac gia st dung Accuracy, Precision,
Recall va F1 dé danh gia hiéu qua cua phuong
phap dé xuit. Chu y rang trong phat hién ma
doc thi F1 doi khi quan trong hon Accuracy.

e True Positive (TP): cho biét mét tap tin
ma doc duoc dinh danh chinh xac 1a ma doc.
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e True Negative (TN): cho biét mot tap tin
lanh tinh dugc xac dinh chinh x4c khong phai
ma doc.

e False Positive (FP): cho biét mot tap tin
lanh tinh bi xac dinh sai la ma doc .

e False Negative (FN): cho biét tip tin ma
doc khong duoc phat hién va duoc gan nhan la
lanh tinh.

Dua trén cac ti€u chi trén, cac d¢ do sau day
s€ dugc sir dyng de xac dinh tinh hi¢u qua cua
hé thng da dé xuit.

e Accuracy (ACC) 1a sb luong mau duoc
phat hién chinh xéc, chia cho tong s6 miu ma
doc va lanh tinh.

A ~ TP + TN ;
couracy = s ——rp+ PN+ TN O

e Precision (PR): 1a ty 1¢ gitra ma doc da du
dodn va dugc gin nhan chinh xac la ma ddc
chia cho tong sé 1an gan nhan chinh xic cua
mau ma doc va lanh tinh.

TP

Precision = TP+ FP 4)

e Recall (RC) hoidc ty 1& phat hién 1a ty s6
gitra mau mi doc dugc du doan chinh xac véi
tong sb két qua cia ma doc

TP

Recall = m (5)

e F1 score la trong sO trung binh cua
Precison va Recall

Fl— 2 * Recall x Precision 6
" Recall + Precision . (®)
Luu y rang F1 cang gan 1 thi cang t6t.

BANG 1. KET QUA THU NGHIEM VOI CAC LOP

TICH CHAP KHAC NHAU

S6

191) Accuracy Precision Recall F1

tich

chap
4 96,7% 96,9% 97,0% | 97,1%
5 97,3% 97,7% 97,8% | 97, 7%
6 98,1% 97,8% 98,5% | 98,1%
7 96,6% 97,3% 97,8% | 97,5%

So sanh giai phap dé xuit dua trén do thi
PSI v&i do thi ludng diéu khién c6 thé thdy rang
thoi gian huan luyén tién xtr 1y d6 thi CFG c6
chi phi 16n hon nhiéu so véi @6 thi PSI, dong
thoi d6 do F1 cua PSI ciing 16n hon so véi dd
thi CFG & muc 98,6%, thong tin cu thé duoc
cho trong Bang 2.
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BANG 2. KET QUA SO SANH GIUA

PO THI PSI VA CFG
Theoi gian tién Thoi gian F1-
xw ly graph training score
CFG 9 tiéng 30 phut 5 phat 96,4%
PSI .4 , , 98,6%
Graph * 1 tiéng 25 phut 3 phut
IV.KET LUAN

Trong bai bao ndy, nhom tac gia dé xuit
huong thu thap dac trung cua ma doc Botnet
trén cac thiét bi IoT thong qua viéc xdy dung do
thi PSI. Sau d6, mé hinh mang no-ron CNN
dugc sir dung dé cai thién hiéu qua phan 16p céac
tap tin ma doc va lanh tinh. Bang thyc nghiém,
nhom tac gia da ching minh tinh hi€u qua cua
phuong phap dé xudt véi do6 chinh xac
(accuracy) va do do FI 1én toi 98,1%. Bong
thot, phuong phap tiép can theo do thi PSI cling
cho két qua tot hon so v6i d6 thi ludng diéu
khién CFG vé mat thoi gian. Tuy nhién, cac dic
trung thu thap dé xay dung d6 thi PSI chu yéu
thong qua phan tich tinh va chua tinh dén céac
kha nang PSI mid hoa. P& cai thién phuong
phap, nhom tac gia s& tiép tuc bd sung dir licu tir
nhiéu hé diéu hanh khac nhau dé tir 46 nang cao
d6 chinh xac cua phuong phap dé xuat dé ap
dung thuc té.

LOI CAM ON

Nhom tac gia xin gui 16i cam on dén nhimg
g6p v khoa hoc nghiém tic, hd trg chuyén mén
nhiét tinh cia nhém nghién ciru MFC500, Hoc
vién An ninh nhan dan. Dong thoi, xin giri 16
chan thanh cam on t6i nhom dé tai cip nha
nudc KCO01.05 cua Hoc vién Cong nghé Buu
chinh vién thong.
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