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Giai phap bao mat dau cudi
cho di¢n thoai di dong

Tom tit— Trong bai biao nay, trén co sé
nghién ciru vé cac giai phap cong nghé trong viée
thiét ké ché tao dién thoai di dong c6 biao mat
trén thé gioi, nhom tac gia da tong hop va dua ra
xXu hlro’ng phat trién cong nghé bio mat cho cac
thiét bi di dong dong thoi luan giai vé cac thach
thirc dit ra ddi véi viée nghién ctu thiét ké ché
tao dién thoai di dong c6 bao mat, dé xuit méd
hinh thiét ké ché tao dam bio tinh t6i wu dua trén
giai phap bao mit dau cudi. Mé hinh dé xuit da
dwoc wng dung trong viéc thiét ké, ché tao 01
dong dién thoai di dong phd thong c6 bio mat.

Abstract— In this paper, on the
background of researching technological
solutions to design and manufacture security
mobile phones in the world, the authors
synthesized and introduced the trend of
developing security technologies for mobile
devices, simultaneously explain the challenges
posed in the design and manufacture of mobile
phones security, propose design and
manufacturing models to ensure optimization
based on End-To-End Encryption solution.
The proposed model has been applied in
designing and manufacturing 01 type of
security feature phone.

Tir khoa— Dién thoai di dong c6 bao mat; ma
ho6a dau cuoi; Mang théng tin di dong.

Keywords— Security mobile phone; End-To-
End Encryption; Mobile communication
network.

I. GIOI THIEU
Su phét trién cta cong nghé vién thong trong
nudc va trén thé gioi nhin chung dang phat trién
theo con duong hudng dén hoi tu IP [1]. Mac du
trong nudc ha tang co 0 vién théng mang GSM
2G hién tai van 1a 6n dinh va rong 16n nhat, tuy
nhién su phat trién ciia mang vién thong 3G, 4G-
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LTE thdm tri 5G s& 1a mot xu thé tit yéu boi su
phu hop cua nd voi xu thé phat trién cong nghé
vien thong trén thé gioi trong twong lai [2]. Xu
hudng phat trién cong nghé vién thong nay da va
dang dat ra nhimg thach thirc dbi vi bai toan bao
mat dau cudi trén cac thiét bi di dong. Mot mat
cac thiét bi di dong co bao mat trong nudce can
phai dap tmg dugc nhu ciu co sé ha tang vién
thong thoi diém hién tai, mat khac phai co su
mém déo, thich nghi véi xu thé phat trién cong
nghé vién thong. Chinh vi vy ma giai phap thiét
ké hé thong dién thoai di dong co bao mat nhat 1a
tai nguyén phan cimg cho hé théng, lya chon
chipset GSM can co tinh mo dam bao kha nang
nang cip phat trién san pham phu hop véi xu
huéng phat trién mang vién thong.

B4 cuc cua bai bdo nhu sau, sau Muc gioi
thiéu, Muc II ctua bai bao s€ phan tich cac giai
phap bao mat thoai trén mang thong tin di dong,
Nhom tac gia s€ khai quat vé cong ngh¢ thlet ké
bao mét dya trén nén tang phan cimeg, phan mém,
nén tang s0 tuong tu va tap trung & cac giai phap
cong nghé hién dai trén thé gidi nhu giai phap bao
mat cua Secfone, Motorola, Rohde & Schwarz,
GO-Trust, GSMK... tir d6 tong hop va dua ra
duoc xu hudng phat trién giai phap bao mat cho
céc thiét bi di dong. Muc III trinh bay Ve mo hinh
giai phap thiét ké tong quan dya trén nén tang ma
hoa dau cudi End-To-End Encryption véi module
mét ma dugc thiét ké doc lap. Muc IV mo ta tham
sO cAu hinh thiét bi thir nghiém, moi truong thir
nghiém, hé théng thiét bi thir nghiém va két qua
thir nghiém giai phap bao mat dé xuat. Cudi cing
1a Muc V két luan va huéng phat trién.

IL. GIAI PHAP BAO MAT THOAI TRONG
MANG THONG TIN DI DONG
~Trén thj truong thé gidi hién c6 kha nhicu san
pham, giai phap bao mét thong tin thoai qua mang
dién thoai di dong. Nhin chung, c6 thé phan lam
hai dang giai phap:
Dang 1: Nha san xuét cung cap dién thoai di
dong c6 bao mat cho ngudi dung cudi theo dang
tron goi (nghia 1a dién thoai dugc dua dén tay
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nguoi dung ¢ dang mot san pham hoan chinh gém
ca phan cung va phan mém tng dung, trong d6 da
tich hop san tinh nang bao mat);

Dang 2: Nha san xut hodc nha cung cap dich
vu bdo mat chuyen giao cho ngudi dung cudi mot
g0i phan mém hodc thiét bi bao mat dé cai dat,
tich hgp vao dién thoai di dong ma nguoi dung
cudi dang st dung trudc do.

Xét vé& mit cong nghé bao mat cho dién thoai
di dong ciing twong dbi da dang. Tuy nhién c6 thé
phan thanh ba nhom:

Nhém 1: Bao mét hoan toan bang ky thuat
phﬁn cung, nghia la tinh nang bao mat dugc tich
hop sin nhu 13 mot thanh phin phan cimg cua
may dién thoai (ching han nhu cic dong dién
thoai thuong mai cd6 bao mat cua Motorola,
Crypto AG; céac dong dién thoai di dong str dung
trong quin sy ctia nhidu nuéc nhu Lién Bang
Nga, khéi NATO) hoac ¢ dang mot thiét bi bao
mat duong truyén, bao mat dir liéu am thanh st
dung két hop voi dién thoai di dong. Vé co ban,
cac dong dién thoai dang nay la dién thoai phd
thong (fearture-phone), chu yéu chi gom tinh nang
nghe goi, nhin tin thong qua hé thong mang
GSM.

Nhém 2: Két hop gitta st dung phan cling va
phan mém trong giai phap bao mat. Trong do,
phéan cimg Smart Card dugc ding dé luu trir cac
tham s6 bi mat va xir Iy mat md; phin mém thuc
hi¢n cac tinh nang khac nhu quan ly cudc goi,
giao tiép véi cac tang truyén thong hodc tmg dung
khac trong dién thoai.

Nhom 3: Sir dung hoan toan giai phap bao
mét bang phan mém.

Nhém 2 va nhém 3 chii yéu ap dung trong
bao mat dién thoai di dong dang théng minh
(smart-phone), phuong thirc truyen dir liéu mat
(da ma hoa) chu yéu dua trén nén tang IP thong
qua mang 3G/4G.

C6 mot didu dang cha ¥ va da duoc nhidu
chuyén gia nghién ctru 1au nam trong linh vuc bao
mat va an toan thong tin, cac nha mat ma hoc trén
thé gidi thira nhan 1a viéc st dung cac giai phap
bao mat dién thoai cung cép bdi mdt bén khong
tin cay vikhong dam bao duoc rang thong tin trao
dobi trong cac hé théng nhu vay 1a khéng bi 10 lot
hodc nghe 1én. Di voi thong tin trao dbi trong
khu vic an ninh - qudc phong hoic thong tin lién
quan dén bi mat nha nudc thi sir dung giai phap,
san pham bao mat do mot co quan du tham quyén
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trong nudc dam bao 14 diéu phu hop véi quy dinh
hién nay.

Viéc st dung hoan toan cac giai phap phan
mém xét vé mit img dung cling nhu thiét ké ché
tao la don gian hon cé so v&i cac giai phap con lai
nhung lai ¢6 do an toan nho nhit do cic phan
mém bao méat duoc cai dit trén thiét bi ma nén
tang phan hé diéu hanh va ca phan clng ciia n6
déu khong duoc kiém soat. Mot trong nhing uu
diém ndi troi khi sir dung hoan toan giai phap
phan cimg d6 1a kha ning bao mat cua dién thoai
dugc dam bao tdt hon do cac module mi hoa da
dugc cung hoa trén thiét bi.

C6 hai hudng ap dung céc giai phap bao mat
phan cting cho dién thoai di dong.

Hudng thir nhat: Xay dung, thiét ké cac
chipset bao mat chuyén dung dang ASIC danh
riéng cho dién thoai di dong Module bao mat va
mi hoa duoc tinh toan va thiét ké ngay trong
chipset. Uu diém cua giai phap nay chinh la tinh
t6i uu vé& mat thiét ké ca vé tai nguyén phan cimg
sir dung cling nhu nang luong tiéu thy. Tuy nhién
viéc thiét ké va ché tao chipset bao mat chuyén
dung cho di¢n thoai 1a mdt thach thurc khong chi
vé mit cong nghé ma ca vé mit nhan lyc k§ thuat
va tai chinh trong nudc trong thoi diém hién tai.
Trong khi d6 thoi gian san xuét cling nhu kinh phi
phat trién san pham trong tuo‘ng lai cling 1a mot
trong nhimg yéu t6 lam giam tinh wu viét coa
phuong phép.

Hudng thtr hai: Thiét ké cac module bao mat
doc lap két hop chipset dugc thiét ké sin da duoc
tiy bién. Phuong phap nay c6 thoi gian thlet ké
nhanh hon va va tiét kiém hon vé mit kinh té khi
phét trién hay nang cap san pham do khong mat
cong thiét ké lai tir ddu chipset danh cho thiét
bi di dong.

Tuy nhién, nhu da ndi ¢ trén viéc su dung
hoan toan cac giai phap phan cimg du duoc ap
dung theo hudng nao ciing khong thé giai quyét
tron ven bai toan bao mat cho dién thoai di dong,
dac biét 1a dong dién thoai thong minh dang dugc
str dung phd bién trén thi trudng voi nguy co 16 lot
thong tin 16n do sir dung cac phan mém ung dung
trén hé diéu hanh khong duoc kiém soat. Boi vay
viéc két hop ca giai phap phan cimg va phan mém
chinh 1a mot giai phap thiét ké ché tao toan dién
cua cac dong dién thoai thong minh c¢6 bao mat
trén thé gioi.
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Dbi v6i bai toan bao mat cho kénh thoai trén
thé gioi c6 rat nhiéu mé hinh giai phap va cong
nghé khac nhau. Tuy vdy c6 thé chia thanh hai
nhom giai phap cong nghé 16n do6 1a nhom giai
phap dua trén nén tang twong ty (Scramblers) sir
dung céc thiét bi bién ddi tin hiéu thoai va sau do
mé hoa va nhom giai phap dua trén nén tang sb
(Digital Voice Protection — cac tham sb cua tin
hiéu thoai dugc 1iy va bién d6i vé dang sb thong
qua thiét bj vocoder, sau do6 tién hanh ma). D6i
VGi cac giai phdp bao mat thoai trén nén ting
tuong ty Scramblers thuong st dung cac phuong
phap ma tin hi¢u thoai co ban nhu:

Dang (1): Xao trén theo mién thoi gian
(Time-Domain Scramblers (TDS)),

Dang (2): X4o0 tron tan sb (Frequency-Domain
Scramblers (FDS)),

Dang (3): Su két x40 tron tan s6 va thoi gian
(Time-Frequency Scrambling (TFS)),

Dang (4): Ma bang phuong phép st dung cac

chubi Pseudo-Noise (Encryption by using Pseudo-
Noise Sequences (ENS)).
Thong thuong khi sir dung céc giai phap bao mat
thoai trén nén tang tuong ty tin hi¢u sau khi ma
van con giit lai mot s6 ddu hiéu cua tin hiéu thoai
ban d4u khi chua ma. Mic di cac giai phap bao
mat thoai dua trén nén tang tuong tu thuc thi don
gian, gia thanh ré va chit luong thoai phuc hoi sau
md cao tuy nhién d¢ bao mat khong cao so vdi
cac gidi phap bao mat trén nén tang s6 chinh vi
viy ma dbi voi cac bai toan yéu cau do bao mét
cao phuong phap bao mat trén nén tang tuong tur it
dugc su dung.

Dudi day 1a mot sb cac giai phap bao mét cho
dién thoai di dong trén nén tang s6 cia mot sb
hing bao mat ndi tiéng.

A. Gidi phap bdo mdt ciia Secfone

Secfone 1 Secfone 2

Symmetric
data transfer
[Blowtish)

& SECFONE

# SECFONE

Hinh 1. Giai phap bao mét cia Secfone

Secfone cung cip ché do an toan cao nhat ¢
muc d§ quan su cung vai ba 16p bao vé€. Ho cung
cép dich vu ma hoa thoai dya trén cong nghé
VolIP cung voi giai phap mang dong. Trong mang
Secfone chi ¢c6 nguoi nhan cudc hoi thoai mai ¢o
thé giai ma thong tin nho c6 mot khoa giai ma ton
tai trong th¢ ma hod dang MicroSD Card. Véi
viéc khong c6 thong tin rd dugc dugc luu trén hé
thong may chu ciing nhu 1a khoa cong khai trong
hé thong, Secfone ma hoa timg bit ¢ phia dau
cudi. Dit liéu cudc goi ciing khong dua qua may
chu, ngay ca dudi dang ma hoa.

Thé ma hod CryptoCard c6 kha nang bao vé
khod, ctiing hoa an toan. kha ning bdo vé khod
cung cua Cryptochip dugc tich hop trong
CryptoCard c6 thé ngan ngira duoc viée giai ma
cugc lién lac khi khoa giai ma bi sao chép hoac
danh cdp. Qua trinh bao vé duoc thyc hién boi 3
muc bao v€ riéng biét. Cryptochip dugc tich hop
trong MicroSD gitp chiing c¢6 thé hoat dong voi
bat ky smartphone nao ¢6 khe cdm thé nh.

Mang riéng ma hoa cua Secfone khong don
thuan chi md hoa thoai. Ching con ma hoa cac
dich vu dua trén nén IP khac.

Pic diém:

(1) Két ndi VoIP c6 bao mat thong qua
mang IP (3G/LTE).

(2) Strdung may chi MVCN™ server.

(3) 2048-bit RSA [3] dé xéc thuc véi server.

(4) 1024-bit RSA [4] dé xac thyc giita cac
dau cudi.

(5) 448-bit Blowfish CBC [5-7] dé ma hoa
dir lidu voice giita cac dau cudi.

(6) Tham s& an toan dugc luu trén
microSD card.
B. Gidi phdp bdo mdt ciia Motorola

Hang Motorola cung cip giai phap bao mat
cho cac co quan tinh bao tai chau Au, Trung Pong
va Chau Phi goi 1a AME 2000. AME 2000 viét tit
cua tr Assured Mobile Eviroment, chung dugc
ket hop gitra thlet bi phan cimg va giai phap phéan
mém dé cung cap dich vu ma hoa dau cudi v trao
d6i thong tin thong qua mang riéng hodc mang
khong day cong cong nham hd tro cic co quan
tinh bao. AME 2000 1a mot chiéc dién thoai thong
minh cung voi hé¢ diéu hanh dua trén Android,
ching dugc giéi thiéu tai trién 1dm Critical
Communications World tai Paris tr 22/5/2013-
24/5/2013.
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Hinh 2. Giai phap bao mat ciia Motorola

Dic diém chinh cua thiét bi:

Su dung di¢n thoai thong minh do hang tu
thi‘ét ke (COTS-Commercial off the shelf) chay hé
diéu hanh dya trén Android.

Ma hoa dau cudi thoai va tin nhin giita cac
thiét bi AME theo chuan AES 256/NSA Suite B
[1-2].

Di(;h vu mang riéng do (VPN) Suite B’IPSec
cung cap kénh bao mat dir li¢u gitra cac thict bi di
dong khi qua mot mang ri€ng hodac mang cong
cong nhu la GSM, 3G, 4G LTE va Wi-Fi.

AME 2000 thyc thi thém cac yéu cau an toan
duoc chinh phu ho tro tr Security Enhanced
Android (SEAndroid) d€ cung cap thém viéc di€u
khién céac chinh sich an ninh ting cuong nham
dam bao cac luong xur ly khong thé bi can thiép
hay tan cong bdi cac 10 hong va ung dung mang
ma doc.

Thé nhé Motorola CRYPTR, mot dang mo
dun an toan cimg trong dang thé¢ microSD dat ti€u
chuén FIPS 140-2 Level 3, chuan Suite B, cung
cap cho AME 2000 khod, phién va chimg thyuc, va
cach cac to chirc mat ma cao cap.

Ngoai ra, AME 2000 con duoc hd trg cap
nht va va 16 hong thong qua OTA. Khoa mé c6
theé dugc xo4 tir xa phong truong hop mat thiét bi
hodc bi thao ting.

C. Gidi phap bdo mdt ciia Rohde & Schwarg

Hang Rohde & Schwarz dua ra giai phap
TopSec Mobile

TopSec Mobile 1a mot thiét bi ma hod di dong
st dung trong thuc hién cudi goi thoai cho dién
thoai thong minh, PCs. Cac co quan va chinh phu
st dung di¢n thoai dé chia sé nhiing thong tin
nhay cam. Tuy nhién, cac cudc goi thoai trén di
dong rat dé bi nghe 1én va ghi am lai. D6 1a 1y do
vi sao cac thong tin bi mat va can dugc bao vé cla
cac cong ty nay phai st dung mot bo ma hoa
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manh m&. Va hon thé nira, nguoi s dung can mot
giai phap bao mat don gian va linh hoat giup cho
ho ¢6 thé dé dang thuc hién cudc goi nhu binh
thuong ma khong can toi cac cach thirc lién lac
phtrc tap.

Hinh 3. Gidi phap bao méat TopSec Mobile
ctia Rohde & Schwarz
Tinh ning chinh cta thiét bi:
- Str dung thiét bj ma hod riéng biét véi dién
thoai dam bdo yéu cau an toan cao nhat.

- bién thoai thong minh dugc st dung co6 thé
c6 day du cac tinh nang nhu dién thoai thong
minh thong thuong.

- D& dang két ndi dén dién thoai thong minh
qua Bluetooth.

- M3 hoé dau cudi cude goi thoai dua trén nén
tang [P (ma hoa VolIP).

- Str dung d& dang trén toan cau ddi véi mang
khong day, c6 day va mang IP.

- M3 hoa thoai st dung AES 256 bit.

D. Gidi phdp bdo mdt ciia CryptoAG

CryptoAG hang bao mat cua Thuy Si cung
cap giai phap bao mat cho dién thoai véi tén goi 1a
CRYPTO MOBILE HC-9100. Giai phap
CRYPTO MOBILE HC-9100 la cong ngh¢ tién
tién nhat ctia CryptoAG, nén tang cong nghé mi
hoa dugc ung dung dudi dang mot thé microSD
cung voi kha nang hoat dong dang kinh ngac. La
mdt phan ciia hé thong kién triic Crypto, bo ma
hod dugc tich hop trong phan ctng vi xir Iy ctia
thé microSD. B nhd tich hgp bén trong cling
duoc diéu khién va bao vé boi bo vi xir Iy nay.

Thé Crypto Mobile HC-9100 phu hop voi cac
thiét bi dién thoai thong minh nhu 1a Samsung
Galaxy S4 Mini va Samsung Galaxy A3 cling nhu
nhiéu dong dién thoai cua Nokia.
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Hinh 4. Giai phap bao mat cia
CryptoAG-Thuy St
Tinh nang:
e D0 an toan cao, bd ma hoa dugc cung hoa.
e Nho gon, thé microSD c6 hi€u nang cao, co
vi xur 1y phat trién bdi CryptoAG.
e Kién trac an toan Crypto cing voi thiét ké
chong can thiép.
e B0 nhé an toan, phu hop véi dong
Samsung Galaxy S4 Mini cung v6i cac dong
dién thoai Nokia.
¢ Gidi phap ma hod doi dac trén dién thoai.
E. Gidi phdp bdao mdt GO-Trust clia My

GO-Trust
Encrypter

GO-Trust Encrypter
Java/HCE

GO-Trust Encrypter
HSM/PKI/PIV

GO-Trust GO-Trust
SDK All'-‘l

GO-Trust GO-Trust

PKC%!H 1 CsP

Devices

Communication
Interface

Hinh 5. Giai phap bao mét cia GO-Trust

Go-Trust dua ra 5 phién ban ma hod trén thé
microSD an toan cung b thuét toan ma hoa GO-
Trust.

Cac phién ban duoc cung cip nhu sau:

e HSM: Thé dat chl'mg chi an toan FIPS 140-

2 Level 3 cung voi khoi ctmg hoa thuét toan

ma hoa va ho trg 1én t6i 200 khe khoa. Thong

luong ma hoa cing AES dat to1 550Kbps va

c6 kha nang ho trg ma hoa thoai thoi gian

thuc.

e PKI: The dat chimg chi an toan FIPS 140-2

Level 3 cung voi PKI duge nhing va cung

cap toan by SDK doi voi moi truong PKI.

e PIV: Thé dat dugc chung chi FIPS 140-2

Level 3 va FIPS 201 da dugc nhing hé xéc

thuc nguoi dung PIV dat theo hudng dan chat
lugng can dat ctia PIV from NIST(SP800-
157).

e Java: thé¢ ma hod microSD su dung chiing
thue EMV JAVA 3.0 va Global platform
2.2.1 chip.

e HCE: thé ma hoa microSD bao gom chimng
thuc BCTC Java cho tiéng Trung dé hd trg
trao d6i NFC dua trén céng nghé Android
HCE.

F. Gidi phdp bdao mdt GSMK CryptoPhone 500i
cua Hang GMSK.

Hinh 6. Giai phap bao mat ciia CryptoPhone

GSMK' CryptoPhone 500i la san phan bao
mat di dong dua trén nén Android cung vdi Umg
dung an ninh phyc vu vi¢c ma hoa tin nhan va
thoai VoIP trén cac mang.

_ CryptoPhone 500i la mot san phdm an toan,
tat ca md ngudn cua san pham déu duge cung cap
cho phep viée doc 1ap kiém tra. Do d6 nguoi dung
¢6 thé kiém tra doc lap do {Ilaqh cuia b6 ma hoa va
kha nang xuat hién cac 10 hong nao trong viéc
giao ti€p gitra cac thiét bi da dugc tin tuong cung
véi dir ligu va thoai quan trong. Chiéc dién thoai
GSMK CryptoPhone 500i dugc danh gia la ;nét
chiéc dién thoai bglo mat dang tin cdy co thé su
dung dugc trong bat ky truong hgp nao.

Cong ngh¢ ma hoa cua GSMK CryptoPhone
dua trén diém manh va ciu trac tot cua thuat toan
két hop véi do dai khoa dé cung cp giai phap bao
mat toan dién.

G. Gidi phdp bdao mdt trong E-Crypto G10i Quad
Band va E-Crypto 301 ciia hding GMSK:

Mot sb dic diém mat ma cua cac san phém E-
Crypto G101 va E-Crypto 301:

- Trao d6i khéa Diffie-Hellman 4096-bit;

- Ham bam SHA256;
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- Xac thuc khoa dua trén Readout-hash;

- Mi héa voice vi SMS bing ma khéi
AES256 va Twofish. Cac khoa mé dugc huy ngay
khi két thic cude goi;

- Ma hoa hé théng Iuu trir cho: danh ba, tin
nhan, ghi cha va cgic khoéa duogc bao vé boi thu
muc thong minh chong lai su truy cap trai phép;

- Audio codecs:

- Encrypted calls: CELP and ACELP VLBR4

- Decoding & playback: WAV, WMA, AMR-
NB, AMR-WB, AAC, AAC+, eAAC+, QCP,
MP3, polyphonic ring tones

- HO tro cac két néi GPRS, OBEX, WLAN,
Bluetooth, IrDa, USB, SD-card [9-10];

- GSM quad-band 850/900 /1800/1900 MHz
EDGE EGPRS class B, multi-slot class 10CSD;

Cac gidi phap bdo mat cho dién thoai di dong
trén thé giGi da cho chung ta mét dlem nhin kha
phong phii vé phuong phap giai quyét bai toan
bao mat dua trén nén tang cong nghé phan cimg
va phan mém.

Ddi v6i phan cimg: Giai phap thiét ké module
bao mét tach rdi & dang phan cimg c6 tinh doc lap
twong dbi ddi chipset GSM dang nhu thé nhé 1a
mot giai phap duoc nhidu hing 16n 4p dung boi
tinh bao mét ciing nhu kha ning mém déo trong
viéc thay doi thiét ké hé thong.

D6i v6i phan mém: viéc 4p dung thém cac
dich vu bao vé kénh truyén mang riéng do VPN
cang la mot trong nhimg giai phap dam bao tinh
an toan, tin cdy cho hé thong. Co thé hé thong lai
mot sd diém chung ctia cac phuong phap bao mat
trén nhu sau:

(1) Tét ca cac san pham bao mat trén sir dung
cung mot cong nghé thoai VoIP dé bao mat.

(2) Phéan 16n cac hing cung cap giai phap bao
mat théng qua thiét bi gidng thé nhd microSD.
Chiéc thé MicroSD nay chua by thudt todn ma
hoa va tham sb mat ma da duoc cung hoé trong b
vixu ly.

(3) Mot vai hé théng tmg dung thém céc dich
vu bao vé kénh truyén, mang riéng 40 VPN.

(4) Cac tham s6 mat ma dat theo chuén chimg
chi an toan FIPS 140-2 level 3 hodc st dung cac
g0i d& xuit clia NSA.

I1I. GIAI PHAP DE XUAT
_ Trong phan nay, nhom tac gia s¢ trinh bay
veé mo hinh giai phép thiét ke tong quan dua trén
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nén ting mi héa dau cudi End-To-End
Encryption, dua ra mo hinh thiét ké thiét bi dién
thoai di dong c6 bao mat, li¢t ké cac khdi xir ly
chinh trong mé hinh thiét ké. Sau d6 di vao
trinh bay chi tiét mo hinh, chirc ning cac khdi
xtr 1y chinh, ludng xir 1y tin hidéu & & kénh
truyén va nhan. Cudi cung 13 mét s thong tin
vé giai phap dam bao mat ma duoc thyc thi.

A. M6 hinh gidi phdp thiét ké tong quan

1. Gidi phdp bdo mdt dau cudi

Giai phap ma hoa dau cubi End-To-End
Encryption (E2EE) duoc dé xuat sir dung trong
cong trinh nghién ctru nhim ting cudng bao
mat thoai gitta hai ngudi dung dau cudi. Theo
do, ndi dung thoai s€ duoc ma hoda ngay trén
thiét bi cia nguoi giri truée khi chuyén toi
nguoi nhan. Tuong tu viéc giai ma cling vy, nod
chi dugc thyc hién trén thiét bi ciia nguoi nhan
va diéu nay dam bao dir liéu khong bi 10 ri boi
bén thu ba. Gidi phap bao mat nay da dugc ting
dung trong cac hé thong cua Viber, Skype.

Céac module ma hoa, giai ma trong thiét bi
duoc thiét ké doc lap trong hé théng dam bao
tinh 1am chu vé kha nang tich hop cac tham sd,
thuat toan mat ma va thiét ké ché tao phan cung.

Viéc truyén dir liéu da ma thoai giita hai
thiét bj duoc thuc thi trén mang thong tin di
dong 3G st dung 03 may chu Signaling, STUN
va TURN.

Dé nhéan lué)ng dir liéu thoai da ma tir dién
thoai bdo mat CPhoneB, CPhoneA phai giri
thong tin lién hé ciia minh (dia chi IP va cong)
dén CPhone B. Diéu nay thuong dugc thuc hién
thong qua mdt may chu bio hiéu Signaling
Sever ma ca hai CPhone phai c6 két ndi.

Signaling

—
! Sever

// e
o/
Hinh 7. Két nbi giita hai CPhone trong cling mot
mang LAN

Néu ca CPhoneA va CPhoneB ¢ trong cic
mang LAN khac nhau va dugc phan tach bang
bd dinh tuyén NAT, kich ban & trén s& that bai.
Vi CPhoneA khong biét rang nén sir dung dia
chi IP cong cong va cong cho bd dinh tuyén
NAT dé chuyén sang CPhoneB, CPhoneA s&
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béo cho CPhoneB sir dung dia chi IP va cong
cuc bd. Vi dia chi d6 khong the truy cép dugc
dbi v6i CPhoneB, viéc truyén ludng dir liéu
thoai s& that bai trong Budc 2.

STUN
Sever

, Local 1P/

\ CPhon NAT D CPhone B
\ o \\
L—P
N Signaling | |
2 > Sever

Hinh 8. Két ndi gitta hai CPhone sir dung may

chi STUN

Van dé trén c6 thé duoc giai quyét bang
cach sir dung may chu STUN nhu trong Hinh 8.
Vi su trg gitip cua may chu STUN, CPhoneA
c6 thé x4c dinh dia chi IP cong cong & cong cia
minh trong Budc 1. Sau dé, n6 co thé truyén
thong tin chinh xac dén CPhoneB, nhd thong tin
d3 biét CPhoneB c6 thé gui ludng dit lidu cua
n6 dén dia chi IP cong cong cua bd dinh tuyén
NAT. Tiép theo, bd dinh tuyén NAT s& chuyén
tiép ludng dit liéu nhan dugc téi CPhoneA.

Giai phap dugc trinh bay phia trén s& khong
hoat dong ddi voi tat ca cac NAT dugc trién
khai trén thuc té. Dbi voi cac NAT ddi ximg
Symmetric NAT, viéc tao (m&) mot cong khong
chi phu thudc vao LAN CPhoneA, ma con phu
thudc vao mdi két ndi cu thé ma no két ndi toi.
Do d6, khi CPhoneA yéu cau cong & dia chi IP
cong cong cta minh tir may chu STUN, cong va
dia chi nay s& khong hop 18 ddi voi cac két ndi
d6i voi CPhoneB. Vi cong cong cong chinh xéac
khong thé duogc xac dinh tir may chu STUN,
nén viéc giri dit lidu tir CPhoneB sé thét bai.

Dé giai quyét van dé v6i Symmetric NAT,
cdn c¢6 may chu TURN (xem Hinh 9). Khi
CPhoneA xac dinh rang cac két ndi truc tiép va
STUN 1a khong thé (budc 1), anh ta co thé
thong bao cho CPhone B thong qua May chu
béo hiéu vé mot may cha TURN di biét (budc
2). Trong budc 3, ca hai may duoc két nbi
thong qua may chi TURN va co thé giao tiép
v&i1 nhau.

STUN

‘«’ Public IP/
Sever

\ Portl

e

/

(—Nj CPhone B

\

|

Hinh 9. Két ndi gitra hai CPhone str dung may
chiu TURN

Sau khi 2 dién thoai tao két ndi thanh cong
qué trinh trao ddi khoa duoc thuc thi nham tao
mot s6 thanh phén mat ma dam bao qua trinh
ma hoa thoai. Giai phap trao d6i khoa duoc thyc
thi theo tiéu chuin HMQV dwoc mé ta trong
cong trinh nghién cou “HMQV: A hight-
Performance Secure Difie-Hellman protocol”
cia Hugo Krawczyk cong bd tai hoi thao
Advances in Cryptology — CRYPTO 2005.

Goi tin dugc xéac thuc thong qua giao thic
HMAC-SHA256.

Qua trinh ma hoéa va giai ma dugc thyc hién
& thiét bi dau cudi. Sir dung thuat toan ma hoa
ma khoi voi ciu tric hé ma 13 cdu trac Feistel
do dai khoi dir liéu va khdi ma 1a 128 bit, khoa
512 bit, 24 vong lap.

2. Gidi phap thiét ké thiét bi bao mdt dau cudi

TUNR
Sever

N Signaling
Sever

Giai phap thiét ké tong quan dién thoai di
dong gom ba khdi co ban: Khéi diéu khién
trung tAm va bao dam ma hoéa, giai ma, khi thu
phat (gom kénh thu Tx va kénh phat Rx) va
khéi ngudn.

Mic

b |

Khéi xtr Iy trung tam va dam

bao ma héa giai méa Khéi nguén

Antenna
[T S —
fe——
Chuyén mach
anten
Cac thiét b
ngoaivi [

Khéi thu phat tin hiéu:
Kenh thu Rx
Loa

Hinh 10. Giai phap thiét ké tong quan
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B. M6 hinh gidi phdp thiét ké chi tiét hé thong
1. Khéi xir Iy trung tam va dam bdo md héa,
giai ma
Khéi xir 1y trung tdm va dam bao mi hoa,
gidi ma bao gom don vi xu ly trung tam CPU
(Center Processor Unit) va b nhé Memory.

Voice Didu ché

[

siM B nhé Memory

Don vi xt Iy trung tam CPU
(DSP)

4
A
Woy
D as
HSVd
Wvdas

Voice
decoder

' |

Giai ma H Giai ma kénh

Can béng
tin hieu

Giai didu ché
GMSK

Equalizer

Hinh 11. Khéi xtr Iy trung tim

Pon vi xtr ly trung tam thuc hién cac chic
nang chinh nhu:

a. Didu khién khdi thu phat tin hiéu (cac
qua trinh voice coder, voice decoder; ma hoa va
giai ma dir li€u, ma hoa va giai ma kénh; dicu
che va giai diéu ché GMSK)

b. Diéu khién khbi nguon bao gom tit mo
ngudn chinh va chuyen ngudn gitra cac che do
thu va phat, diéu khién qua trinh nap ngudn, quéa
trinh tat mo thiét bi, qua trinh nga cua thiet bi &
che do tiét kiém pin.

c. Piéu khién qua trinh déng bo giita cac IC

d. Quan ly cac chuong trinh trong b nhé

e. Diéu khién cac thiét bj ngoai vi gdm man
hinh, camera, SIM card, ban phim, dén led, rung
chudng

Bo nhé Memory bao gdm bdn loai chinh:

a. ROM: La bo nhé do nha san Xuét nap vao
trude khi xuat xuong dung dé luu cac chuong
trinh quan ly thiét bi, quan ly s6 nhan dang thiét
bi di dong IMEI va cac IC, day la loai bd nhé
chi doc

b. SDRAM la RAM dong c6 chuc nang luu
trlr tam thoi cac chuong trinh phuc vu tryc tiép
cho qué trinh xur ly ctia don vi xtr ly trung tam.

c. FLASH: B6 nhd dung dé nap hé diéu
hanh va cac chuong trinh ung dung trén hé diéu
hanh. Khi don vi xu 1y trung tdm hoat dong
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CPU sg truy cap vao b nhé FLASH dé lay cac
phan mém diéu khién hoat dong cua thiét bi.

d. Thé nhé SD card: luvu dir liéu nguoi
dung.

2. Khoi thu phdt tin hiéu

Kenh phit Tx )
Loc phat

Diéu ché Téng hop tin N Khugch dai
GuISK N e D- congsuit

Voice
s T
Ly Makenh Bt —J‘enépm’;cém

Viha i phét Cam (mg phat

‘ Antenna

Kénh thu Rx Tréntin L
Gidi ma | Ghéphbcim Chuyén mach

< anten

Voice T
decoder
Cin'bing o e

l ity fe—| SAdentt Tichsing W
Khugchdasi Y Equalzer M diéu pha

— '77 DAC
D Loc thu

Gidi ma kenh

x

Loa

Hinh 12. Khéi thu phat tin hiéu

Khéi thu phat tin hiéu ctia hé théng gdm hai
kénh 1a kénh thu Rx va kénh phat Tx. Tin hi¢u
qua hé thong gdm tin hiéu s, tin hiéu cao tan
va tin hidu am tan. Tin hiéu s6 14 tin higu xu 1y
chinh ctia CPU va bd nhé Memory la tin hi¢u
lién lac gitia cac IC cao tan va am tan. Tin higu
am tan 13 tin hiéu thu dugc sau microphone hay
tin hiéu ra tai nghe , tin hiéu 4m tan sau khi bién
d6i thanh tin hiéu dién s& co tan s trong
khoang tir 20 Hz t¢i 20kHz. Tin hiéu cao tan co
tan sé tr 890MHz - 915MHz duoc diéu ché tur
tin hiéu s6 va song cao tan. Cac tin hiéu cao tan
phat s& duoc khuéch dai ting cong suét trudc
khi dua ra anten phat vé téng dai qua cac tram
thu phat tin hiéu.

Tin higu &m tan Tin higu s6

Mic Loc phét

Khuech dai

k D Didu ché Téng hop é
ApC VD GMSK [T tinhieu ong suét

Wz Ma keh

Bidu ché Ghéphd Camimg
T cao tin phat cim phat

Antenna
Gidima Ma héa
l Trn tin

Ghép hd Chuyén mach
Voice ST cam anten
decoder [€] GémA Kenh

s | 4 ]
——

Canbéng
DAC tinhigu e
Equalizer

@i diéu ché [ Tach song
GISK diéu pha —

Loa

Loc thy

Hinh 13. Su bién ddi cac dang tin hi¢u
trén kénh thu phat
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a. Khoi thu Rx

Kénh thu gom hai dudng riéng biét ding
cho hai bang song la GSM 9000 MHz (tan so
thu 935 MHz — 960 MHz) va DCS 1800 MHz
(tan sb thu 1805 MHz - 1880 MHz).

Ty Antenna
ngi

[ ! j
1 S| Gnéphd Chuyén mach

Voice . L cam anten
iy (Gidi ma kénh

Khuech dai Ji

Bon vj xit Iy trung tam CPU

Cén béng
— DAC tinhiéu e
Equalizer

ciideucé [T ] Tan sng
ousk || || atupre

Loa

IC cao trung tin Loc thu

1C ma am tn

Hinh 14. Kénh thu Rx

Tin hiéu thu khi vao anten s€ duoc chuyén
mach nhd bd chuyén mach vao bang tan tuong
mg, di qua bo loc dé loai bo cac tin hiéu nhidu,
bo khuéch dai dé nang bién do tin hiéu. Tin hiéu
tiép tuc dugc chuyén qua bd ghép hd cam tao
tin hiéu can béng sau d6 mach tron tan cta IC
cao trung tan s& tron tin hiéu cao tan véi tan sb
dao dong noi cua bo dao dong dé tao tin hiéu
trung tan. Tiép theo sau khi tin hiéu duoc diy
qua mach khuéch dai, khuéch dai I1én bién d6 du
16n s& duge cung cip cho mach tich song diéu
pha. Cac tin hiéu nay dugc dua sang IC ma am
tan dé xir ly. Tai ddy dién ra qué trinh giai diéu
ché GMSK, qué trinh can bang tin hiéu am
thanh Equalizer nhdm thay d6i chat am, qua
trinh giai ma kénh, voice decoder tai day tin
hi€u dugc giai nén va tach lam hai loai: tin hi¢u
thoai duoc dua dén bo chuyén ddi DA léy ra tin
hiéu am tin sau d6 khuéch dai va dua ra loa, cac
tin hiéu khac dugc dwa xudng vi xir Iy theo dé
liy ra tin hiéu diéu khién bao rung chudng va
tin nhén.

b. Khéi phat Tx:

DPdi v6i kénh phat Tin hi¢u thoai sau khi di
qua Micro s€ dugc bién d6i thanh tin hiéu dién
¢ dang tuong tu, thong thuong tin hi¢u di¢n s€
dugc dua qua bo loc thong dai tan sb tir 300 Hz
dén 3.4 kHz dé giam luong dit lidu can thiét
turong duong voi song am. Tin hiéu nay tiép tuc
duoc dwa vao IC mi 4m tan tai day duoc bién
d6i thanh tin hiéu s6 nho bd bién d6i ADC ding
ky thuat diéu xung ma PCM. Theo dinh ly
Nyquist tin sb 14y miu phai gp it nhét hai lan

bang thong dir liéu gia tri nay dbi voi tin hiéu
thoai thuong 1a 8kHz va mdi mau duoc ma hoa
bang bang 8-16 bit thudng 14 13 bit. Tin hiéu ra
khoi ADC c6 téc do 104bps va duge xu 1y tiép
trong bo Voice coder tuy nhién trudc do tin hi¢u
dugc dwa qua khdi VAD Voice Activity
Detection khdi s& nhan dang tin hiéu thoai. Cac
tin hiéu khong nam trong dai tan tin hiéu thoai,
tham chi 1a cac khoang im lang s€ bi loai ra khoi
qua trinh tiép theo trong IC mi 4m tin nhu qua
trinh voice coder, ma kénh (cung cip kha ning
chéng sai cho dong bit trude khi chuyén lén
kénh tai) va qué trinh didu ché GMSK. Chirc
ning co ban cia khdi Voice coder 1a giam tdc
d6 cia kénh truyén thoai néi mot cach khac 1a
nén tin hiéu thoai & dang sb.

Ic cao trung tin

! v
Tnghep Loc phat

o tin hiéu & £
Dieu che PV Khuech dai
bﬁ D ousk [ |7 Seutten g st
obng suat
] phat
Voice - Diéuché | | | Ghéphd Cém img
coder IBLERD cotinpat| [ cim phat
* \ Antenna
Dao dong Chuyén mach
ndi

anten

1C mé &m tén

v

Hinh 15. Khéi phat Tx

Yéu cau co ban cua kh6i ma héa tiéng néi
chinh 13 phai dam bao thoi gian thyc va chat
luong am thoai c6 thé chap nhan dugc. Trong
chuian GSM thuong s dung phuong phap ma
hoa dy doan tuyén tinh ngudn tin LPC (Linear
Predictive Coding). LPC vocoder c6 cau tric
gidng mot bd vocoder thong thudng gdm mot
bd phan tich (analyser), b kich thich (exciter)
va bd loc éng phat thanh (vocal tract filter) mo
phong co ché phat am cta con nguoi. Vocoder
chia tiéng noi thanh cic khung déu nhau, cic
khung nay dugc dua vao bd phan tich va tim ra
céc tham s tuong tmg cho b kich thich va b
loc 6ng phat thanh. Sau d6 thay vi lam tuong tur
nhu mdt vocoder thong thuong 1a ma hoa cac
tham s6 nay va giri di. Khi d6 do giai bién ddi
céc thong sb cua bo loc dng phat thanh 16n can
rit nhidu bit @& ma cic thong s6 nay. LPC
vocoder dua trén dic tinh 1a tin hiéu tiéng noi
bién thién cham, do d6 c6 thé du doan gﬁn dang
bd thong sb hién tai khi biét mot s6 lugng nhat
dinh cac by thong sb trude do, nho vay ma LPC
vocoder s€ chi truyén di sai 1é€ch du doan, giam
sO bit cAn ma, giam di toc do bit dé truyén tiéng
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n6i. Céu tric cua LPC Voice decoder bén nhan
cling tuong tu sau khi thu dugc bd cac tham s6
nay s€ giai ma va dat vao b kich thich va bd
loc am thanh.

Nho loc tin hiéu thoai qua khdi VAD ma
hiéu ning ctia qua trinh xir Iy va truyén tin hiéu
duoc tdi wu. Viée xir dung khdi VAD cling co
mot nhugce 1a khi nguoi sir dung néi voi am vuc
nho khdi VAD c¢6 thé cho d6 1a cac khoang im
lang trong cudc tro chuyén, va dau day bén kia
s& khong thé nghe dugc céc tin hiéu thoai nay.
Tuy nhién cac khdi VAD hién dai duoc thiét ké
ngdy mot tdi wu hon véi do nhay cao hon di
khic phuc duoc phin 16n nhuoc diém ké trén.
Chu6i cac tin hiéu sau diéu ché GMSK s€ dugc
tong hop trong IC cao trung tan khi di qua khéi
téng hop tin hiéu va diéu khlen cong sut phat.
Qua trinh diéu khién cong suét phat cia khoi
duoc thuc hién béng viéc dua ra tin hiéu diéu
khién cho khéi Khuéch dai cong sut va xir Iy
tin hiéu tir khdi cam @ng phat truyén vé. Tai IC
cao trung tan tin hiéu sau khi tong hop duoc
didu ché cao tan phat co tan sb trong pham vi
890MHz — 915 MHz theo phuong phap diéu
pha, nho mach dleu ché cao tan trong IC cao
trung tan. MOt tan sb tron tir khdi dao dong noi
s€ duoc IC cao trung tan chon lya dé dua vao
qua trinh tron tan trong khéi diéu ché cao tin
phat. Céc tin hiéu ra khoi IC cao trung tan s&
dugc tap hop thanh mot duong duy nhat nho b
ghép hd cam, di qua bd loc phat, bo tién khuéch
dai, bd khuéch dai cong suat. Tin hiéu ra khoi
b khéch dai cong sult s& di qua by cam ung
phat dé dua 1én bo chuyén mach anten di qua
anten phat vé cac tram BTS.

3. Khoi ngudn

Khéi thu phat tin hiéu cao tan

Bo nhé Memory

|4———UKD2
W Y

IC nguén —UKD:
> nOI

|t

[—UKD1

ON-OFF

(DSP)

Unp

—»

Bon vi xt ly trung tam CPU

xac
IC nap

Hinh 16. So d6 khbi ngudn dién thoai di dong

Chtic ning co ban ciia khdi ngudn gém co
dieu khién tat md nguon; chia ngudn thanh
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nhiéu muc khac nhau dé cung cip cho CPU,
khéi nh, khoi giao dong ndi, khéi thu phat tin
hi¢u cao tan, xur ly tin hi¢u &m tan; 6n dinh
ngudn cung cip cho cac tai tiéu thy. Khi may
duoc lap pin dién ap nap Unp s& dugc cung cap
cho IC nguén. Khi cong tic nguon ON-OF duoc
bat, IC ngudn hoat dong cung cap cac di€n ap
khéi dong UKD cho cac khoi diéu khién nhu
CPU (UKD1), B6 nhd Memory va IC ma am
tan (UKD2), mach giao dong ndi (UKD3). Sau
khi duoc cap ngudn khéi xir Iy s& hoat dong,
CPU trao ddi dir litu v6i Memory dé lay ra
phan mém diéu khién cac hoat dong ciia may,
trong d6 co cac 1énh quay lai diéu khién khoi
ngudn dé mo ra cac dién ap diéu khién (UPK)
cép cho b giao dong tao tao ra xung nhip déng
bo cac IC cao tan, IC ma am tan, IC vi xir 1y,
khéi thu va phat song cao tan hoat dong. Trong
qua trinh diéu khién nap bd xung mot 1énh diéu
khién tir don vi xtr Iy trung tdm CPU s& diéu
khién nap dong dién tir bo xac di vao IC nap
cho pin, va duge CPU diéu khién thong qua tin
hiéu diéu khién dé nap vao pin, khi pin day mot
tin hi€u bao hi€u pin day s¢ dugc truyén vé
CPU tir IC nap cho CPU biét ngit dong nap.

IV. THUC NGHIEM VA KET QUA

Phan nay miéu ta tham sé cdu hinh thiét bi
thuc nghlem md ta mdi truong thiét bi thir
nghiém va két qua thir nghiém giai phap bao
mat dé xuat.

Thiét bi dugc thiét ke v6i module xur ly ma
hoa va diéu khién cac thiét b ngoal vi nhu man
hinh ban phim doc ldp st dung chip
STM32F437UFBGA176, module xur Iy nén st
dung thuat toan Speegc cling dugc thiet ké doc
lap trén cung nén tang chip xu ly
STM32F437UFBGA176. Thiét bi khong su
dung hé dleu hanh c6 san toan bo cac phan mém
didu khién, hién thi duoc viét trén firmware,
anten duoc thiét ké ché tao bang cong nghé
mach déo (ﬂex1ble PCB) voi 1 16p FR4 day
khoang 0,1 mm va lop dong (Cu) do day theo
chuan 0,50z (0.017 mm) hoat dong trén 2 dai
tan s6 900 MHz va 1800 MHz.

Pé kiém tra chat luong thoai cua thiét bi sau
khi ma, nhom tac gia sir dung thiét bi phan tich
am thanh Audio Analyzer U8903B cua Hang
Key51ght dugc tich hop ban quyén N3433A
phan mém do kiém chuan PESQ theo khuyén
nghi trong ITU-T P.862 [11]. Thuat toan PESQ
dugc thiét ke dé du doan diém y kién chu quan
cia mdt mau 4m thanh bi suy giam. PESQ tra
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vé diérp ) tur 4,5 dén -0,5, voi C}iém s6 cao hon
cho thdy chat luong tot hon. Cau hinh tham s6
cua may do va file dau vao dugc thiét 1ap nhu
Hinh 18.

est@m Voice Quality Ve
|Volan MOSL00 [7] Levals

ignal Generation e l

‘Generator

Reference File: Playback Fil . m'

Playback File:  CYPOD Do
80Kz, B.148s "'"
Output Level: 1,000 Vrms

Dcnnlgl

Show POLOA

PESQ License

wideband (P.862.2)

PESQ s based on ITU-T .62 and s icensed by OPTICOM Omis

Hinh 18. Thiét 1ap cAu hinh tham sé may do va
file dau vao trén thict bi US903B
File test CYPOO c6 dinh dang WAV kich
thude 127,36 KB. Dai Bandwidth do 1a dai hep
Narowband (dugc dinh nghia theo khuyén nghi
trong P.862.1).

MOS Scoore; ai
PESQ: a.19
Sample Rate:

Min Dalay:
Max Dalay:
Avg Dalay:

Listening Quality ws Time

s —— |
Hinh 19. C}}ét lugng thoai theo chuan PESQ dugc
do kiém ty dong trén thiét bi US903B

Active Bpesch

Hinh 20. D6 suy giam tin ciia tin hiéu thoai gbc
va tin hi¢u thoai da qua xu Iy
Chét lugng thoai theo PESQ MOS Score dat
3,1 diém trén tong thang diém tir -0,5 dén 4,5
diém. Do suy giam tin hiéu thoai dat trung binh
l1a 60,25 dB (Hinh 19 va 20).

V.KET LUAN

Trong bai bao nay, trén co sé nghién ciru vé
céc giai phap cong nghé trong viéc thiét ké ché
tao dién thoai di dong c6 bao mat trén thé gidi,
nhom tac gia da tong hop va dwa ra xu hudng
phat trién cong nghé bao mat cho cac thiét bi di
dong ddng thoi ludn giai vé cac thach thic dat
ra d6i v6i bai toan nghién ctru thiét ké ché tao
dién thoai di dong c6 bao mat, d& xuat mé hinh
thiét ké ché tao dam bao tinh téi wu dua trén
giai phap bao mat dau cudi. Bang thuc nghiém,
nhom tac gid da chung minh tinh hi€u qua cta
giai phap bao mat d& xuat, chat luong thoai sau
khi d3 mé hoa dat khoang 3,1 diém PESQ.

LOI CAM ON

Nhom tac gia xin giri 101 cam on dén nhiing
g6p v khoa hoc nghiém tic, hd trg chuyén mon
nhi¢t tinh ctia nhém nghién ctu khoa hoc mat
ma Vién Khoa hoc — Cong ngh¢ mat ma, nhém
thiét ké ché tao mach in ciia Nha may M2. Pong
thot, xin gui 101 chan thanh cam on téi nhém
nghién ciru phat trién anten Dai hoc Bach Khoa
Ha Noi.
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