Nghién ciru Khoa hoc va Cong nghé trong linh vuc An toan théng tin

Vé mot giai phap nang cao do an toan cho
lwgc do chit ky so trong vanh hitu han Z,

Tém tit— Chir Ky s6 ngay cang dwoc sir dung
réng rai va 1a yéu cau bit budc ddi véi rat nhiéu
nén tang an toan. Bai bao dé xuit mét giai phap
ning cao dd an toan cho luge dd chir ky s6 dua
trén bai toan logarit roi rac trén vanh hiru han Z,,.

Abstract—  The digital signature s
increasingly widely used, and it is the mandatory
requirement for many security platforms. The
paper proposes a solution to improve the security
of digital signature scheme based on the problem
of discrete logarithm on finite ring Z,,.
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I.GIOI THIEU

Luogc d6 ElGamal ([4-5]) va cac bién thé cua
no ([6-7]) trén trudng hitu han Z,, khong an toan
trong nhitng tinh hudng 16 khéa phién hoic
trang khoa phién va nguyén nhan dan dén mat
an toan cho cac luge dd nay 1a cong khai bac
ctia phan tir sinh, diéu nay duoc chi ra trong cac
két qua nghién ctru lién quan [8-12]. Dé khic
phuc nhing diém t6n tai nay, cac nha khoa hoc
trong nude ([1-3], [13]) va trén thé gioi da
nghién ctu ([14-15]) va phat trién cac lugc dd
chir ky s6 trén vanh hiru han Z,. Mot s6 1y do
duoc dua ra nhu sau: Thir nhdt, trén vanh cho
phép che gidu bac cua phan tir sinh [3]; Thir hai,
giai bai toan logarit roi rac trén vanh Z,
(n =p.q, trong d6 p,q la cac s6 nguyen t6
phén biét) dugc cho la khé hon giai bai toan
logarit roi rac trén truong Z, [3]; Thit ba, cho
dén nay, ngoai thuét toan Baby step - giant step
ctia Danied Shank c6 thé mg dung dé giai bai
toan logarit roi rac trén vanh Z, [16] thi céc
thuat todn Rho cua Pollard hay thuat toan
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Pohlig-Hellman, chi c6 thé ap dung dé giai bai
toan logarit roi rac trén truong hitu han Z,,.

Béi béo c6 bd cuc nhu sau: Muc II nhic lai
mot sO ky hiéu V:él dinh nghia s€ duogc sir dung
trong bai. Tiép dén Muyc IIl s€ dua ra giai phap
dé xuat. Myc IV sé la cac két qua thyc nghiém
va cuoi cung la Muc Két luan.

1. MOT SO KY HIEU VA PINH NGHIA
A. Binh nghia 1

Ham H: {0,1}* —: {0,1}5*2 chuyén mgt xau
c6 do dai hitu han bat Ky thanh xdu coé do dai
512 bit (ham H la ham SHA512).

B. Dinh nghia 2

Ham Num() déi mét xau nh; phan thanh so
nguyén khdng qua T bit, ky hiéu la Num:
{0,1}° —» Z. Twong ung cap (T,bgby...by_4)
thanh s a tinh theo cong thirc: a = by +
21by+.. 42min(TH=1p o iy_1).

C. Dinh nghia 3

Ham Str()co chirc nang déi sé nguyén
khéng am a thanh xau nh; phan. Ky hi¢u la
Str: Z>0 - {0,1}°. Gid sir itng véi s6 nguyén
khong am a, a= by + 2.b;+...+2771 thi
Str(a) = byby...br_4.

D. Binh nghia 4

Ham Random(X): Ham ldy ngau nhién mgt
phan tir thugc tap X, gia su phan ti do la k, ta
ky hieu k € X

I11. GIAI PHAP BE XUAT

AY tuong

Y tudng co ban cia giai phap 1a dé xuat mot
luge do téng quat c6 do an toan dya trén tinh
kho giai cua bai toan logarit roi rac trén vanh
Z,,, dong thoi phat trién mot luge do chir ky s6
cu thé trén luge d6 co s& nay va che giéu duoc
bac cua phan tir sinh. Dya trén phuong phéap xay
dung ngudng an toan cua Arjen K. Lenstra, Eric
R. Verheul [17], xdy dung cong thic tinh
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ngudng an toan va xay dung dugc h¢ tiéu chuan
tham s0 an toan cho luge d6 dé xuat trong linh
vuc Kinh té - xa hoi va qudc phong, an ninh tai
Viét Nam trong thoi gian téi.
B. Dé xudt lwge do chir ky sé co so

Trong lugc gé co so su dung ky hiéu
k €g (1,t) dé biéu thi cho phep lay ngau nhién
so nguyén k trong khoang (1,t); st dung ham
Len(t) tra ve c& cua ¢ tinh theo bit; hai ham s6
fi(T,r) va fo(T,r) véi hai tham s6 dau vao la
thong bao can ky, ky hiéu la T va thanh phan
thir nhat caa chir ky la r.

B1. Bai toan co so

Luge do chix ky s6 co s& ¢6 dd an toan dua
trén tinh kho giai cua bai toan logarit roi rac
trén vanh hiru han Z,, trong d6 n 1a tich cua hai
s0 nguyén to 16n, phan biét.

B2. Mién tham s6

Mién tham s cia luge d6 chit ky sb trén
vanh Z,,, gom c6 s6 modul n la ¢& cua vanh Z,,,
phan tir sinh g c6 cap 1a mot hop s0, ky hi¢u 1a
t. Dya trén mot sO co s& toan hoc gidi thiél}
trong [3], mién tham so cho lugc do chir ky so
tong quat dugc xay dung nhu sau:

+S6 modul n = p.q Véi p, q la sb nguyén t6
Ion. Gid tri t = p;.q, Vi py, g, 1a cac nguyén
to thoa man diéu kién sau:
Pl -1, q:l(q-D,p1 + (@ -1),q1 t (p-1).

+ Giatri N lacd cuat, ky higu N = Len(t).

+ g 1a phan tur sinh cia nhém < g > c6 cip t
trong modul n.

+ Gid tri x la khoa riéng phai dugc gitr bi
mat; x duoc chon ngau nhién trong doan
(1,t-1] sao cho ton tai x~* trong Z,.

+ Gia tri y la khoa cong khai, véi y =
g* mod n.

+ B gia tri (n,g,x,t) la khoa bi mat va
(n, g,y,N) la khoa cong khai.

B3. Thudt todn sinh chit ky sé

Input: th‘am s6 khéa bi mat (n,g,x,t) va
thong béo can ky T.
Output: (7, s).
1.k ez (1,0).
2. 7 «g¥modn.
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3. Tao s: s«x"kfi(T,r)—
f>(T,r)] mod t
4. return (r, s).
B4. Thudt toan xac nhan chir ky 56
Input: T, (1, s), (n,g,y,N)
Output: "accept" hodc "reject"”.
1.u« (2T, y$)mod n
2. if (u = r1TN) return "accept” else
return "reject".
BS. Tinh diing ddn ciia heoe do:
D& thiy: (92T y$Ymodn =
g2 (TN gxx Lk (ATN=RT) mod n

u =

= gk-fl(TJr) mOd n= rfl(Trr)

C. Dé xuat luwoc do chir ky so maoi trén vanh Z,

Sinh s6 nguyén t6 p, g, s, dz;
pil(p-1), aala-1,
put (0-1), aut (p-1);

’ t= Py, Ordy(g)= t ‘
N=Len(t)

i = Sinh tham sé

x=Random(t) sao cho tbn tai x*
trong Z, tinh'y = g* mod t

(n, 9, X, t) khéa bi mat
(n, g, y, N) khéa cong khai;
4%

’ k= Random(1,t) ‘ )

1

’ r=g*mod n.

‘ Sinh chir ki

z= Nnm(N H(Tllstr(r)))
I< -z) mod t

’

Giri chir ky (r,s) 1a thdng b&o T t¢i noi nhan

z = number(N, H( THstr r)) u=(g>y’) mod n.

Accept Reject

I‘

Hinh 1. Lwu d6 thuat toan lwgc do chir ky
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Dua trén luge dd chir ky s6 co sO, chon ham
fi(T,v) = 1; fo(T,r) = Num(H(T,Str(r))),
khi d6 thuét toan ky va xac nhén chit ky cua
lugc do chir ky dé xuat nhu Hinh 1.

C1. Thuat toan sinh chir ky

Input: (n, t, g, X), x~%, T € {0,1}".
Output: (r,s).

1. keg(1,0).

2.7 « g¥ mod n.

3.z « Num(N,H(T||Str(r)))

4.s ¢«x"Y(k — z)mod t.

5.i1f ((s = 0) or (t|r)) then goto 1.

6. return (r, s).

C2. Thudt toan xdc nhan chir ky
Input: Thong bao T va chir ky (r, S), khoa
cong khai (n, N, g, y).

Output: "accept" hoac "reject".
1.z «Num(N,H(T||Str(r))).
2.u «g%.y*modn
3. if (r = u) return "accept” else
return "reject".

C3. Tinh ding dan cia thudt todn
Taco

u= g%ZySmodn
x(x"*k—x"1z)mod t mod n
modn= gFkmodn =r.

=99

- gz. gk—z

C4. Mirc db an toan ciia lwoe do dé xudt
Tdn céng khéa bi mdt (total break):

Tan cong khoa bi mat 1a kiéu tdn cong co
muyc tiéu cao nhit nhim gianh lay cip khéa bi
mat 1a cdp tham sd (t, X), khi d6 ké tin cong c6
vai tro nhu nguoi Ky hop 1€. V&i kha nang cua
ké tan cdng chi c¢d khoa cong khai trong tay
(only key attack), dé tinh dwoc khoa bi mat x,
ké tan cong phai giai dugc bai toan logarit roi
rac trén vanh Z,,, dé tinh dwoc t (¢ 1a bac cua
phén tir sinh), ké tin cong phai giai bai toan tim
bac clia phan tir sinh trong vanh Z,. Bai toan
DLP, va bai toan tim bac cua phén tir sinh trong
Z,, 1a hai bai toan kho néu tham sd cua bai toan
duoc chon theo mot hé tiéu chuén an toan. Khi
tham s6 t dugc giit bi mat, néu tinh hudng tring
khéa phién hodc 16 khoa phién xay ra thi ké tin
cong ciing kho c6 thé tinh dugc khoa bi mat.
Dudi day xét hai truong hop trung khoa phién

va 10 khoa phién.

+ Truong hop thi nhat: Khéa phién bi 16, khi
do6 khoa bi mat x s€ dugc xac dinh boi cong
thirc sau day:

s «x" L (k- z)mod t.

- x le(k—2)"'mod t.

) Do t duogc gilt bi mat nén ké tan cong kho co
thé x4c dinh duoc x~1 va khoa bi mat x.

+ Truong hop thir hai: Khoéa phién bi dung
trung lap, gia su thong bao T va T’ dung cung
mot khoa phién, khi d6 khoa bi mat x s€ dugc
xac dinh bdi cong thirc sau:

z «Num(N,H(T||str(r)))
z'«Num (N,H(T'||str(r)))
sex YL (k—2)modt

s'<«x 1. (k—2z)modt
x1=(—-5).(z—2z)'modt

Do t duoc gilt bi mat nén khong thé xac dinh
dugc x~1 trong Z,

Tdn cong gid mao chit ky

Muc dich cua ké tan cdng gia mao 1a tao ra
chr ky hop 1€ (r,s) cho lop thong bdo T chua
tung duoc ky boi nguoi ky hop 1€, hoac tao ra
chir ky thir hai (r,s) cho mét thong bao T da
dugc ky boi nguoi ky hop 1€ trude d6 ma trong
tay khong c6 cong cu dé ky (khoda bi mat)... Khi
d6 ké tan coéng phai tim dugc cap (r,s) thoa
man phuong trinh sau:

r=g Num(N,H(T||Str(g¥mod n)))_ys mod n

Do mdi chit ky (r,s) cia mot théng béao T
nao dé duge sinh ra trén mot bo tham sb riéng,
duoc kiém soat gia tri (Budc 5 cua thuat toan
sinh chir ky trong phan C1 khdng cho phép vi
pham tinh chét t|s, t|r, t|k) va khoa phién k co
tinh ngAu nhién nén céc chit ky déu co tinh doc
1ap nhau. Vay, lugc d6 dé xuit an toan voi
cac kiéu tin cong gia mao Selective forgery
va Existential forgery ké ca khi ké tan cong
c6 kha nang thyc hién cac kiéu tin cong
known-message  attack, chosen-message
attack va kha ning cao nhat la adaptive
chosen-message attack.

Noi tom lai, luge d6 d€ xut 1 an toan voi
mdé  hinh  tin  cong  existentially
unforgeable under adaptively chosen-message
attacks, tuc 1a voi kha nang cao nhat ma ké tan
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cbng cO adaptive chosen-message attack cting
khong ’thuc hién dugc hanh vi gia mao véi muc
dich yéu nhat Existential forgery.

C5. Tinh hiéu qua

Pé thuan tién cho danh gia do phtc tap tinh
toan, trong bai bao s€ st dung M, 1a 46 phuc tap
tinh toan cuia phép nhan hai sb trong modul n ¢
len(n) = L va ky hiéu My 1a d6 phtc tap tinh
toan cua phép nhan hai s trong modulo t,
len(t) = N bit.

Khong gian luu triv:

Dbi véi cac luge d6 chir ky sb dé xuit, mdi
thanh vién thyc hién mot phién ky bat budc phai
st dung mot s modul riéng (tranh tan cong sur
dung modul chung), nén tham s6 hé théng cua
cac lugc do chir ky s6 nay yéu cau khong gian
lwu trir gdp k (s6 ngudi dung trong hé thong)
lan so véi yéu cau vé khong gian litu trit trong
cac luge d6 chir ky Elgamal, DSA va GOST.
Hon nita, trong lugc do chir ky s6 DSA va
GOST, thanh phan r trong modi chir ky Ia
N = len(q) (bit) trong khi d6 thanh phan r
trong luge d6 dé xudt 1a L = len(n) (bit), vy
la gia tri r cua lugc dd dé xuit 16n hon % lan
thanh phan r trong lugc d6 DSA va GOST.

Do phiic tap tinh todn:

Trong thuét toan & phan C1, do phuc tap
thuat toan tap trung & phép ldy thua
r <« g¥modn, do n = p.q. Phép tinh nghich
dao x~! mod t duogc tinh trudce, nén ta cd udc
lugng thuat todn C1 nhu sau:

Ce = N.M,+2.My

Trong thut toan & phan C2, do phuc tap
thuat toan tdp trung & phép luy thua
t «g%.y® mod n; nén do phtrc tap ctia noé duoc
udc luong nhu sau:

Cy = N.M; + My

Toém lai: Luoc dd chit ky s6 do ching toi dé
XUt trong bai bao nay s& yéu cau khong gian
luru trit 16n hon nhiéu so véi luge d6 chir ky s6
Elgamal clng cac bién thé do mdi thanh vién
trong hé thong phai sir dung s6 modul n riéng.

IV. THU NGHIEM

Do khudn kho bai bao gidi han nén khi thyc
nghiém hé thong phdi sur dung s0 modul n riéng,
khong gian Iuu trlr 16n hon nhicu so véi luge do
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chit ky sb Elgamal ciung cac bién n modul
chung, nén chung ta chi thyc nghiém xem thoi
gian chi phi sinh chir ky so v&i mét s6 luoc dd
nhu DSA, Elgamal, RSA cé dat duogc hiéu qua
hon hay khong. Chuong trinh thir nghiém duoc
viét bang ngdn ngit 1ap trinh C++, dugc bién
dich boi trinh QT Creater va chay trén hé diéu
hanh Window 7, b vi xtt ly Core2 Duo 2.2
GHz, by nh¢ 2G. Thir nghiém sur dung ham bam
SHA-512, gi4 tri bam cua thdong bdo T la
M = H(T), gid tri M nhu sau:
M=59435B969EDE967538BADAF898EBB
A0B250D8D38C470831258EFC998COAABG6
369BD84E1267F73DA44F54050F8E52039DC
3A0751550F0EC64458B094759D62AD

Tham s6 luge d6 chit ky 01 str dung cho thir
nghiém nhu sau:

p=6117232749284706947203239371920572
68091358137434407990501953975709196977
96091958321786863938157971792315844506
87350904654445900835503615065033361689
02106256860644729714806220531089400240
94506365700177916771190231358376137402
77912667588523987386325141940487520935
46562908008350040591686377466667 749882
58648861433470364994278050623230522174
541657083 (1152 bit)

q=4282062924499294863042267560344400
87663950696204085593351367782996437884
57264370825250804756710580260672400007
91322088795620240478969863232527667660
99489202394111180624195546196660516663
93046202958794101132407478728356803474
00208517382980974369006684823954514907
73256943947680072169753715943893032043
22985544672631665200086624759308888712
641189831 (1152 bit)

p,=159053420634475654100247336136226
75177827513271326161374945890013417660
2566388781570317 (287 bit)

q,=410691128024884372186996428011050
43081818400392119678577960763040677317
21800104778492142688534555068052903852
9141 (375 bit)

n=p.q=26194375556244934026575998414
76825721458150176469303108543080910600
34337813539811582754711510075031043386
35765529637648387595679957492521915655
53009365604055819480299994209928601810
14578757178476999895866469961694570064
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86617551786770851453633653362183856600
24078214479813429710921560161880508366
34833745551784760910605275367624994988
47355926316147123775230243027332741683
11712936709164073665379449414487342329
47605764487479903531748721880414425677
33086667818412719740838103109503840665
57346820460178430326215099976065988325
22747842422157721670076921026427294679
91538476262870561877521658380305481498
68196526087198844717919344562235715742
94935048434003686179154837109997575283
0849664703508722973 (2304 bit)

t=p,. q,=6532182873658922658765159327
99420561468453284243676831154063202757
45061486804439927848724577738030306577
07173194195978716418299094769284867308
69542446400108001210859733238775539835
3971483633945107697 (661 bit)

g=2520282540263460346002270520243881
20486039468456693874563365740722521693
49314432852735427157646900299297632556
88464348734730446056510241575193634327
05973091551332786561304329148988099749
54831889806472612226113651575352642167
00421532347759924401547022719794905527
95193531213910542244142340199434112154
08715252135509110484803066859089749887
80974831681795165059387253550113667121
27814439563627312060145848722667274241
70704587916252625707820593784160110467
77258852823686463049657224087926953125
68243363368394839512347889185618903817
37224724661146324206106875975946866424
96693697439071578599392132177762571552
32397459032635404844500153154655206659
09326962817686052904862749090887606891
63691467097204 (2304 bit)

Khéa bi mat x:

x=287388522792493159516358366964518
68788941020224796721694669863044372156
02628897423845060513108034000495251975
06289991005813142317625328753591750679
94473027302163086378118938194410541033
403 (623 bit)

Khoa cong khai y:
y=178611317356058133513470494721377

54369335340645732962272331002958960129
37992304251357048519890535386090955712

80887770182955466579932865987917791569
56515540013130905264905043564895350880
46594797129445841020528258349411155448
82017394661700966437918163392639362048
12700616188941467530942724084747235144
10632800226132741755417214023540720201
11694548556239002590973553350136796555
35461855683323778831634389133402137613
98507407377615042985371535375659225851
80875227329956180557971617199426694760
38673560328008717643816560448187310619
09732427987977097633281183942481885200
61678003258692517795272545794218876943
69995547000408242133633111059289607714
04843128788085348611331639643839101385
885906081012029 (2303 bit)

- Sinh chir ky
+ Gida tri khéa phién k nhu sau:

k =377871905155383211952717155097304
33103535727784043251199297416469498957
15311646193107426447769035621770080373
62105418985075795250840981311046771
(477 bit).

+ Két qua sinh chit ky cho théng béo T nhu
sau:

r=1811641731281149446005386744088802
20254066915925288666650616443371356073
77821795614800636094272599721815883350
81810702355080251029475890942287431273
51792065304742162819243990086959108149
67237968274166244281692507662411972025
87456368441357652293188435157264107998
95003148184692198628335634419641557271
42414171300813285557990824733910725597
69438853276662604132325872316097828668
38261558764528550987031952370852574444
36563775728437429506645105560004917603
10065873278157925162410188096016544866
71038908233819076793550278713061881964
53967978687833513099103612734434095967
22764095897180488037669557138805393319
69748796578080193063372776048753970558
80823863033796838802705369332118803726
14687640511870 (2303 bit)

r mod t =312815172992117955392683286
90893395234985510220789085109862681908
99836440179823587123106721560469182514
16793004653910715847575554659055392312
478+0
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5=302421577848021693271397115983105
48810972579494354938323537097201484810
52109237609270575091395332233870615686
39046348781127949365677813916823642923
21448086807221047606266895753846657697

12871192574824 (660 bit).
BANG 1. THOI GIAN SINH CHU KY

Kich Thi gian sinh chit ky
thwéc
Modulus| psa | RSA | EL | 01 | 02 | 03 | 04
(bit)
1792 | 0.656 | 2.830 |4.123|1.1060|1.108|0.800[0.712
2048 | 0.856 | 3.760 |6.300|1.3325|1.348|1.162|1.016
2304 | 1.013 | 4.918 |8.151|1.4590|1.495|1.425(1.352
2560 | 1.196 | 6.300 |10.29]|1.8980|1.980|1.725|1.657
2816 | 1.356 | 7.309 |13.232.3870|2.414|2.076/1.992
3072 | 1.810 | 8.762 |14.35|2.8960|2.971|2.302|2.216
BANG 2. THOI GIAN XAC NHAN CHU KY
Kich Thoi gian xac nhan chir ky
thwoc
Modulus| psa | RSA | EL |01 | 02 | 03 | 04
(bit)
1792 | 1.057 | 0.636 | 7.213 [2.179|3.234| 5.666 [2.130
2048 | 1.234 | 0.723 | 9.490 |3.102|4.523| 7.102 |2.776
2304 | 1.672 | 0.826 | 12.30 |3.923| 5.23 | 9.676 [3.234
2560 | 1.768 | 0.914 | 15.54 |4.251/6.102|11.263|3.899
2816 | 1.823 | 1.370 | 18.98 |4.837|6.607| 13.46 |4.198
3072 | 2.223 | 1.950 | 22.85 |5.572|7.978| 17.62 |4.923
15 N ik
B .
- % -EL e
N S

Sinh chir ky (s)

Xac nhén chir ky (s)

Hinh 3. So s&nh thoi gian xac nhan chix ky

0
1792

Hinh 2. So sé&nh thoi gian sinh chir ky

2048

2304

2560

28186

3072
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2816

3072

V. KET LUAN

Bai bao da d& xuét giai phap nang cao do an
toan cho lugc dd chit ky sb trén vanh hiru han
Z,, trong d6 d& xuit mot luoc dd chir ky sé co
sO trén vanh hiru han Z,va di phat trién mot
lugce dd chit ky s6 cu thé trén luoc dd co s& nay.
Luoc d6 dé xuit khic phuc dugc mét s6 nhugc
diém cua luge dd chit ky s6 Elgamal va bién thé
cua no, dic biét 1a khéc phuc duoc su méat an
toan trong tinh hudng 16 khoa phién hodc tring
khoa phién. Hon nita, bai bao da chi ra mét $6
diém ton tai trén cac luge d6 chir ky sb trong
vanh Z,, ciia mot s6 nha khoa hoc [1-3], [13-15]
chua xdy dung dugc co sd toan hoc cho cac
tham sd trong luge d6 ctia minh; chua xy dung
dugc cong thirc tinh ngudng an toan va h¢ tiéu
chuén cho céac tham sb an toan....
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