Khoa hoc va Cong nghé trong linh viee An toan thong tin

Gia1 phap danh gid va quan 1y rui ro
an toan thong tin trong Chinh phu dién tu

Tém tit—Bai bao nay trinh bay két qua
nghién ctru xay dung gidi phap danh gia va quén
1y riti ro an toan hé thong thong tin trong Chinh
phi dién ti. Trong bai toan nay, ching toi tap
chung vao xay dung (i) quy trinh danh gia, quéan
ly rii ro an toan thong tin (ATTT), va (ii) hé
thong phin mém UET.SRA (Security Risk
Assessment System) hd trg' danh gia, quan Iy rii
ro theo quy trinh da xay dung. Viéc quén ly va
danh gia riii ro ATTT duwoc két hop theo céc tiéu
chuin trong nuéc va qudc té bao gom cac quy
trinh trong ISO/IEC 27005:2011 va NIST SP
800-39, nhung dwec tuy bién dé phu hop véi
thue tién ciia cac co’ quan chinh phi. Hé thong
phin mém UET.SRA danh gia rii ro ATTT dyua
theo phwong phap kiém tra cic 16 hong va su
phoi nhiém phé bién (Common Vulnerabilities
and Exposures — CVE); viéc woc lwgng rii ro
dinh lwong theo Hé thong chim diém 16 hong
phé bién (Common Vulnerability Scoring
System - CVSS) va Du 4n mé vé bao mat ting
dung web (Open Web Application Security
Project - OWASP). Ngoai ra, UET.SRA con
cung cip chirc ning phan tich, phat hién cac 15
hong, cic doan mi ddc trong mi ngudn ung
dung Web sit dung cong nghé hoc sau (deep
learning). Két qua thi nghiém gidai phap
UET.SRA tai By Tai nguyén va Méi trwomg
(TN&MT) buwéc ddu di minh ching dwoc y
nghia thue tién va cho phép quén ly dwgc cac rii
ro ATTT d6i véi mot s6 hé thong trong yéu ciia
B0 TN&MT.

Abstract—This article presents the results of
building a solution to access and manage
security risks for the e-Government information
system. We focus on building a process and
software system UET.SRA to manage and assess
security risks. The process was developed using
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a combination of international and domestic
standards including ISO/IEC 27005:2011 and
NIST SP 800-39, but customized to match the
practice of government agencies. UET.SRA
evaluates security risks based on CVEs
vulnerability testing; quantitative risk based on
CVSS and OWASP standards. In addition,
UET.SRA also provides the function of
detecting vulnerabilities and webshell in the
source code of web applications using deep
learning algorithms. The experimental results of
UET.SRA at the Ministry of Natural Resources
and Environment have initially demonstrated
practical effectiveness in managing security
risks for a number of critical systems.

Tir khéa—qudn Iy riii ro, ddnh gid riii ro, do quét I6 hong
hé thong, do quét ma nguon.

Keywords—security risk management, security risk
assessment, vulnerable scan, source code scan.

1. DAT VAN BE

Danh gia, quan 1y rii ro ATTT 1a mot yéu cau
quan trong trong viéc dam bao an toan cac hé
thdng cong nghé thong tin (CNTT) noi chung va
trong Chinh phu dién to no6i riéng. Trén thi
truong di c6 mot s6 san pham hd trg giai quyét
van d¢ trén nhung nhitng san pham do6 chua thuc
sy phu hop cho céc co quan chinh phu, noi ma
gia tri dir liéu vugt ra ngoai pham vi cua cac hop
ddng dan su. Didu nay dit ra nhu ciu cép thiét
phai lam chil cong nghé dé phat trién cac san pham
ATTT, tich hop hé thong hd tro dénh gia, quan 1y
rtii ro ATTT cho céc hé thdng CNTT né6i chung va
Chinh phu dién tir cua Viét Nam noi riéng.

Trong bai toan nay, yéu cau dat ra gdm xay
dung quy trinh phuc vu cho viéc danh gia, quan
Iy rai ro ATTT; xay dung giai phap k¥ thuat xac
dinh céc riii ro an toan trong cac hé thong CNTT
va thiét ké, xay dung hé thong phan mém dam
nhiém vai tro tuong ung.

Viéce xac dinh céac rui ro ATTT trong nghién

ctru nay dugc gioi han trong pham vi:
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e Xac dinh céac 16 hong bao mét trong cac hé
thong CNTT; céac 16 hong trong ma nguon
ung dung Web.

e Xac dinh cac thiét lap chinh sach cua hé
diéu hanh Windows (Windows policy)
chua tudn thu theo nhiing quy dinh dam
bao ATTT.

e Xac dinh cac rui ro do viéc chua cdp nhat
cac ban va 16 héng (patch) cua hé diéu
hanh Windows va mot s6 hé théng thong
tin quan trong.

e Viéc do quét mid ngudn dugc giéi han
trong viéc nghién ctu cac ing dung Web
st dung hai ngon ngit 1ap trinh pho bién la
ASP va PHP.

Bai bao duoc to chic nhu sau: Phan II tom
lugc mot s6 khai niém, phuong phap va ki thuat
st dung trong quéan ly rii ro ATTT noi chung.
Phan III trinh bay giai phap danh gi4, quan 1y rai
ro ATTT ma chung t6i da xay dung trong khuén
kho dé tai cép nha nuée KC.01.19/16-20; Phan
IV tong hop két qua thir nghiém g1a1 phap tai Bo
TN&MT. Phan cubi tom luoc két qua va mot sb
hudng phat trién ké tiép.

II. PHUONG PHAP, KY THUAT PHUC VU DANH
GIA, QUAN LY RUIRO ATTT

Trong muc nay, ching t6i tom lugc nhiing
phuong phap, k¥ thuat dugc st dung trong hoat
dong danh gia, quan Iy rai ro ATTT.

A. Phwong phap phat hién nguy co, 16 héng bao
mdt dwa trén mau thir 16 hong

Mot trong nhiing k¥ thuét hién dugc cac hang
bao mat st dung dé do quét, xac dinh 15 héng 1a
st dung cac mau do quét thir 16 hong NVT
(Network Vulnerability Test) [1]-[2]. Trong k¥
thut nay, mdi mau thir 16 hong NVT sé& dugc viét
bang ngdn ngit mo ta kich ban tan cong NASL
(Network Attack Scripting Language). Pay la
ngon nglr kich ban dugc st dung bdi cac bd do
quét 156 hong nhu Nessus va OpenVAS. Hién da
¢6 hang chyc nghin plugin duoc viét bing NASL
cho Nessus va OpenVAS [3]-[5].
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B. Phuwong phap xdc dinh chinh sach Windows vi
pham quy dinh

Dé phat hién cac chinh sich Windows vi
pham quy dinh, cin phai do quét qua mang hoic
tryc tiép dé thu thap thong tin vé cac chinh sach
dang dugc thiét 1ap trén may tinh. Cac chinh sach
thu thép dugc so sanh vdi cac yéu cau tuan tha,
qua do, dua ra cac bao cao, canh bao vé tinh trang
tuan tha chinh sach cua may tinh [6].

C. Phuong phdp xdc dinh ban va chua duwoc ap dung

Do quét cac ban va chua dugc ap dung c6 muc
dich do quét cac may tinh trong hé théng mang
dé thu thap thong tin vé cac ban va cua hé diéu
hanh dugc phan loai thanh ban va nghiém trong
va tuy chon. Cac ban va nghiém trong dugc
khuyén nghi cai dat sém nhat c6 thé cho may chu
dé vé cac 16 hong bao mat, 13i lién quan dén hé
didu hanh, sau d6 méi dén cac thiét bi con lai.
Céc ban vé tily chon 1a cac ban va lién quan dén
nang cap tinh ning, diéu chinh hiéu nang hé diéu
hanh, stra cac 161 nho khong phd bién. Viéc cai
dat cac ban va loai nay tity thudc vao yéu ciu cia
t6 chue [7].

D. Phwong phép xdc dinh 16 hong Web

Pé phat hién 16 hong Gmg dung Web, chiung
toi da danh gia va lga chon khung W3af (Web
Application Attack and Audit Framework). Hién
W3af dugc danh gia 1a mot trong nhitng khung
danh gia 16 hong bao mat 1’Ing dung Web tot nhat.
Khung danh gla nay cung cap cong cu khai thac
va quet 16 hong cho cac u‘ng dung Web, tu do
cung cip thong tin vé cac 16 hong bao mat dé sir
dung trong cac cudc thir nghiém tham nhap [8].

E. Phuong phap phdat hién doan ma doc trong ma
nguon ung dung Web

Trong phuong phap nay, chung toi tap trung
vao hai loai ngdn ngir 14p trinh duoc st dung phd
bién nhat dé phét trién cac tmg dung Web hién
nay la PHP va ASP [9]-[11].

Chting t61 sir dung mo hinh hoc sau vi mang
no-ron tich chap (Convolutional Neural Network
— CNN) dugc minh hoa nhu Hinh 1 du6i day.
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F. Phwong phép ddanh gid riii ro ATTT tong thé

Céc két qua do quét 16 hdng ATTT c6 dugc
thong qua viéc triéu goi cac cong cu do quét 16
héng bao mat s& duogc gan kém thong tin cu thé
vé mirc d6 nghiém trong ciing nhu nguyén nhan
dan dén 16 hong d6. Cac thong tin nay co ban da
duogc cong ddng nghién ciru tap hop va tong hop
thanh céc bd dit liéu vé CVE va Danh séch nén
tang hé thong théng dung (Common Platform
Enumeration — CPE).

Toan bd cac dir li€u lién quan dén cac thong
tin nay dugc thu thap thong qua viéc lam giau dix
lidu vé cac 16 hong béo mat da phat hién tir cong
dong va nhung ngudn dit liéu CVE, CPE, NVT
uy tin tren thé gigi. Hién trong khudn khé dé tai,
cac nguon dit liéu dugc ching t6i khai thac dén
tur cac to chuc sau:

e Co so dir liéu 16 hong qubc gia cua vién

NIST, M¥: https://nvd.nist.gov/products.

e Coso dir liéu 16 hong ciia cong dong CVE:

https://cve.mitre.org/index.html.

e Co so dir lidu 16 hong tir cong dong CVE

Detail: https://www.cvedetails.com.

Mitrc @0 rai ro cua hé théng CNTT sé€ duoc xac
dinh dua vao d¢ rui ro cao nhat trong danh muc
16 hoéng bao mat dugc phat hién.

Ngoai viéc st dung cac dir li€u trén, ddi vai
cac h¢ thong ma khong thé do quét bang cac cong

Khoa hoc va Cong nghé trong linh viee An toan thong tin

cu tu dong, hé théng cling cho phép danh gia dinh
tinh dé woc lugng rui ro. Khi dé, trude hét nén
xac dinh tat ca céc tiéu chi do luong rai ro bao
mat. P4i voi hé thong thong tin ciia Chinh phu
dién tir Viét Nam, céc linh vuc tdc dong bao gém
Danh tiéng/Tl’n nhiém, Hoat ddng san xuét, An
toan va strc khoe, Tai chinh, Chi phi va cac hinh
phat phap 1y. Trong bdi canh cta ching t6i, cc
linh vuc tac dong dugc uu tién theo quy mo nhu
trong Bang 1.
BANG 1. DO UU TIEN PANH GIA MUC BO ANH HUONG
BOIRUI RO TRONG CPDT

Mién énh huéng Do wu tién

Danh tiéng va long tin ctia ngudi dan 5
Hoat dong, san xuét 4

An toan va suc khoe 3

Tai chinh 2

Chi phi va céc hinh phat phap ly 1

Céc khu vuc tac dong nay ro rang s€é duoc
thiét [ap tuy thudc vao boi canh hién tai cua mot
bd hodc mot tinh trong Chinh phu dién tu.

Vé mit ky thuét, chiing t6i xac dinh cac mi de
doa sau co6 the¢ anh huong dén hé thong thong tin:

e Mai doc: Sir dung ma dé thuc hién tiét 10,
dieu chinh hoac pha huy trai phép.

e Thu thap thong tin: Thu thap dit liéu/thong
tin cua hé thong quan trong.

e Xam nhap: Truy cép trai phép vao di licu,
hé thong, tai liéu vat Iy hoac co so vat chat.

e Tinh kha dung: Khong c6 sin hé thong,
con nguoi, tai liéu vat ly hodc co s vat
chat.

e Bao mét ndi dung thong tin: Diéu chinh ndi
dung thong tin trai phép.

e Gian lan: Gian 1an 1a sy lira ddi c6 chu y
dé dat dugc loi ich khong cong bang hoac
bat hop phap, hoic tudc bé quyén hop
phap cua nan nhan.

Sau khi xac dinh dugc mdi de doa, chung ta
tién hanh danh gia dinh tinh mac d6 anh huong
clia ci nam mién anh hudng, tir thap dén cao.
Béng 2 cung cap cac tiéu chi do luong dugc dé
Xuét clia chung toi cho cac méi mién anh huong.
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BANG 2. TIEU CHi PO LUONG RUI RO CUA MIEN ANH quy trinh danh gia, quan ly rai ro ATTT trong
HUONG VOI MOT HE THONG Chinh phu dién ti.
1\;[:1;" Thip Trung Cao Nghiém Quy trinh chung danh gia, quan ly rai ro
huémg binh trong | ATTT theo ISO/IEC 27005 nhu Hinh 2 [14]:
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KC.01.19/16-20, giai phap danh gid, quan ly rui —~—

ro ATTT ciia chung t6i duoc xay dyng bao gom: [ Udc luong muc d6 rii ro ]
(1) quy trinh danh gla quan ly ruiro ATTT va (11)
hé théng phan mém cung cp cic chiic ning dé
cac chuyén vién c6 churc nang trong cac co quan
cap Bo c6 thé thuc hién duoc cac bude trong quy
trinh d6. Hai thanh phan cua giai phap niy s&
duoc trinh bay cu thé ¢ cac muc sau [12]-[13].

i

2.4. Ddnh gid rii ro
= Xac dinh rii ro tir cac sy kién de doa cin quan tam
= Phan loai wu tién theo cac tiéu chi da xac dinh

v
2.5. Théng nhit véi Don vi quin lyy/vin hanh diw thao
bdo cdo két qua dinh gid

A. Quy trinh danh gia, quan Iy ruiro ATTT trong === =========--- [-ooo-----o-- -
Chinh phu dién tur

Danh sach cac riii ro di droc phén loai wu tién
theo cdc tiéu chi wdc hirong riii ro; dir thdo bdo cdo
ket qua danh gia..

Vé quy trinh danh gia, quan Iy ATTT, hién
trén thé gioi da c6 ISO/IEC 27005 va NISP
SP800-39. Hudng tiép can cua nghién ctru 1a tiy
bién, két hop cac quy trinh trén dé dé xuat cac Hinh 3. Quy trinh danh gia ri ro ATTT.
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B. Kién triic hé thong hé tro danh gia, quan Iy
rui ro ATTT trong cac hé thong thong tin cua
Chinh phu dién tir

Heé théng danh gia, quan Iy rui ro ATTT, duoc
ching t6i xay dung va goi tit 1a UET.SRA bam
sat quy trinh danh gla quan ly rai ro da xay dung
& muc trén, bao gdm céac thanh phan chinh sau:

1. Phan thu thdp, xac dinh rui ro ATTT

Phan nay duoc giao pho cho cac cong cu phat
hién 16 hong, thu thap thong tin hién trang cac
ban vé hé thong thong tin tai cac may tinh. Viéc
thu thap rai ro ATTT s&bao gom 2 cong cu chinh:

e Cong cu vScanner phuc vu do quét cac 16
hong ATTT, cac chinh sach Windows bi vi
pham quy dinh, cac ban va chua duogc thi
hanh trong phan mém trén may tinh va cac
thiét bi mang dugc kiém tra. vScanner dam
nhiém chtrc ning danh gia tir xa ddi véi
moi hé théng CNTT néi chung: cic may
tinh dau cudi v6i cac hé thong thong tin (ca
hé diéu hanh 14n tmg dung), cac thiét bi
mang. Ngoai ra, vScanner con hd trg kha
ning danh gia tai chd thong qua cac chirc
ning do quét sau bén trong hé thong phan
mém can danh gia. Viéc nay s& dugc thyc
hién dbi v6i nhimg may tinh chuyén biét
can phai danh gia rai ro ATTT sau hon.
Trong bai bao nay, hién chung t6i chi chi
trong dén may tinh st dung hé didu hanh
Windows va dugc cép tai khoan du quyén
dé danh gia cac chinh sach Windows va
céc ban va 16 hong trén may tinh do.

e Cong cu wScanner phuc vu do quét cac 16
hoéng va Webshell trong md ngudn ung
dung Web dugc xay dung bang ngon ngit
1ap trinh thong dung PHP hodc ASP. Bugc
xdy dung két hop gitra phuong phap hoc
sau mang no-ron tich chap CNN véi k¥
thuat so khép mau st dung tap luat yara
rule dé tang cuong do chinh xéc.

Viéc quan ly qua trinh thi hanh cac cong cu
xac dinh rui ro ATTT néu trén s€ duoc tién hanh
thong qua dich vu truc tuyén trén nén Web.

2. Phan quan Iy rii ro ATTT

Phan nay dam nhiém chtic ning hd trg phén tich,
danh gia rui ro, tr d6 dé xuat phuong an xu ly

Khoa hoc va Cong nghé trong linh viee An toan thong tin

(thoéng qua cac bao c4o, thdng ké phuc vu cho cong
tac xtr Iy cac 16 hong) va giam sat két qua xu 1y rai
ro ATTT sé duoc thuc hién tai hé théng trung tim
thong qua dich vu truc tuyén trén nén Web.

Dichvy quankquy | | Dich vy quanky tic vy Dich vy quan j -::',
trinh xic dinh rii ro ATTT rhi ro ATIT =
=)
L S -3
Dichvu quan|j assets Dich vy quén tri todn E;f
08 b héthing 5
Mangudn céc dich ‘
vutrue tuyén Web
(asp, phe) Quénlj D6 quét Do quét source Ll
wScanner quytrinh hé thing cades E
=)
‘ Qinlj Qink | [hevincri] oD
binvd findows Poli 3
J
nf
Biacio Quén Iy Hotre 3
vScanner Théngké nguiiding || én thing &
J
n
Cac hé thong CNTT
TS CVE, OVAL,| | Mo I:lnh Ket qua Neutiding =
CPE,CERN || miu | | rliroATIT o
| | | c
-  ww W W

Hinh 4. M6 hinh kién triic tong thé hé thong danh
gia, quan ly rai ro ATTT.
C. Xay dung hé thong danh gid, qudn Iy rii ro
ATTT - UET.SRA

1. Nén tang thu vién hé thong

Nén tang thu vién hé théng danh gia, quan ly
rii ro ATTT ¢6 vai trd cung cép tap cac chirc
nang bén dudi (dang Back-End) dé tir d6 cac
cong cu, dich vu truc tuyén o0 muc trén (Front-
End) c6 thé khai thac, st dung dé thi hanh cac
chirc nang theo thiét ké.

Trong thu vién nay, chung t6i tién hanh xay
dung cac mo dun chirc nang chinh sau:

e Quan ly quy trinh: day la mo-dun dam
nhiém cac chtic nang dé quan 1y quy trinh
danh gia riii ro ATTT ctia toan bo hé thong.
Céc chtic nang danh gia va quan ly rui ro
dugc thiét ké tudn thu theo ding cac quy
trinh da duogc déc ta trong muc A.

e Do quét hé¢ théng: day la mo-dun bao gém
cac ham chtrc nang dé cho phép triéu goi
bd do quét 16 hong vScanner dé tién hanh
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danh gia hé thong dugc dinh danh thong
qua tén hoac dia chi IP.

e Do quét md ngudn: 1a mé dun dam nhiém
cac chirc nang triéu goi cong cu wScanner
dé do quét cac 16 hong, cac doan ma doc
trong ma ngudn cac tmg dung Web duoc
xay dung tur hai ngon ngi 1ap trinh 1a PHP
va ASP.NET.

e Quan ly ban va: 1a mo-dun chtra cac thu
vién phuc vu phat hién cac ban va hé thong
va dua ra nhing canh bao ddi voi ngudi
quén tri dé xtr Iy phu hop.

e Quan ly chinh sach Windows: 1a mé dun
phuc vu chtrc nang do quét, xac dinh céc
chinh sach trong hé diéu hanh Windows vi
pham theo nhiing ti€u chi da xac 1ap trong
hé thdng (duoc goi 1a bo chinh sach co s&
- Policy Baseline) va dua ra nhiing canh
bao d6i voi ngudi quan tri.

e Tu vén, xtr Iy rui ro: 13 mo-dun dam nhiém
chirc niang phan tich cac két qua do quét,
danh gia hé thong thong tin va tu van, dé
xuat phuong 4n dé giam thiéu rui ro, ning
cao do ATTT.

e Bio cdo, thong ké: 1a md dun tp hop cac
ham chirc nang dé hd tro hinh thanh cac
béo cdo, théng ké theo yéu cau nghiép vu
tir thanh phan front-end ctia hé thong.

e Quan ly nguoi dung: 1a mé dun chtra cac
ham phuc vu quan ly nguoi dung theo vai
trd va theo quyén dugc giao dé khai thac
cac chtrc ning cua hé théng dich.

e HO tro lién thong: 1a mo dun chira tap cac
ham chtrc ning cho phép tiép nhan céc két
qua danh gia rai ro tir cac hé thong danh
gia khac ciing nhu cho phép truy xuat duoc
két qua danh gia rai ro ATTT tir hé théng
san phim d8 tai dwa trén nhimng tai khoan
c6 thdm quyén tuong tng.

2. Cong cu vScanner

Cong cu vScanner dam nhiém cong viéc do
quét cac 16 hong dan dén rai ro ATTT trong céc
hé thong CNTT (bao ham cic may tinh va thiét
bi mang trong ha ting mang, cic phin mém tng
dung thong dung tai cac may tinh do; trong tiéng
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13

Anh hay dung thuat ngir “asset”). Cong cu nay s€
dugc xay dung theo ca k¥ thuat kiém tra hop den
(danh gia tir bén ngoai hé thong) 1an cac phuong
phap do quét sau (thong qua viéc st dung tai
khoan chuyén biét & dang nhap hé thong, c6 thé
su dung ssh, remote login,... dé thuc hién viée do
quét truc tiép bén trong hé théng). Mot sb
phuong phap hoc may thong ké ciing c¢6 thé dugc
ap dung nghién ctru trong nhiém vu nay nham
ning cao d6 chinh xéc cua giai doan phat hién 16
héng. Dbi véi cac hé thong tmg dung Web, cong
cu vScanner dugc tich hop moé-dun WebScanner
thuc hién do quét chuyén sau. Ngoai viéc phat
hién cac 16 héng, vScanner con dam nhiém thém
chiic ning hd tro phat hién cic Chinh sach
Windows vi pham quy dinh, cac tng dung/phan
mém chua thi hanh cac ban vé 16 hong da duoc
khuyén cao ap dung. Di nhién, cac chiic ning nay
phai cé tai khoan truy cap vao cac may tinh
Windows can phai danh gia nhiing loai rai ro nay.

Mo hinh tong thé cua vScanner dugc minh
hoa nhu Hinh 5.

Host Scanner

Web Scanner

Jayoiedsig

Patch Scanner

-
=2
<
=

>
=
3
[
=
e+
Q-
=

[ ]

Policy Scanner

vScanner

Hinh 5. Kién trac téng thé ctia vScanner.
e HostScanner

Hién ca Nessus 14n Greenbone OpenVAS déu
cho phép nguoi dung stir dung tap plugin chura tép
cac mau do quét 16 hong NVT. Theo thng ké,
hién tai Greenbone cung cép khoang hon 65.000
miu NVT cho cong ddng; Nessus cung cap
khoang hon 150.000 mau tha NVT. Viéc sir dung
phién ban NASL méi cho phép tich hgp duogc
nhiéu NVT, giam s6 luong thi hanh cac bude thir
16 hong va day 1a 1y do sd lwong NVT cua
Greenbone chi con khoang mot nira ciia Nessus.
Chinh vi vay, trong nghién ctru nay, chung toi str
dung bo mau thir 16 hong NVT cua Greenbone dé



hinh thanh co s¢ dir liéu tap mau tha NVT phuc
vu do quét 16 hong hé thong [2].

Trong mé hinh tai Hinh 6, hoat dong cua
HostScanner sir dung cong cu Redis dé giam tai
thoi gian truy vin CSDL NVT. Vi giai phap
nay, toan b0 CSDL NVT s€ dugc HostScanner
tai vé va dua vao Redis dé ting toc do truy xuét.
Ngoai ra, Redis cling dugc st dung dé thi hanh
song song bd do quét NASL va luu trlr tam thoi
cac két qua do quét.

D

NASL Parser StateData
(openvas) (redis)
HostScanner
NVT scripts

Hinh 6. Kién trac do quét 16 hong dya trén CSDL
mau thu.

e PolicyScanner

Phuong phap do quét cac chinh sach
Windows bi vi pham dugc minh hoa nhu lugc do

gidi thuat & Hinh 7.

Tap chinh sach l

can tudn tha

|

o

[ tnic

Hinh 7. Giai thuat kiém tra chinh sach Windows bi
vi pham.

Khoa hoc va Cong nghé trong linh viee An toan thong tin

Chi tiét doan ma chwong trinh nay dwoc trinh
bay dudi day:

from pypsrp.powershell import
PowerShell, RunspacePool

from pypsrp.wsman import WSMan

wsman = WSMan (in server, ssl=in ssl,
auth=in auth,

encryption=in _encryption,
username=in_username,

password=in password)

tao két noi dén mday server in server qua
username va password.

with RunspacePool (wsman) as pool:
ps = PowerShell (pool)
ps.add script (my ps code)

# output dang list do script tu
powershell truyén vé

#
['"info,LockoutDuration,30,30,minute’

7
'warning,ResetLockoutCount,30,40,min
ute']

output = ps.invoke ()
for item in output:

print (item)

Két qua do quét cac Chinh sach Windows vi
pham nhu Hinh 8.

optional ,MaxRenewAge, 7, unknown, unknown

optional MaximumPasswordAge, 180, unknown, unknown
optional ,MinimunPasswordAge, @, unknown ,unknown
optional MaxServiceAge, 600, unknown,unknown
warning, LockoutBadCount,,20,minute

optional ,MaxClockSkew, 5, unknown, unknown

optional MaxTicketAge,10,unknown, unknown
optional ,PasswordHistorySize,24,unknown, unknown
warning,MinimumPasswordLength,5,10, character
optional ,PasswordComplexity,,unknown,unknown
optional,ClearTextPassword,,unknown, unknown
optional,TicketValidateClient,®,unknown,unknown

Hinh 8. Két qua thuc nghiém do quét cac Windows
Policy vi pham.PatchScanner.
Quy trinh thuc hién viéc do quét va lay duoc
danh sach cac ban va chua dugc cdp nhat trén
may chi Windows nhu Hinh 9.
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DPang nhap hé théng tir xa

Tim céc ban v Windows chua
dugc ap dung

Duyét danh sach ban va va phan
loai

Danh sach ban va da
dwac phan loai

Két thic

Hinh 9. Giai thuat xac dinh danh muc ban va chua
duoc ap dung.

Viéc quan 1y ban va hé diéu hanh duoc xay
dung dua trén ngon ngilt 1ap trinh Python, ngén
ngl kich ban tuong tac may chu la Powershell.
Dé két nbi dén cac may chu chay hé diéu hanh
Windows Server, chung t6i st dung remote
Powershell thong qua dich vu Winrm va st dung
ngon ngir Powershell dé thu thap thong tin.

Tiép theo, ching t6i viét mot chuong trinh
bang ngdn ngit Python dé c6 thé triéu hoi goi tép
tin PowerShell script tor may tinh Windows.
Chuong trinh nay c6 thé két ndi t6i mot méy tinh
Windows thong qua IP, tai khoan va mat khiu
dugc cap dé co thé goi tép tin PowerShell do quét
ban va chua dugc ap dung.

Két qua do quét cic ban va Windows chua
duoc ap dung:

Hinh 10. Két qua thuc nghiém do quét
cac ban va Windows.

e WebScanner

W3af dugc chia thanh hai phan chinh, phan
16i - Core va phan bo sung - Plugin. Core diéu
phéi qua trinh va cung cip cac tinh ning duoc st
dung béi cac Plugin, c6 vai tro s& tim ra cac 16
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héng va thir khai thac ching. Cac Plugin dugc
két nbi, chia sé thong tin va dugc phan loai thanh
Discovery, Audit, Grep, Attack, Output, Mangle,
Evasion va Bruteforce.

Bruteforce

Discovery

Evasion

Hinh 11. Kién tric c6ng cu do quét 16 hong tmg
dung Web.

Hién W3af c6 thé xac dinh duoc hon 200 15
hong bao mat ung dung Web. Khung nay duoc
phat trién bang Python, d& sir dung, m¢ rong va
tich hop trong cac ung dung khac. W3af c6 mot
s6 Plugin c6 thé giao tiép véi nhau. Vi dy: Plugin
Discovery ¢6 thé xac dinh cac URL khéac nhau
cho ung dung va chuyén két qua cia né dén
Plugin Audit r0i c¢6 thé sir dung cic URL dé tim
kiém 156 hong bao mat. Sau d6, Plugin Exploit c¢6
thé dwoc sir dung dé khai thac bét ky 16 hong da
xac dinh nao.

3. Céng cu wScanner

Cong cu wScanner dam nhiém vai tro do quét
tinh ma nguon cac ung dung Web dé phat hién
cac doan ma doc hodc Webshell. Tuy nhién, khac
v6i vScanner dung dé do quét 16 hong cac tng
dung web chung, con ddi v6i cong cu wScanner
phu thudc rat nhidu vao cong nghé va ngon ngir
phat trién Gng dung web. Do do, cong cu
wScanner dugce tap trung vao cac loai ing dung
Web thong dung nhét hién nay 1a ASP va PHP.
Day la nhiém vu cling rat chuyén biét trong dé tai
nay véi mong mudn ctia nhom 1a co thé xay dung
dugc hé thong phan mém khong chi do quét bén
ngoai cac hé thbng CNTT ma con phén tich sdu
toan bd ma ngudn cia cac tmg dung Web dé tir
d6 tim ra nhitng 16 hong va cac Webshell dc hai
dd dugc dua vao (co thé do bat can hodc ¢d )
trong ma nguodn. Str dung wScanner s& cho phép
giam thiéu ngay dugc nhitng nguy co tir trong ma
ngudn lién quan dén nhiing 16 hong co ban nhu




SQL Injection, XSS, XSS flaw (bao gom
Command Injection, Object Injection, File
Inclusion, XPATH injection, Arbitrary Eval
Code Injection); kiém tra duoc cac ham an toan
(secure function) véi cac diéu kién cu thé dé phat
hién 15 hng. Phuong phap hoc sdu ciing s& duoc
cha trong nghién ciru trong nhiém vu nay dé c6
thé ap dung ngay dugc cong nghé danh gia do tin
cdy va rui ro theo cach tiép can thich tmg lién tuc
(CARTA - Continuous Adaptive Risk and Trust
Assessment) d6i véi cac ung dung Web phd bién
trong cac co quan nha nudc hién nay.

Kién tric téng thé cua wScanner dugc minh
hoa nhu Hinh 12.

PHPVulnDetector

Websell
Datasets

Validator

WebshellLearner

PHPMalwDetector

PHPScanner

Jaynedsig

ASPVulnScanner

udia ny3 Guey ugN

ASPMalwScanner

ASPScanner

wScanner

Hinh 12. Kién triic tong thé ctia wScanner.
e MO hinh phat hién doan ma doc trong PHP

Dbi v6i tmg dung Web sir dung PHP, phuong
phap dé phat hién doan ma doc (Webshell) trong
mi ngudn tng dung Web dugc dé xuat dya trén
su két hop giita phuong phap d6i sanh mau va
phuong phéap hoc sau st dung mang no-ron tich
chap, duoc minh hoa nhu Hinh 13 [3]:

4 3\
Lam sach tap d{F liéu cac tép tin
ma ngudn PHP chira doan m3
déc bang phuang phap d6i sanh
\. J

.

Biéu dién cac tép tin ma nguén
PHP dudi dang véc to OpCode

Thu thap géc tép tin
ma nguon PHP

Loaibd cac khdng gian vée to
khéng ph}] hop do cc’a_d@ daiqua
ngan hodc da ton tai

y

Phan tich t&p tin ma nguén PHP
bang mé hinh d4 dvoc hudn luyén
@& xac dinh ¢6 chira doan m3 déc

hay khdng?

Huén luyén md hinh mang
no rontich chap

Hinh 13. Phuong phap phat hién doan ma doc trong
ung dung Web PHP.

Khoa hoc va Cong nghé trong linh viee An toan thong tin

Tt mo hinh gidi phép trén, chung t6i rng dung
phuong phép hoc sau dé phan tich ma ngudn tng
dung Web phat hién cac doan ma ddc dugc cai
vdo, cu thé 14 mo hinh hoc siu mang no-ron tich
chap (Convolution Neural Network — CNN) két
hop véi ki thuat so khép mau véi tap dir liéu yara
rule dé tang cuong d6 chinh xac cho mé hinh hoc
sau CNN dé xay dung cong cu phuc vu phat hién
doan ma dgc, dat tén chung la WebshellLearner.

Dua trén cac nguén dit liéu da duoc mot sb to
chure nghién ctru da st dung nhu OWASP, NIST,
chung t6i da lua chon va thu thép tu trang GitHub
dugc hon 4.200 t¢p PHP chira Webshell. bPé ¢o
duoc cac tép PHP “sach” (benign), ching t6i da
st dung cac tép tu cac bd thu vién, CMS ndi tiéng
nhu Laravel, Wordpress, Joomla, phpMyAdmin,
phpPgAdmin, phpbb, tong cong da thu thap dugc
7.400 tp.

Ma ngudn
tép tin PHP

Théng dich thanh chudi 1&nh st dung thu vién
VLD

Théng dich thanh
cong?

Biéu dién chudi 1&nh dwéi dang vector chi muc
|&nh OpCodes

Vector chudi
|énh c6 gia tri?

Phan I&p nhi phan st dung mo hinh CNN

Tép chira Webshell

Hinh 14. Quy trinh phat hién doan ma doc trong
ung dung Web PHP.
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Sau khi loai bo va chuin hoé cac tép ma nguén
thanh cac chudi opcode, ching ti da thu dugc
tap dir liéu dé huan luyén va kiém thir nhu sau (ty
1é ban dau duoc chon 1a 7:3) nhu trong Bang 3.

BANG 3. THONG TIN VE TAP DU LIEU BE HUAN
LUYEN MO HINH VA KIEM THU CHO PHP

Tap huin luyén Tap kiém thir

Benign 4,875 1,182

Webshell 1,049 275

Két qua kiém thtr véi tap thu nghiém néu trén
duoc minh hoa ¢ Bang 4 [11]:

BANG 4. KET QUA KIEM THU BO PHAT HIEN POAN

MA POC WEBSHELL PHP
Accur | Precis | Recall F1- FPR
acy ion Score
Benign 99,02 99,66 99,15 99,41 1,60
Webshell 99,02 96,09 98,40 97,23 0,85
Micro
99,02 99,66 99,15 99,41 0,85
Avg
Macro
99,02 97,88 98,78 98,32 1,22
Avg
Weighted | o5 05 | 99,04 | 99,02 | 99,03 | 147
Avg

Nhu vay, véi viée ap dung mo hinh hoc sau
CNN vao bd phat hién ma ddc cia wScanner, Kkét
qua do quét doan ma doc dat do chinh xac
accuracy trén 99%, ty 1& phat hién nham kiéu
duong tinh gia FPR véi Webshell 1a 0,85%.

So v6i mot sb phuong phap phat hién
Webshell khac, két qua cta chung toi ciing rat
dang ghi nhan voi bang két qua nhu Bang 5:

BANG 5. SO SANH KET QUA GIUA WEBSHELLLEARNER
VA MOT SO PHUGNG PHAP KHAC BOI vOI PHP

Accuracy F1- FPR

Score
php-malware-finder 94.23 96.46 0.00
Word2Vec+CNN 98.60 98.60 0.92
RF-GBDT 99.16 99.09 0.93
GuruWSs 85.56 92.00 0.00
Yara 98.15 98.87 0.17
CNN 97.60 97.88 2.11
WebshellLearner 99.02 99.41 0.85
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e MoJ hinh phat hién doan ma doc trong
ASP.NET

K thudt phat hién doan md déc trong ma nguon
ung dung ASP.NET

Pbi voi ung dung Web sir dung ASP.NET,
mé hinh dé xuit cua chung t6i dya trén ba y
tuéng chinh: (i) dé xuit phuong phap biéu dién
ma nguon tép tin ASP.NET duéi dang vector mi
1énh CIL OpCode, (ii) l1am sach bo di licu huin
luyén mo hinh dua trén ky thuét ddi sanh mau so
khép st dung bd cong cu yara, va (iii) ap dung
mo hinh hoc sau st dung mang no-ron tich chap
CNN dé huan luyén mo hinh va xac dinh xem ma
ngudn tmg dung Web cé chira Webshell hay
khong. M6 hinh phat hién doan ma doc Webshell
ASP.NET duoc minh hoa nhu Hinh 15.

Lérr] sach tap dif liéu cac tép tinméd
nguﬁr] ASPNET chira dolan ma déc
hang phuong phap doi sanh

Thu thap cac tép tin

mé nguon ASP.NET

L J

Loaibd cac khdng gian véc to
khong ph,u hop do cc’n\d@ daiqua
ngan hodc da ton tai

Biéu dién cac tép tin m ngudn
ASP.NET dudi dang vécto CIL

Y

Phan tich tép tin mé ngudn
ASP.NET bang mé hinh a3 duoc
hudn luyén dé xac dinh c6 chira

doan ma ddc hay khdng?

Hu#n luyén md hinh mang
no ron tich chap

Hinh 15. Quy trinh phat hién doan ma ddc trong ma
ngudn ung dung ASP.NET

Chung t6i cling st dung phuong phép hoc sau
v6&i mang no-ron tich chdp CNN dugc minh hoa
nhu trén. Toan b mé hinh hudn luyén va phat
hi¢n doan ma dgc trong tng dung ASP.NET cling
duoc chung t61 tich hop vao cong cu
WebshellLearner.

Dé thu thap dir liéu phuc vu huén luyén mo
hinh, dua trén cac nguén dit liéu da duoc mot sb
t6 chirc nghién ctru da sir dung nhu OWASP,
NIST,... chung t6i lura chon va thu thap tir trang
GitHub dugc hon 7.208 t¢p ma ASP.NET sach
va 913 mau chira Webshells. Sau khi loai bo va
chuan hoa cic tép ma ngudn thanh cac chudi
opcodes, chung t6i da thu dugc tdp du licu dé



huén luyén va kiém thir nhu Bang 6 (ty 16 ban dau
duoc chon 1a 7:3).

BANG 6. THONG TIN VE TAP DU LIEU BE HUAN LUYEN
MO HINH VA KIEM THU CHO ASP.NET

A £ " Tap kiém
Tap huan luyén thir
Benigns 4.547 1.161
Webshells 616 228

Két qua kiém thtr véi tap thu nghiém néu trén
duoc minh hoa ¢ Bang 7.

BANG 7. KET QUA MO HINH PHAT HIEN POAN MA POC

ASP.NET (%)

Metric Value
Accuracy 98.49
Precision 99.65
F1l-score 99.09
Recall 98.54
True Negative Rate 98.25
Negative Predictive Value | 92.95
False Discovery Rate 0.35
False Negative Rate 1.46
False Positive Rate 1.75

Nhu vay, véi viée ap dung mo hinh hoc sau
CNN vao bd phat hién ma doc ciia wScanner, két
qua do quét doan ma doc ASP.NET dat do chinh
xac accuracy trén 98,5%, ty 1¢ phat hién nham
kiéu duong tinh gia FPR véi Webshell 1a 1%.
Mot diém ciing cin nhdn manh hon ¢ diém nay
1a hién chua c6 nhiéu bo phat hién doan ma doc
ASP.NET dugc cong bd ty 1¢ phat hién chinh
xac. Do do, phuong phap nay cua chung toi chua
thé tién hanh so sanh danh gia két qua nay nhu
d6i voi PHP.

4. Dich vu truc tuyén quan Iy riii ro ATTT

Dé quan 1y riii ro ATTT, bao gdm cé cac chirc
ning phuc vu phan tich, danh gia va ho tro xir ly
rii ro ATTT c6 giam sat kém theo, ching t6i xay
dung 05 dich vu truc tuyén. M0 ta cu thé cua moi
dich vu sé& duoc trinh bay cu thé duéi day:

e Dich vu quan 1y quy trinh nghiép vu danh
gia, quan ly rai ro ATTT

bay la dich vu hd trg cho cac bd phan quan ly

va giam sat qua trinh thi hanh cac chinh sach dam

bao ATTT trong cac co quan nha nude. Dich vu

nay cung cip cac chirc ning co ban cho phép tra

Khoa hoc va Cong nghé trong linh viee An toan thong tin

ctru, tim kiém thong tin mau lién quan dén quy
trinh danh gia va quan ly rai ro ATTT noi chung.
Ngoéli ra, dich vu ndy ciing cung cap thong tin chi
tiét vé cac quy trinh danh gia, quan 1y rairo ATTT
da duoc cong b6 trong cac tleu chuan ca trong
nudce 1dn qubc té. Cu thé, cung cap quy trinh trong

tiéu chuan TCVN 10295:2014 (ISO/IEC
27005:2011), TCVN ISO/IEC 27001:2009,
TCVN  8709-1/2/3:2011 (ISO/IEC  15408-

1/2/3:2008); quy trinh danh gia rai ro ATTT cua
Té chirc tiéu chuan M§ NIST SP 800-30r1, NIST
SP 800-39, NIST SP 800-53r5 [14]-[19].

e Dich vu quan ly tac vu xac dinh rui ro
ATTT trong cac h¢ thong CNTT

Dich vu nay dam nhiém vai tro triéu goi cac
phan mém do quét, phat hién rui ro ATTT
vScanner va wScanner dé tién hanh danh gia, xac
dinh cac nguy co, 16 hong bao mat c6 thé co trong
cac h¢ thong CNTT. Dich vunay co tong hop céac
chire ning rat quan trong trong hé théng danh gia,
quan 1y rii ro ATTT va twong tac truc tiép véi
hai bd cong cu vScanner va wScanner. Tur cac hé
théng CNTT da dugc xac dinh dua vao hé théng
dé danh gia rui ro, vScanner/wScanner s€ dugc
triéu goi, luu lai Kkét qua xac dinh rdi ro trong
CSDL ciia hé théng. Dich vu nay ciing dam
nhiém thém chuc nang dinh ky thyc hién tac vu
xéac dinh rui ro theo lich biéu d3 xac lap.

e Dich vu quan ly rti ro ATTT trong cac hé
thong CNTT

Duya trén cac két qua di tién hanh danh gia va
xac dinh dugc cac nguy co, 16 hong co thé dan
dén rui ro ATTT & dich vu quan ly tac vu xac
dinh rdi ro ATTT néu trén, dich vu s€ ¢6 vai tro
phan tich, danh gi4 toan bd cac nguy co, 16 hong
do; tir d6 dé xuat phuong an xir 1y cac 16 hong,
cac chinh saich Windows vi pham quy dinh, va ap
dung thi hanh tu dong cap nhat cac ban va 16
héng tai cic may tinh Windows dd dugc cép
quyén va 16 hong Ngoai ra, dich vu nay cling con
phal cung cap thém cac chirc ning ho tro bao cdo,
thong ké két qua phan tich, danh gia va phuong
4n x\r Iy rai ro ATTT; quan ly va hd tro gidm sat
két qua xtr 1y rai ro ATTT.

Vi¢e phéan tich, danh gia cac rui ro ndi chung
s& dugc tién hanh vai sy két hop ca phan tich dinh
tinh va phan tich dinh lugng. Cac phan tich dinh
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luong s€ duogc ap dung thong qua nhirng k¥ thuat
str dung cac mau rui ro di duoc cac td chuc trén
thé gidi cong bd (CVE va CPE), str dung céc tiéu
chudn CVSS hoic OWASP [20-21]. Dbi véi
phan tich dinh tinh, do bai toan xac dinh rui ro
ATTT co ban dua vao viéc xac dinh 15 héng bao
mat ¢6 do do rui ro 1on nhat. Hon nita, moi 13
héng bao mat gan véi it nhat mot thong tin CVE,
nén toan bd cac phuong an xir Iy 16 hong, tranh
rii ro ATTT tir céc 16 hong d6 déu duoc gin kém
vao trong CSDL hé thong. Tir d6, qua trinh phéan
tich dinh tinh xac dinh murc rii ro quy vé viée xac
dinh gia tri rai ro cao nhét va anh xa sang muc do
rui ro theo theo cac ngudng khac nhau.

Ngoai ra, trong dich vu nay chiing t6i cling s&
cung cp thém mot cong cu dé ngudi dung co thé
tu danh gid mac do rai ro ATTT, mot cach dinh
lwong, theo tiéu chuan CVSS.

e Dich vu quan 1y cac hé théng CNTT va
cac CSDL

DPay 1a dich vu c6 vai tro quan ly toan bd cac
tai san da duoc danh gia trong co quan va cac b
CSDL mau phuc vu cho ca cong tac xac dinh rui
ro (cac 16 hong) 14n cong tac danh gia, hd tro xir
ly. Cac bd CSDL mau dugc quan 1y bai dich vu
nay bao gdm: danh muyc céc ing dung CPE, danh
muc céc 16 héng CVE+OPAL, danh muc céac 16
héng duogc cac trung tim Gng ctru khan cap xac
1ap, danh muc cac ban va 16 hong tmg dung/hé
thong, danh muc cac quy dinh lién quan dén
chinh sach Windows va danh muc cac mau phuc
vu cho qué trinh kiém tra cac 15 hong di co.

e Dich vu quan tri toan bd hé théng

Dich vu truc tuyén thit ndm nay dam nhiém
vai trd quan tri ca nguoi dung 14n cic cau hinh
cta hé thdng quan 1y rii ro ATTT. Ngoai nhitng
chirc ning trén, dich vu ndy con cung cip thém
mot giao dién dashboard dé hién thi cac thong tin
quan trong cia toan bd cac dich vu trén va cung
cap chirc ning giam sat va quan 1y cic ban va tai
cac may tinh dau cubi.

IV. THU NGHIEM

Hé théng da duoc thu nghiém thyc té tai
Trung tam ha tﬁng CNTT thudoc Cuc CNTT va
D liéu tai nguyén méi truong (B TN&MT).
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Hinh 16. Giao dién h¢ thong UET.SRA trién khai
tai B TN&MT.

Kich ban thir nghiém bao gém do quét, danh
gid ATTT Hé théng CNTT tai Trung tim Ha
tang, Cong thong tin dién tir cia Cuc CNTT va
Dt liéu TNMT, céc dich vu cong truc tuyén cla
B6 TN&MT va mi ngudn mot sé tng dung Web
cua Cuc CNTT va Dir liéu TNMT.

Céc dur liéu thtr nghién dugc so sanh voi cong
cu Nessus va cho két qua tich cyc, dugc mo ta
trong Bang 8.

BANG 8. SO SANH KET QUA THU NGHIEM HE THONG
VGOI NESSUS

UET.SRA Nessus

Hé thon
S (High-Medium-Low) ~(Critical-High-Medium-Low)

Nhdn xét

0-0-2 0-0-1-0 SRA phét hién nhigu 16
héng hon; clng mic
riiro

SRA phat hién nhidu 16
hdng hon; cao hon

mét mic rii ro

Céng dich vy cdny true
tuyén B3 TNMT
0-9-0

Hé thong quan Ij khoa 0-0-0-0

hot cong nghé BG TNMT
0-0-1

Cong thong tin Cuc 0-0-2-1

CNTT&DLTNMT

Nessus  phat  hién
nhiéu 16 hong hon;
cling mirc i ro
Nessus  phat  hién
nhiéu 16 hong hon;
cling mic i ro

May chil DB Cong dich vu 0-1-1 0-0-8-1

£ong trure tuyén

KET LUAN

Trong bai bao nay, chiing t6i da trinh bay giai
phap danh gia, quan ly rii ro ATTT trong cac hé
thong thong tin ciia Chinh phu dién tir. Giai phap
cua chung toi dua trén by quy trinh danh gia,
quéan 1y rai ro an toan cac hé thong CNTT duoc
két hop, tuy bién tir ISO/IEC 27005:2011 va
NIST SP 800-39 dé phu hop véi thuc tién Viét
Nam; cung hé théng hd tro cong tic danh gia,
quan ly rai ro ATTT UET.SRA.



Hé thong duoc xay dung bam sat quy trinh dé
xuét, di tich hop dwoc nhiéu céng cu phan mém
dé do quét, xac dinh rai ro ATTT dua theo
phuong phap kiém tra cac 16 hong bao mat; (trén
hé thong va ma ngudn ung dung Web); do quét
béang cong cu vScanner/wScanner va hd tro danh
gia tong thé véi cac tiéu chuan CVSS, OWASP.
Mot diém manh cia UET.SRA nita 13 hé théng
nay cho phép phan tich, phat hién cac 16 hong,
cac doan ma doc trong ma ngudn cac ing dung
Web str dung cong nghé hoc sau véi do chinh xac
F10-score rat cao (99,41% dbi véi PHP va
99,09% dbi voi ASP.NET), ty 1& phat hién nham
FPR ciing rat nho (0,85% d6i véi PHP va 1,75%
d6i v6i ASP.NET). Hé thong da thir nghiém thuc
té va so sanh két qua danh gia cho két qua kha
quan, bam sat dugc cong cu chuyén dung hang
dau hién nay Nessus.

Trong thoi gian t6i, chung toi s& tiép tuc hoan
thién thém hé théng phan mém, bd sung thém
nhitng mau do quét 16 hong chuyén sau cho cac
h¢ théng chuyén dung trong Chinh phu dién tir
tai Viét Nam.

LO1 CAM ON

Bai bao nay duoc hd tro tir dé tai nghién ctiru
cap Nha nuée s6 KC.01.19/16-20.
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