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Abstract— Signal is an end-to-end security
protocol used in instant messaging applications
such as Facebook Messenger, Whatsapp, Zalo,
etc. One of the outstanding features of the Signal
protocol is its support for establishing end-to-end
secure channels and conducting communications
asynchronously, i.e., the sender can send
messages securely even if the receiver is offline.
This property is provided by maintaining
synchronized states on each side. In our article,
we will analyze the risk of desynchronizing states
between parties in the Signal protocol if at least
one of those parties in this protocol uses a weak
random source.

Tom tit— Signal 12 mot giao thirc bao mat
dau cudi dwoc sir dung trong cic ing dung nhin
tin nhanh nhuw Facebook Messenger, Whatsapp,
Zalo,... Mot trong nhing tinh ning néi bat ciia
giao thirc Signal d6 12 hd tro thiét lap kénh an
toan va nhin tin bao mat diu cudi theo cach di
b9, nghia 13 cic tin nhin vin c6 thé dwoc giri an
toan ngay ca khi ngwoi nhian & trang thai ngoai
tuyén. Tinh niing nay duwge dam bio thong qua
viéc duy tri cac trang thai dong bd & mdi bén.
Trong bai viét dwéi diy, ching tdi sé phén tich
nguy co gdy mit dong bd trang thai & cac bén
trong giao thirc Signal néu it nhit mot trong cac
bén trong giao thirc nay sit dung ngudn ngiu
nhién yéu.
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|. INTRODUCTION

Nowadays, “end-to-end encryption” has
become a popular concept in practical
applications [1, [2]. The Signal protocol is a
cryptographic protocol that provides end-to-end
encryption for instant messaging. This protocol
has been applied as a core component in some
widespread applications such as WhatsApp [5],
Google [6], Facebook Messenger and Skype,
with billions of users.

Historically, the first secure protocol for
instant messaging was proposed in 2004 by
Nikita Borisov and his co-workers, which is
known as the OTR (Off-the-Record Messaging)
protocol [1, [2]. An important feature that OTR
provides is key freshness by using the Diffie-
Hellman ratcheting technique (denoted by
DHRatchet), where the user establishes a new
ephemeral Diffie-Hellman (DH) shared secret
to protect each outgoing and incoming message.
Although the OTR protocol has relatively
limited adoption, its ratcheting technique is used
in modern security protocols.
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The above technique also appears in the
design of the Signal protocol. Specifically, by
combining the efficiency of the idea of OTR's
DHRatchet technique and a symmetric ratchet
technique (denoted by SymRatchet) we obtain
the core algorithm of the Signal protocol known
as the Double Ratchet (DR) algorithm.
According to this algorithm, three following
types of keys are maintained and updated
throughout the process of exchanging secret
information between parties:

- Root key: A 32-byte value that is used to
create a new chain key via the key derivation
function in the DHRatchet algorithm (see
Figure 1).

- Chain key: A 32-byte value that is used
to create a new message key via the key
derivation function (Figure 2). Each call to that
function is considered as a SymRatchet
operation. Note that each party will maintain
two types of chain keys named as the sending
chain key (for encrypting outgoing messages)
and the receiving chain key (for decrypting
incoming messages).

- Message key: A 32-byte value that is
used (at most) once by the sender and receiver
to execute the message encryption on the
sender side and the message decryption on the
receiver side.
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Figure 2. Block diagram of the SymRatchet
Algorithm

The Signal protocol includes three main
steps as follows for a communication between
two parties Alice and Bob:

e Registration: At installation  (and
periodically afterwards), each party
independently registers an identity and a prekey
bundle (containing some identity key, signed
prekey, and a set of one-time prekey) with a key
distribution server S. These keys will then be
used to establish sessions via the X3DH
protocol (see [8]).

e Session establishment: The session
initiator (Alice) sends a request and get back a
prekey bundle of the receiver (Bob) from the
server S to establish a X3DH session key and

then use it to setup a long-lived
communication session.
e Secure  message exchange:  After

establishing a secure communication session,
participants Alice and Bob can exchange their
secure messages in one of the following ways:

— Synchronous messaging: This operation
is executed when Alice sends a message to
Bob (or vice wversa) immediately after
received at least on “new” message from Bob.
In this case, Alice will need to perform one
DHRatchet operation to update its root key
and chain keys, and then derive its message
key from the sending chain key via the
SymRatchet algorithm.

— Asynchronous messaging: This operation
is executed when Alice sends a message to
Bob (or vice versa) but has not received any
new message from Bob. In this case, Alice will
need to perform one SymRatchet operation to
derive a message key from its recent sending
chain key.

According to the above process, each
message sent by Alice or Bob is encrypted with
a new message key, which strengthens the
forward and backward security. Another
advantage of the Signal protocol is that it allows
parties to establish an end-to-end secure
messaging channel asynchronously. Note that,
in order to handles lost or out-of-order messages
the Signal protocol maintains a list of skipped
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message keys for encrypting the messages
arrived late.

The above properties of the Signal protocol
have been analyzed and proven in several recent
works [11], [12], [13],... However, those results
are all evaluated after modifying the Signal
protocol. For example, in [13], the list of
skipped message keys will be indexed through
an epoch counter (which counts the order of
DHRatchet steps performed at each party) rather
than being indexed via the DHRatchet public
key in the incoming message (according to the
original description of the Signal protocol).

In this article, we will show that the above
difference will be significant in cases where the
sender uses weak random sources. Specifically,
in those cases, we will show the risks of losing
state synchronization on the original Signal
protocol while the modification variant of J.
Alwen and his co-workers shown in [13] still
ensures synchronization of states.

The structure of our article includes five
parts. In particular, Part | presents an overview
of the Signal protocol. Part Il presents a
description of this protocol. Part Il presents
some risks of losing synchronization between
parties in the Signal protocol if a weak random
source on one side is used. Part IV presents
some discussions on the above problem of
losing synchronization. Finally, the conclusions
are presented in Part V.

Il. THE SIGNAL DESCRIPTION

In this section, we will recall the process of
sending and receiving the encrypted messages
of the Signal protocol as described in [9].

A.The External Functions

In order to perform the DR algorithm, it is
need to define the following functions:

e GENERATE_DH(): Returns a new DH key
pair. In this function, we need to use a source of
randomness to ensure the freshness of key pairs.
Therefore, if the source of randomness is weak,
the probability that two DH key pairs created by
GENERATE_DH() (at different times) are the
same is significant.
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e DH(dh_pair, dh_pub): Returns an output
from Diffie-Hellman computation between the
private key from Diffie-Hellman key pair
dh_pair and the Diffie-Hellman public key
dh_pub. If this function rejects some invalid
public key, it may return an exception to stop
the process.

e KDF:  An underlying key derivation
function, such as HKDF [14].

e KDF_RK(rk, dh_out): Returns 64-byte keys
(a 32-byte root key and a 32-byte chain key) as
the output of applying KDF with a 32-byte key rk
to dh_out, some constant string info and output
length 64. For instance,

KDF_RK(rk, dh_out)=KDF(rk,dh_out,info,64)

e KDF_CK(ck): Returns a pair of 64-byte
keys (a 32-byte chain key and a 32-byte
message key) as the ouput of applying KDF
with a 32-byte key ck to some constant const,
some constant string info and output length 64.
For instance,

KDF_CK(ck)=KDF(ck,const,info,64)

e ENCRYPT(mk, m, ad): Returns an AEAD
encryption of m with the message key mk. The
associate data ad is authenticated but is not a
part of the output ciphertext.

e DECRYPT(mk, ¢, ad): Returns the AEAD
decryption of c by using the message key mk
and the associate data ad. If the authentication
fails, this function ouputs an exception to stop
the process.

e HEADER(dh_pair, pn, n): Makes a message
header which includes the DHRatchet public
key from dh_pair, the number of message keys
in previous (sending) chain pn, and the
message’s number in recent (sending) chain n.

e CONCAT(ad, h): Encodes a header h into a
parseable byte sequence and then prepends the
byte sequence ad.

Besides, the Signal protocol wuses a
MAX_SKIP value to specify the maximum of
skipped message key in a receiving chain.

B. The State Variables

The following state
maintained by each party:

variables are
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¢ DHs: the sending DHRatchet key pair
e DHr: the receiving DHRatchet public key
e RK: the root key with 32-byte length

e CKs, CKr: the 32-byte chain keys for
sending and receiving.

e Ns, Nr: the message numbers for sending
and receiving.

e PN: the message number in the previous
sending chain.

e MKSKIPPED:  Dictionary of  skipped
message keys, indexed by the receiving
DHRatchet public key and message number.

C. The Initialization Process

After both parties have agreed on a 32-byte
shared secret key SK and Bob’s DHRatchet
public key bob_dh_public_key by using the
X3DH protocol, Alice in the initiator role will
call RatchetInitAlice() to initialize its state stA:

D. Encrypting Messages

In [9], the function RatchetEncrypt() is
defined to encrypt messages. This function
takes the sender’s state st, a plaintext m, an
associate data ad (which is a concatenation of
sender’s public identity key and receiver’s
public identity key) as its input, and then runs
the following steps:

def RatchetEncrypt(st, m, ad):

1. st.CKs, mk = KDF_CK(st.CKs)

2. h = HEADER(st.DHs, st.PN, st.Ns)
3.st.Ns+=1

4. return h, ENCRYPT(mk, m, CONCAT(ad, h))

def RatchetInitAlice(stA, SK,bob_dh_public_key):
stA.DHs = GENERATE_DH()
stA.DHr = bob_dh_public_key
stA.RK, st.CKs = KDF_RK(SK, DH(st.DHs, st.DHr))
stA.CKr = None
stA.Ns=0
stANr=0
stA.PN=0
StA.MKSKIPPED = {}

E. Decrypting Messages

In [9], the function RatchetDecrypt() is
defined to decrypt ciphertext c with header h in
the incoming message. By using the receiver’s
state st and the associate data ad (which is a
concatenation of sender’s public identity key
and receiver’s public identity key), this function
does as the following:

and Bob in the responder role will call
RatchetlInitBob() to initialize its state stB:

def RatchetlnitBob(stB, SK, bob_dh_key pair):
stB.DHs = bob_dh_key_pair
stB.DHr = None
stB.RK = SK
stB.CKs = None
stB.CKr = None
stB.Ns=0
stB.Nr=0
stB.PN =0
stB.MKSKIPPED = {}

def RatchetDecrypt(st, h, c, ad):
1. m = TrySkippedMessageKeys(st, h, ¢, ad)
2. if m 1= None:
2.1. return m

3. if h.dh !=st.DHr:

3.1. SkipMessageKeys(st, h.pn)

3.2. DHRatchet(st, h)
. SkipMessageKeys(st, h.n)
. st.CKr, mk = KDF_CK(st.CKr)
.St.Nr+=1
. return DECRYPT(mk, c, CONCAT(ad, h))

~N o o B

def TrySkippedMessageKeys(st, h, ¢, ad):
1. if (h.dh, h.n) in st. MKSKIPPED:

1.1. mk = st. MKSKIPPED[h.dh, h.n]

1.2. del st. MKSKIPPED[h.dh, h.n]

1.3. return DECRYPT(mk, c, CONCAT(ad, h))
2. else:

2.1. return None

def SkipMessageKeys(st, until):
1. if st.Nr + MAX_SKIP < until:

1.1. raise Error()
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2. if st.CKr 1= None:
2.1. while st.Nr < until:
2.1.1. st.CKr, mk = KDF_CK(st.CKr)
2.1.2. st. MKSKIPPED[st.DHr, st.Nr] = mk
2.1.3. st.Nr+=1

def DHRatchet(st, h):
1. st.PN =st.Ns

2.st.Ns=0

3.st.Nr=0

4. st.DHr = h.dh

5. st.RK, st.CKr = KDF_RK(st.RK, DH(st.DHs, st.DHr))
6. st.DHs = GENERATE_DH()

st.RK, st.CKs = KDF_RK(st.RK, DH(st.DHs, st.DHr))

Remark 1: In the open source libsignal-
protocol-C  [7], the implementation of
RatchetDecrypt() is different from the one
described above, including:

e Step 3 in RatchetDecrypt() above will be
changed into the first step. Note that, with such
a modification, we will temporarily obtain h.dh
= st.DHr in the following steps, and

e The call TrySkippedMessageKeys() will
check whether (h.dh, h.n) was ever in the
st.MKSKIPPED list instead of just determining
whether it currently exists in that list. This
comes from the facts: Q) if
TrySkippedMessageKeys() is called, we will
have h.dh = st.DHr because of adjusting Step 3
into the first step in RatchetDecrypt(); and (2) if
st.Nr > h.n then (h.dh, h.n) must have been in
the st.MKSKIPPED list since (h.dh, st.Nr) =
(st.DHr, st.Nr) is included in the st.MKSKIPPED
list only if the indexes (st.DHr, until) with
until < st.Nr were previously included in the
st. MKSKIPPED list. In the case that (h.dh, h.n)
was in the st.MKSKIPPED list but now has been
removed, a warning is issued about the
incoming message having been previously
processed and stops the decryption process.
This modification is to prevent the risk of
increased computation on the receiving side due
to an attacker replaying a validly encrypted
message many times.
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1. THE RISK OF LOSING SYNCHRONIZATION FROM
WEAK RANDOM SOURCE

A.The Risk 1

In this section, we will present the first risk
that a valid message generated by the sender
Alice (according to the encryption algorithm
RatchetEncrypt() in Section 11.0) may not be
accepted by the receiver Bob (according to the
decryption algorithm  RatchetDecrypt() in
Section 11.0), if the random source used by
sender A is weak (i.e, there is a high probability
that the public key DHs, generated by Alice
after a DHRatchet step is the same as the
DHRatchet public key sent previously in the
same communication with Bob). Specifically,
we have the following statement.

Statement 1: Assuming that Alice and Bob
are conducting a communication session using
the Signal protocol implemented with a secure
encryption scheme and a secure key derivation
function, then Bob cannot successfully decrypt
the message sent from Alice if the following
conditions occur:

(1) The current execution of the
DHRatchet step and some previous execution of
the DHRatchet step at Alice during
communication with Bob produce the same
sending DHRatchet public key DHs,.

(2) Alice has sent more than one message
corresponding to the public key DHs, to Bob in
the previous execution. Assuming that there
exists one of those messages is successfully
processed by Bob, but the first one is lost.

(3) In the current execution, the first
message before any subsequent messages
corresponding to the public key DHs, sent by
Alice was received by Bob.

Proof. Note that since in the same
communication secured by the Signal protocol,
we always have that the sending DHRatchet
public key of the sender will be equal to the
receiving DHRatchet public key of the receiver,
so we can also deduce that Bob has received the
public key DHrg = DHs, in some message sent
by Alice in the past (according to the first and
second conditions). By using again the second
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condition, we can obtain that the message key
corresponding to index (DHsy,0) has been
saved in the stB.MKSKIPPED list of Bob and has
not been deleted.

Furthermore, according to the third
condition, now now Bob need to a encrypted
message with (hA.dh,hA.n)=(DHs,,0) from
Alice. Because Bob receives this message
before any subsequent messages, Bob will
decrypt it using the RatchetDecrypt() algorithm
(in Section I1.E). Hence, Bob will make a call
TrySkippedMessageKeys(stB, hA, cA, ad) to
check whether (DHs,,0) is in the list
stB.MKSKIPPED or not. However, as pointed out
above, this check is passed. Then, Bob will
extract a message key mky corresponding to
index (DHs,, 0) in the list stB.MKSKIPPED and
use it to decrypt cA. Note that the message key
mkg and the message key that is used by Alice
to create the ciphertext cA are derived in
different executions, so they are distinct with an
overwhelming probability if applying a secure
KDF function. It implies that Bob cannot
successfully decrypt cA. Therefore, the call
TrySkippedMessageKeys(stB, hA, cA, ad) will
return an error and stop the decryption process
on side Bob.

Thus, we have shown a case where there is
a significant probability that a valid message
sent from Alice will not be accepted by Bob if
Alice uses a weak random source.

B. The Risk 2

In this section, we will continue to present
another risk that causes a valid message to be
rejected by the receiver. It is similar to in the
previous section, this risk also comes from the
fact that there is a significant probability the
public key DHs, generated by Alice after the
current DHRatchet step is equal to the
DHRatchet public key sent previously in the
same communication with Bob if Alice use a
weak random source. Note that the risk in this
section will focus on implementing the
RatchetDecrypt() function in [7], which was
mentioned in Remark 1. In that case,
RatchetDecrypt(stB, hA, cA, ad) would first
require checking hA.dh = stB.DHr. If this

condition occurs,  (hA.dh, hA.n) is not in the
stB.MKSKIPPED list and stB.Nr>hA.n, this
algorithm will return an error (because the
message has been previously processed) and
stop the decryption process.

Indeed, we will show that the above risk
will occur with a significant probability if there
are two consecutive executions of the
DHRatchet step at Alice during communication
with Bob produce the same sending DHRatchet
public key, assuming it is DHs,. Specifically,
we have the following statement.

Statement 2: Assuming that Alice and Bob
are conducting a communication session using
the Signal protocol (implemented with the
libsignal-protocol-C library [5]), then Bob
cannot successfully decrypt the message sent
from Alice if the following conditions occur:

(1) The current execution of the
DHRatchet step and the immediately previous
execution of the DHRatchet step at Alice during
communication with Bob produce the same
sending DHRatchet public key DHs,.

(2) Alice has sent more than one message
corresponding to the public key DHs, to Bob in
the previous execution. Assuming that the first
message and another of them are successfully
processed by Bob.

(3) In the current execution, the first
message corresponding to the public key DHs,
sent by Alice was received by Bob.

Proof. According to the third condition, now
Bob need to a encrypted message with
(hA.dh,hA.n)=(DHs,,0) from Alice by using
the implementation in the libsignal-protocol-C
library [5]. Firstly, Bob has to check whether
stB.DHr=hA.dh or not. However, because of the
first condition, this check will be passed without
triggering the DHRatchet step on the Bob side.
Hence, the state stB remains unchanged. The
process of decrypting cA will continue with a
call to TrySkippedMessageKeys(stB,hA,cA,ad),
which will need to check whether (DHsg, 0) is
in the previous stB.MKSKIPPED list.

According to the second condition, we
have stB.Nr>0 and the message key

No 1.CS (21) 2024 45



Journal of Science and Technology on Information security

corresponding to the index (DHs,, 0) has been
removed from the list stB.MKSKIPPED. AS
discussed in Remark 1, since stB.Nr>0 and
(DHsy, 0) is not in the stB.MKSKIPPED list
(according to the first condition in this case),
an error will be returned to report "the message
has been previously processed” and stop the
decryption process.

Thus, we have shown another case that
causes the receiver Bob rejects a valid message
from the sender Alice. Although we need a
strict condition that requiring two consecutive
executions of DHRatchet on side Alice to
produce the same sending public key, it can
occur if a weak random source is used.

IV. DISSCUSION

Loss of state synchronization between
participants using Signal protocol is an issue
considered in [10]. There, de-synchronization of
states can occur if the state of the sender or
receiver device has been rolled back, or the state
of the receiver device has been deleted. These
situations may happen when delete the personal
data on their device. To solve this problem, [10]
provided the option of allowing the recipient to
send a “retry request” to the receiver.

However, the risk we point out here does
not follow the scenario in [10], meaning we still
consider the parties to still operate normally.
Furthermore, the use of a weak random source
can cause the loss of state synchronization to
occur more frequently than the cases given in
[10]. Therefore, applying the solution of
sending a “resend” request to the recipient as
given in [10] may lead to overload on some
participant who uses a weak random source.

Also note that the random source on the
user's device may come from the device being
injected with malicious code during use.
Therefore, installing good randomness sources
for user devices is not yet a complete solution to
prevent the risks of de-synchronization pointed
out in this article. Instead, we recommend
further adoption of the epoch counter as in [13]
to index message keys.
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V. CONCLUSION

Currently, the Signal protocol has been
widely applied in end-to-end security
applications. In this protocol, messages will be
protected with a new key, so maintaining
synchronized states between parties is essential
to ensure that a valid message can be
successfully decrypted on the receiver side.

In this article, we have presented two risks of
causing loss of state synchronization between
parties in this protocol. These risks come from
the observation that message keys have the same
indies because of a weak source of randomness.
As a result, the decryption process may decrypt a
valid message with a message key that is
different from what created the corresponding
ciphertext. Consequently, the process of
decrypting this message is unsuccessful.

We consider the risks according to the
technical report [9] and the libsignal-protocol-C
library [7] for the Signal protocol. As discussed
in Part 1V, these risks are non-trivial. Besides,
to prevent these risks, message keys should be
indexed by additionally using an epoch counter
asin [13].

Furthermore, experimenting with the above
risks to increase the significance of the
theoretical analysis given in this article will be
our next problem.
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